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Agenda 

ÅWhen Anti-Virus Software Doesnôt Work: Detecting the 
Undetected    

 Paul Williams ï Executive Director of Security Services - White Badger Security 

 

ÅMalware Trends  
 Joseph Opacki ï Malware Technical Program Manager,  

   Operational Technology Division - Federal Bureau of Investigation 

 

ÅChanging Face of Malware  
  Jeff Michael ï Senior Systems Engineer, FireEye 

 

ÅOpen Panel with Audience Q&A  
ÅClosing Remarks 
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When Anti-Virus Software 
Doesnôt Work:  

Detecting the Undetected 
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Malware Evasion Tactics 
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Common techniques: 
 

ÅCompression 

ÅObfuscation 

ÅPolymorphism 

ÅInternal encryption 

ÅStealth tactics 

ÅDynamic memory residence 

ÅArmoring 

ÅAnti-code debuggers 

ÅKernel alterations 

 

 
 

 

 

Evasion tactics and a constant flood of 

new malware releases makes it difficult 

for anti-virus/anti-spyware software to 

be a reliable malware detector. 
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Malware Can Defeat Sophisticated Defenses 

 

 

Reason: if you can access your 

laptopôs encrypted data, then that 

meansé 

éso too can a Trojan Horse 

which borrows your Windows 

logon credentials 

Trojans enable knowledgeable 

hackers to bypass both strong 

encryption and sophisticated 

defenses alike in order to steal 

sensitive data.  

Just because your laptops and 

critical data may be encrypted 

doesnôt mean your enterprise 

more secure than before 
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2. Trojan bypasses anti-

virus software, allowing 

attackers to take control 

of protected internal 

network 

Once buried in a target network this deep, the choice of internal targets and backdoor tactics 

is endless. For example, Trojans could lie dormant for months or years before re-activating. 

1. Trojan Horse introduced through email 

5. Initial points of entry are 

cleaned up: Trojans removed 

and tell-tale log files deleted 

3. Multiple password hashes 

retrieved and cracked 

4. Sensitive internal 

computers targeted 

6.Compromise of multiple 

targets and throughout the 

enterprise provides 

ñbackdoorò insurance. 

Advanced Persistent Threat (APT) Malware 


