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Agenda

ÅInternet Borders: The De-Globalization of Cyberspace

ïRobert CarolinaïPartner, Origin; Senior Visiting Fellow, InfoSecGroup - Royal Holloway 

University of London

ÅTrends in Cyber Security Legislation ï2010

ïJoe TaskerïIndependent Consultant; formerly Sr. VP and General Counsel, Information 

Technology Association of America 

ÅThe Legal Mandate to Encrypt

ïSeánGlynn ïVice President Marketing, CREDANT Technologies

ÅPrivacy in Social Networks - Legal Provisions and related PETs

ïDr. Simone Fischer Hübner- Professor, Department of Computer Science, Karlstad 

University

ÅJoint Speaker Question and Answer

ÅClosing Comments
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Robert Carolina 
Senior Visiting Fellow, Information Security Group, 

Royal Holloway University of London

Robert.Carolina@rhul.ac.uk
Robert.Carolina@ScioCertus.com

+44 7712 007 095 (mobile/business)

Internet Borders: The De-Globalization of Cyberspace 
www.internetborders.com

Copyright © Robert Carolina. All rights reserved.
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Structure of this talk

ÅSome history
ïIntersection between sovereign states and Internet use

ïCollision between policies of different sovereign states as a result of the 
Internet

ÅI will make three points
ïTwo observations about the present

ïOne prediction about the future
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Is there a cyberspace òFrontieró?

ÅRomantic attachment to the idea of a cyberspace ñfrontierò
ïThe intellectual, the literate, the computer-savvy few are settling a new 

untamed world

ïñCyberspaceò has ñno bordersò

ïñCyberspaceò has no law

ïñCyberspaceò has no law enforcement corps

ïEFF: the Electronic ñFrontierò Foundation
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Is there a cyberspace òFrontieró?

ÅNo law and no order?
ïConsider the following extract from a 1990 interview with John Perry 

Barlow:
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J.P. Barlow describes 1989 FBI investigating theft of ROM 
source code:

ïñé [FBI Special] Agent Baxter shows up and when he arrives he doesn't know what a ROM chip is 
and he doesn't know what ROM code is and he doesn't know how one would steal it or if "steal" is 
even the word that one would use for whatever it was happened to whatever it was. And he thinks, 
among other things, that the old original phone phreak, John Draper, is president of Autodesk and 
that Autodesk is involved in top secret Star Wars defense contracts because of their Cyberspace --
which he calls Hyperspace --system. This has all been sent to him by the [FBIôs] San Francisco 
office; it's right there in black and white. He thinks that the NuPrometheus League is in league with 
another mysterious and shadowy group called the Hackers Conference (which was actually 
founded by Stewart Brand). He called it the "New Prosthesis League," and I could never get him 
straight on thatéò

ïñSo here you've got a guy that is completely at sea --I mean, he is in dreamland. I'm a potential 
perpetrator and I have to sit him down and spend three hours explaining to him very 
carefully the possible nature of my possible crime. This experience made me realize that the 
whole system has kind of jumped the groove and that we are now in a whole new world....ò 
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