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“The only Password you should share.”

1. Overview 
This document compares various encryption methods for terminal

emulation sessions with Compaq’s Tandem NSK Hosts.

Virtual Private Network (VPN) Encryption
A VPN creates an encrypted tunnel between the Client PC and a

VPN server. The VPN Server sits between the Client PC and the NSK,
but external to the NSK system. Cryptographic mechanisms located in
the Client PC and the VPN Server perform encryption and decryption
functions. The VPN server sends and receives unencrypted data to and
from the NSK Host.

Secure Socket Layer (SSL) Encryption
SSL creates an encrypted tunnel between the Client PC and a Telnet

Proxy Server. The Proxy Server sits within the NSK environment
between the TCP/IP Process and the standard Telnet Server.
Cryptographic mechanisms located in the Client PC and the Proxy
Server software perform encryption and decryption functions. The
Proxy Server sends and receives unencrypted data to and from the
Telnet Server within the NSK Host.

Application Layer (End-to-End) Encryption
Application Layer Encryption creates an encrypted tunnel between the

Client PC and a Virtual Terminal Process (VTP) within the NSK environ-
ment. The VTP sits between the Telnet Server and the Application (TACL
in this example). Cryptographic mechanisms located in the Client PC and
VTP perform encryption and decryption functions. The VTP sends and
receives unencrypted data to and from the NSK Host Application. 

2. Your Risks with No Encryption
In an unencrypted environment, data flows between a Client PC and

an application running on the NSK Host. Such data flow includes your
Userids and passwords as well as critical and confidential business
information and transactions. In large environments, in addition to the
external Internet, there are likely to be thousands of Client PCs and
multiple intranets as well as multiple Host systems running multiple
Host applications.

There are at least three points in the transmission path where unen-
crypted data can be viewed; these points are targets for internal and
external intruders to attack your system and capture your data using
common, readily available technologies:

A Network Sniffer can see data as it traverses a Network Cloud,
whether external (the Internet) or internal (Intranets). Sniffer tech-
nologies are readily available; they can be downloaded at no cost from
the Internet. They make your data vulnerable to both external and
internal intruder attacks.

A Host-initiated SCF Line Trace can see data in transit between the
LAN Controller and the TCP/IP Process. SCF Line Traces are com-
monly used as diagnostic tools, but also can be deployed for attack
purposes. They make your data vulnerable to internal intruders which,
according to surveys by Ernst & Young and the FBI, account for 80% of
security breaches. 

A Host-initiated SCF Process Trace can see data traversing between
the TCP/IP Process and the Telnet Server as well as between the Telnet
Server and the TACL Process. Like the Line Trace, SCF Process Traces
were initally intended as diagnostic tools but can be exploited for
attack purposes making your data vulnerable to internal intruders
which account for 80% of security breaches (per Ernst & Young and
FBI surveys). 

3. Secure Communications Comparison
VPN Encryption

In a VPN environment, data is encrypted only between the Client
PC and the VPN Server. Data flow between the VPN Server and the Host 

Continued on page 4.
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Dear Fellow Members,

Well the annual meeting has come and gone. Welcome to the new
board members and welcome back the members that continue to serve the
organization. The Joint Computer Security Conference  (JCSC) was well
attended and we are looking forward to the fall JCSC. 

It was a true pleasure for me to present this year’s awards. To recognize the key contributors in
our field is an important aspect of our profession. Congratulations to the recipients and thanks for
your dedication to the field. Here are the winners of this years awards:

Hall of Fame
Donn Parker, CISSP
Harold F. Tipton, CISSP
William H. Murray, CISSP
Scott Charney
Sandra Lambert, CISSP, CDP, CISA

ISSA Honor Roll
Donald L. Evans, CISSP, FLMI
Gerald L. Kovacich, CISSP, CFE, ISO, CPP
Harold F. Tipton, CISSP
William H. Murray, CISSP
Richard W. Owen Jr., CISSP
James Duffy, CISSP

Chapter of the Year: Capitol of Texas
Ronald E. Helsley, President

Website of the Year: New York Metro
Wilfred Camillieri, Webmaster
Ron Petrucci, Website Chairperson

President's Award of Excellence:
Richard Mosher
Ed Norris

Security Professional of the Year
Nena Young, CRP, CBCP

Outstanding Organization of the Year
Ernst & Young
I also was pleased to present gavels to some of the newest chapters:
Alamo
The Carolinas
Connecticut
Phoenix
Detroit
Puget Sound (Pacific NW)
Silicon Valley
South Florida
By the time you read this, the Vancouver BC chapter and the Milwaukee chapters will have had their
first meetings. Thanks to Laura Stoner and Michael Rasmussen for their leadership in getting these
chapters started. We also have been working with folks from Italy, the UK and Finland on getting
chapters started in those countries as well. Great work by all of our members on spreading the word
and helping us grow.

While I was writing this column, many of us were plagued by “Love Letter” viruses. From the ini-
tial feedback I have received it seems that, although it has hit many people hard, we have been bet-
ter prepared to do the clean up than in the past. We have had some tough issues to deal with this year,
but we have learned from them and have improved our processes to deal with them.  ISSA members
have been out in front on how to deal with security issues and we continue to be a great resource from
which the whole profession can learn.

Sincerely,

Howard A. Schmidt
ISSA President

PR E S I D E N T’S LE T T E RPR E S I D E N T’S LE T T E R
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Encryption Method Comparison for Terminal Emulation Continued from page 1.

is unencrypted and unprotected as it traverses the Network Cloud to
and from the Host. This method leaves your data vulnerable to intruder
attack by Network Sniffer, SCF Line Trace and SCF Process Trace.

There are additional disadvantages to VPN-based encryption. This
method doubles the traffic on the Network Cloud, which can create
congestion and delays. Some implementations place the VPN Server on
the Network Cloud, but move the Host to a private network between the
VPN Server and the Host. This approach does reduce the traffic over-
head problem and the number of target points where a Network Sniffer
can be successfully deployed to capture data. However, security can still
be compromised on private networks (Intranets), which deploy a
Network Sniffer to capture data.

SSL Encryption
Using an SSL-based approach, data is encrypted only between the

Client PC and the Proxy Server software. Data flow is unencrypted and
unprotected as it travels between the Proxy Server and the Host
Application (TACL). This method prevents the Network Sniffer and
SCF Line Trace (between the LAN Controller and TCP/IP Process)
from compromising security. However, SCF Process Traces between the
TCP/IP Process and the Telnet Server and between the Telnet Server
and the TACL Process are still easy targets for internal intruders with
super group Userids or aliases. Typically SSL solutions use a fixed pub-
lic key hardcoded in the client software or require manual management
and distribution of encryption keys. Manual key management consumes
considerable people time on the host side, with little benefit to Clients
in terms of security. 

Besides the security risks, there are several performance problems
associated with SSL-based encryption. This method doubles the traffic
through the TCP/IP Process on the Host, which is likely to result in bot-
tlenecks and delays, especially as transaction volumes increase.
Furthermore, normally all cryptographic functions (encryption, decryp-
tion and key exchange) on the Host are handled by one Proxy Server
Process. This can create another bottleneck as the number of users
accessing the Host increases. While it is possible to increase the number
of Proxy Servers to spread the load across multiple CPUs, this solution
is not necessarily transparent to the end-user. Either each user must
select and connect to a specific Proxy Server, or centralized
Configuration Management must implement and handle ongoing load
balancing as transaction volumes fluctuate and increase. Neither
approach ensures against bottlenecks and delays.

Another disadvantage of the Proxy Server is that applications on the
Host can no longer obtain the IP address of the Client because all of the
clients appear to the applications as if they have the same IP address as
the Host. Companies accustomed to using individual IP addresses for
configuration management purposes, security, etc. can do so no longer
if they use SSL. 

End-to-End Encryption
With the End-to-End method, data is encrypted between the Client

PC and a Virtual Terminal Process positioned within the NSK host,

between the Telnet Server and the Application (TACL). This method
prevents all three methods of capturing unencrypted data: Network
Sniffer, SCF Line Trace and SCF Process Trace as well as supplying
Access Control mechanisms for TACL.

Encryption is deployed at the Application Layer rather than the
Secure Socket Layer or via VPN. In addition to encryption functions,
the Virtual Terminal Process also supplies Access Control mechanisms
for TACL. Because each session has its own unique, randomly generat-
ed key, End-to-End encryption provides “perfect backward and forward
security” too. This means that if one key is compromised, only that ses-
sion’s data is threatened. All data from past (“backward”) sessions and
future (“forward”) sessions remains secure. With VPN and SSL, one
compromised key may be used to decrypt not only one session, but cap-
tured data from all past and future sessions that use the compromised key. 

In addition to being more secure, End-to-End Encryption offers
additional advantages in terms of performance. First, there is only one
trip through the Network Cloud (instead of doubling the network traf-
fic as required for the VPN approach) and only one trip through the
TCP/IP stack (instead of doubling this traffic as SSL does). And
because there is one Virtual Terminal Process per user session, the
(encryption, decryption and key exchange) load can be spread across
all CPUs by whatever load balancing tools or procedures are already in
use on the NSK Host system. Load testing demonstrates that current
versions of the NSK Operating System easily handle thousands of
processes per system, including End-to-End encryption, efficiently and
with quite acceptable performance. As transaction volumes fluctuate
and increase, the NSK host system adjusts the load spread dynamically
and transparently to maintain consistently high performance levels. 

4. Relevant Security Concepts
At least three key Security Principles apply to evaluating encryption

methods.



PASSWORD May/June ’005

Your Security is Only as Strong as its Weakest Link 
At home, if you lock your doors but leave the windows open, you are

still vulnerable to break-ins. Unencrypted or partially encrypted communi-
cations between Client PCs and their Compaq / Tandem NSK hosts are
weak links in the security chain, providing “windows” of opportunity for
information theft. Compared to physically breaking into your car or home,
computer break-ins present extremely low risk of detection or danger to
intruders. The combination of low risk, easy information access and very
profitable returns has turned computer-based theft into a growth industry.

Your Selection of Security Mechanisms Should Consider the
Value of Your Assets 

Business-critical information and transactions involving large dollar
amounts require robust, end-to-end encryption mechanisms to mitigate
vulnerabilities and protect against break-ins. Just as it would be illogical
to put a $50 security system on a $1million home, the value of your
information assets can be used to determine appropriate information
security mechanisms. This applies not only to the method of encryp-
tion, but the “strength” of encryption.

For instance, a 168-bit Triple DES encryption is virtually impossible
to crack because it is one trillion times stronger than a 128-bit DES. In
cryptographic terms, 128-bit DES uses two 64-bit keys and 8 bits of each
64 are associated with validation checking, leaving 56 bits for key
“strength”. So an “apples-to-apples” comparison would be: 2 x 56 or 112-bit
DES encryption by SSL compared to 3 x 56 or 168-bit DES End-to-End
encryption. Mathematically, 168-bit DES is seventy quadrillion times
stronger than 112-bit DES.

Security Mechanisms Must be Easy to Use
If your security is cumbersome, people will avoid using it, no matter

how strong it is. Such avoidance itself may be well-intended, aimed at

meeting a deadline or getting expediting work, but the results leave
your information assets vulnerable to intruders for whose actions your
company is likely to be held accountable.

5. Conclusions
All three approaches to encryption, VPN, SSL and End-to-End

improve the security of sensitive eBusiness communications.
However, there are significant differences between the approaches in
regards to the quality and scope of security provided. Critical differ-
ences also exist in the ability to perform efficiently in highly scaled
data processing environments. 

Early implementations to improve systems security have utilized
VPN or SSL. However, these approaches fail to adequately protect
against internal intruders, which account for 80% of security breaches.
Because they increase traffic on (network or TCP/IP) technologies that
bog down with congestion, VPN and SSL implementations are also sub-
ject to delays. As the limitations and deficiencies of these approaches
are demonstrated, products in these categories are becoming a source
of increasing concern when valuable information assets are involved.

For an integrated security solution, using more advanced technology,
End-to-End Encryption is recognized as a superior strategy for eBusiness
communications, for both security and performance reasons. 

Scott Uroff has more than 21 years experience in the areas of Tandem sys-
tem management, security and performance tuning, as well as design and
programming in Tandem, LAN and PC environments. Uroff is product
manager for the XYGATE suite of Tandem platform security modules and
cross-platform encryption mechanisms.

¡

GreenIdea Update

GreenIdea, Inc., which offers Security Awareness software
at a special discount to ISSA members, recently added
new animation to its screen savers.
Called “Visible Statement,” the software uses animated
graphics on it screen savers to remind users to practice
good computing habits. The new additions highlight nine
different security issues. In addition to the new animation
offered by the company, customers now have the option
of ordering custom animation to complement the original
package, and users can automatically update and refresh
the content.
New customers include The U.S.Census Bureau,Unocal, 3M,
PG&E, and Kaiser Permanente. ISSA members can receive a
free, full working evaluation copy of the Visible Statement
program from GreenIdea by contacting Russ Mumford (415)
863-2157 or e-mail mumford@greenidea.com. More infor-
mation is available on the company’s web site http://www.
greenidea.com or through the ISSA web site at http://www.
issa.org/greenidea.htm.
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Deb Peinert
Director of Education

For new ISSA Director of Education Deb Peinert, it was a case of
being at the right place at the right time. If Farmers Insurance in Los
Angeles had not had a computer security job open, she might never
have found the career. By the same token, if she had never gone to work
for Charles Schwab in San Francisco and met former ISSA President Pat
Gilmore, she would never have run for a board position.

Peinert, a native of Cleveland, Ohio, graduated about 13 years ago
from Bowling Green State University in Ohio with a degree in educa-
tion, specializing in computer science with a minor in mathematics. All
her life her parents had talked about moving to California. So, armed
with her new degree she headed for San Diego and began looking for
teaching jobs. She found none.

Peinert switched gears and began interviewing for computer science
jobs. While talking to someone from Farmers Insurance in Los Angeles,
she was told there were two job openings. One was data security. 

“It sounded interesting,” she said. “It was technical, but still working
with people – helping people.”

She found it fit her personality well. She likes a challenge and finds
it “fun to learn new things.” 

“I don’t like to sit around and do the same thing over and over
again,” she said.

Over the years she has watched her field and her job change, from
everything on a mainframe and typewriters in the office, to a terminal
on every desk. When she left Farmers Insurance in 1990, there were two
PCs in a 10 person department.

From Farmers, she went to Glendale Federal Bank, where she stayed
for two years before landing at Paramount Pictures as manager of infor-
mation security for a two person department. In the five years she spent
there she wrote policy, conducted security reviews, and worked on pro-
tection for e-mail, the network, the firewall, and Unix – all things that
were never a part of her first InfoSec job. 

“It was fun and I got to learn new things,” she said. 
In October, 1997, she came to Schwab in San Francisco as a senior

manager. She has been promoted to managing director of enterprise
security access and control, and has watched her department grow from
10 or eleven people to the current 22.

It wasn’t until she was in a managerial position that she began
attending ISSA chapter meetings regularly. After the moving to Schwab
she admits that she didn’t get there as often as she would have liked, just
because of a heavy work load. 

In the intervening years her whole family has moved to California.
First Peinert and her brother, then her parents and grandparents. With

Peinert in San Francisco and everyone else in San Diego, she only gets
to see them on holidays and for special events. Last year she and her
brother joined her parents for a week in London to celebrate their 40th
wedding anniversary. She also took a U.K. solar eclipse cruise that started
in Dover and went to France, Dublin, two places in Norway, Scotland
and Amsterdam. She also took advantage of the opportunity to spend
some time in Paris and Canterbury. 

An avid skier, she regularly downhill skis with friends in Colorado,
especially in Vail and Steamboat Springs, her favorites. This year she
joined a skiing club out of Lake Tahoe, eventually becoming part of the
downhill racing team. For three months, every other weekend, she was
on the slopes, competing in races.

“I enjoyed it very much,” she said. “I like speed.” 
In the nicer weather she can be found bicycling and or on in-line

skates. 
Peinert also enjoys the travel she does, both for business and pleasure.

Wherever she goes, she tries to explore historical points of interest.
Even while in the U.K., she had a sort of busman’s holiday – checking
out the area near London where the famous World War II cryptography
was centered and the Enigma code cracked. 

As ISSA Director of Education, Peinert has several goals. Topping
the list is working toward continual improvement of conference offer-
ings, as well as a speakers data base, which would be open to chapters.
She wants to work with chapters to offer them as much help as possible
in planning and improving programs. In addition, she wants to explore
current training needs and interests. ¡

BO A R D PR O F I L EBO A R D PR O F I L E

“It sounded interesting . . .
It was technical, but still
working with people –
helping people.”

ISSA Membership Update Form

Name ____________________________________________

Member # ______ Chapter ________________________

Address __________________________________________

City, State, ZIP ______________________________________

Country __________________________________________

Email ____________________________________________

Phone ____________________________________________

FAX ____________________________________________

Please send to: 

ISSA Headquarters
7044 South 13 St. FAX to (414) 768-8001 or
Oak Creek WI 53154 www.issa.org/members

and follow the Member Update link

A note from Jeff Stelmach
(Author of Information Security and Electronic Banking Systems, elsewhere in this issue)
If you've never been able to convince management about
the need for adequate information security, Ira Winkler's
book, Corporate Espionage (Prima Publishing, Rocklin, CA,
1997) would make a great addition to someone's summer
reading list.
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Computer Security Institute

June 12-14, 2000
NetSec 2000 – Technical Dimensions in
Network Security

Location: San Francisco, CA

October 31-November 1, 2000
Introduction to Computer and Network
Security

Location: Gaithersburg, MD

November 11-12, 2000
Introduction to Computer and Network
Security

Location: Chicago, IL

September 20-21, 2000
How to Become an Effective Information
Security Professional

Location: San Antonio, TX

September 18-19,2000
A Practical Guide to Encryption and
Certificate Authorities

Location: San Antonio, TX

November 2-3, 2000
A Practical Guide to Encryption and
Certificate Authorities

Location: Gaithersburg, MD

June 15-16, 2000
How to Develop Information Security Polices
and Procedures

Location: San Francisco, CA

August 1-2, 2000
How to Develop Information Security
Policies and Procedures

Location: Gaithersburg, MD

November 11-12, 2000
Facilitated Risk Analysis for Business and
Security

Location: Chicago, IL

August 17-18, 2000
Securing E-Business: A Technical Guide to
Implementing PKI

Location: Ottawa, Canada

November 11-12, 2000
Securing E-Business: A Technical Guide to
Implementing PKI

Location: Chicago, IL

June 10-11, 2000
Windows NT Security: Assess, Penetrate and
Secure

Location: San Francisco, CA

November 11-12, 2000
Windows NT Security: Assess, Penetrate
and Secure

Location: Chicago, IL

June 15-16, 2000
Secure Migration to Windows 2000

Location: San Francisco, CA

September 20-21,2000
Secure Migration to Windows 2000

Location: San Antonio, TX

November 16-17, 2000
Secure Migration to Windows 2000

Location: Chicago, IL

June 15-16, 2000
Intrusion Techniques and Countermeasures

Location: San Francisco, CA

October 2-3, 2000
Intrusion Techniques and Countermeasures

Location: San Francisco, CA

November 16-17, 2000
Intrusion Techniques and Countermeasures

Location: Chicago, IL

June 15-16, 2000
Advanced Network Security

Location: San Francisco, CA

June 10-11, 2000
How to Conduct a Network Vulnerability
Assessment

Location: San Francisco, CA

August 15-16, 2000
How to Conduct a Network Vulnerability
Assessment

Location: Ottawa, Canada

September 18-19, 2000
How to Conduct a Network Vulnerability
Assessment

Location: San Antonio, TX

November 16-17, 2000
How to Conduct a Network Vulnerability
Assessment

Location: Chicago, IL

June 15-16, 2000
How to Develop a Winning Security
Architecture

Location: San Francisco, CA

September 20-21, 2000
How to Develop a Winning Security
Architecture

Location: San Antonio, TX

November 16-17, 2000
How to Develop a Winning Security
Architecture

Location: Chicago, IL 

October 4-5, 2000
Firewalls and Internet Security

Location: San Francisco, CA

November 16-17, 2000
Firewalls and Internet Security

Location: Chicago, IL

September 18-19, 2000
Forensic Investigation: Tools and Techniques

Location: San Antonio, TX

June 15-16, 2000
Comprehensive Intrusion Management

Location: San Francisco, CA

August 3-4, 2000
Comprehensive Intrusion Management

Location: Gaithersburg, MD

November 11-12, 2000
Comprehensive Intrusion Management

Location: Chicago, IL

June 10-11, 2000
Essential Skills for the Computer Incident
Response Team

Location: San Francisco, CA

November 16-17, 2000
Essential Skills for the Computer Incident
Response Team

Location: Chicago, IL

Information: www.gocsicom; csi@mfi.com;
(415) 905-2626; Fax (415) 905-2218

Vanguard
May 14-19
14th Annual Vanguard Security Expo 2000

Location: Atlanta, GA
Information: (888) 547-EXPO; Fax
(714) 939-0273; www.vipexpo.com; 
180 S. Anita Dr., Orange, CA 92868

New York Metro Chapter
May 23 - 24, 2000
Computer Security for the 21st Century

Location: New York, NY
Information: George Dolicker,
gjpd@lucent.com or (914) 232-2373

IN D U S T RY CA L E N D A RIN D U S T RY CA L E N D A R
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Minnesota Chapter

Just 10 years old, the Minnesota Chapter is going strong and growing. 
There were about 30 members when it started in the fall of 1990.

Prior to that a group of InfoSec professionals had been meeting more
informally. Now there are more than 100 members, with a mailing list
closer to 200, and between 60 to 80 people who regularly attend meetings.

President Jayne Logan has served on the board since 1997. Recently
the chapter decided to restructure its five member governing board,
eliminating the corresponding secretary position and adding three
directors, all of whom will be appointed to one year terms to handle
programs communications and membership. Eliminating the corre-
sponding secretary’s job is an indication of how things have changed
both in Minnesota and around the country. The job’s primary
responsibility was mailing or faxing meeting notices. Two years ago
the chapter began communicating with members almost exclusively
through e-mail and its web site. Logan noticed an almost immediate
jump in meeting attendance. 

“It’s been a godsend to be able to communicate with our members
that way,” Logan said. “Now with e-mail, members can forward the
notices on to other people in their companies who might be interested.
We noticed participation (in meetings) was much higher after we started.”

The chapter meets every other month, and tries to post topics on its
web site at least a month ahead. With this came the realization that the

chapter needed a more coordinated approach to long range meeting
planning – hence the new program director position. Speakers come
from a variety of sources, including vendors, who are asked to make
their presentations non-product specific, but then are given an oppor-
tunity to talk about their particular goods at the end of the meeting.

Two special interest groups meet regularly: the Health Insurance
Portability and Accounting Act group, which deals with issues of priva-
cy raised in implementing this legislation; and the Security Awareness
group. Both post meeting notices and minutes on the web site and use
the chapter’s mailing list to help attract new members. The people who
run the special interest groups are invited to participate in board meetings.

Every two years the Minnesota Chapter hosts a local conference.
The next one is scheduled for May 2001. It attracts about 200 people,
and includes timely topics and good speakers, as well as a vendor show.
The chapter tries to keep costs down so as to make it accessible to inde-
pendent contractors and those who work for small companies, as well as
people who are employed by larger organizations.

“Our aim is to break even,” Logan said. “We are not out to make
money, so we keep the cost reasonable.”

In the last two years the chapter also has worked with two local com-
panies to sponsor CISSP training and testing. The locations of the eight
training classes are divided between the two companies, and CISSP cer-
tified chapter members volunteer to proctor the test. The classes have
attracted about 30 people each time.

Logan is excited about all activities in the chapter and is looking for
ways to encourage more InfoSec professionals to get involved – the
more the better.

CH A P T E R SCH A P T E R S

To the editor:

I read the article by Robert Johnston in the January/February edi-
tion of PASSWORD with great interest. I have a few observations and
comments to make.

First some history. The international Information Technology
Security community has been working on these types of documents and
guidelines for more than ten years. This work has culminated in a multi-
part ISO document 13335, “Guidelines for the Management of IT
Security (GMITS).” One of the important lessons the group learned
early on in developing this series of documents, was that in order to
make the document truly internationally useful, one had to avoid
aspects related to culture and the legal regime of any particular nation.
The document had to be neutral in this regard. This had the effect of
limiting the level of detail and the depth of guidance that could be pro-
vided. Many times the development group attempted to add greater
detail, and on each occasion had to pull back, due to problems in this
area. This is largely why so much material at this level is so general in
nature.

Many Nations have developed their own national level guidance
documentation, including Australia, Canada, France, Germany, the UK,
and the US, to name a few. Many of these documents are based on
other originals, which have been suitably adjusted to reflect national
cultural and legal environments and impacts.

The impact and influence of national cultural and legal aspects can
be obvious and overt, but they are also very subtle and pervasive. They
need to be given considerable importance if the resulting document is
to be both useful and helpful to their intended audience. It is a fallacy
to think that one can simply take guidance documentation of this

nature from one culture and legal jurisdiction, and use it in another
without change. Conflicts and problems are inevitable.

This situation is not particularly helpful to the large multinational
corporations, who in many cases are seeking a single basis for guidance
documentation. Perhaps the best approach is to use the international
guidance documentation GMITS as the basis, and then in each nation-
al area layer on the national level guidance documentation appropriate
to the nation of concern. In this manner policies and guidance will be
obtained that is both consistent and sensitive to the culture and juris-
diction addressed.

With regard to BS 7799 specifically, with which I am very familiar,
this is the second time it has been entered to ISO as a candidate for
standardization. On the first occasion it failed largely because of cul-
tural and jurisdiction issues. The latest version has had much of the
most obvious cultural and legal references removed, leaving the more
subtle influences. Therefore the fundamental problem is not addressed
only concealed. BS 7799 is an excellent document containing much
useful material. However, in my opinion, this current version is less use-
ful to the British because of this material was removed. Whether or not
BS 7799 will become an international standard is hard to guess. In my
opinion it should not. That is not to suggest that other countries should
not adopt it as a national standard, with or without changes. Again in
my opinion it would make an excellent starting point for developing or
enhancing national level guidance documentation for IT Security man-
agement.

Sincerely,
John Hopkinson

Continued on page 12.
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Information Security and

Electronic Banking Systems

Poorly configured or incorrectly used electronic banking (EB) or
enterprise resource planning (ERP) systems can result in catastrophic
losses to a company. Configured and used properly, EB and ERP can add
significant value. Problems often stem from a lack of information in the
marketplace about fraudulent activity on these systems, making our jobs as
information security professionals more difficult. Investigators and law
enforcement may direct companies to withhold information about fraud-
ulent electronic funds transfers (EFT), but that also means that expertise
regarding payment security remains cloistered within the walls of finance
oriented businesses.  In business environments where decentralizing—or
even outsourcing—payment initiation is occurring, this is a signal for
information security professionals to learn more about payment activity.
Security professionals need to understand some of the ramifications when
payment instructions are not secure and systems are not operational.

Browser-based banking is the hot topic of bank service delivery dis-
cussions these days, and legacy EFT systems, once the backbone of bank-
ing activity, are coming to the end of their life expectancy.    Browser
based products promise to allow payment activity to be further  decen-
tralized , but will require more security professionals to be involved in
providing the environment necessary to protect financial assets.   We
also need to keep our finger on the pulse of current discussions in the
business world about  open security standards for network architecture.

The Truth is Out There
A number of years ago, Jim Mooney, then the manager of Chevron

Corporation's Bank Relations and Cash Management Division in the
Treasury Department, told me about a speech he heard at a treasury
management symposium, given by a high-ranking treasury manager
from a large corporation.  Opening his comments with the news that his
company had been the victim of a wire transfer fraud, he said it would
be taking a $10 million loss. It turned out to be not true and a way to
capture his audience’s attention. According to Jim, who is now the
President of Chevron Federal Credit Union, it worked well: "There was
a remarkable silence in the room as [the speaker] described the sup-
posed incident—no doubt, everyone was thinking about whether they
could find themselves in a similar spot someday.  I suspect in the days
that followed the conference, most of the attendees returned to their
organizations and gave some renewed thoughts to payment security."
But in the days that followed, there were no actual examples of highly
publicized fraud cases to keep those concerns heightened.Of course,
there have been high profile cases of wire transfer fraud in the past.  In
1994 a major New York financial center bank announced that it had par-
ticipated with the FBI in a sting operation to catch someone who had
been pilfering its wire transfer system designed for use by other finan-
cial institutions.  While the bank was criticized for not having adequate
controls to prevent this incident, it took aggressive actions to help catch
the thief and recover most of the stolen funds.  Afterwards the bank made
significant changes to its access controls, which no longer allow static pass-
words to be used when logging into its real time wire payment systems.

As security professionals, we are well versed in the need for tradi-
tional methods of providing physical and logical security of confidential
data.  Whether data is stored on a mainframe, server or PC, access con-
trol remains a crucial element.  The Y2K exercise made us all more con-
scious of the need to have effective contingency recovery plans for crit-
ical systems that could suffer catastrophic failure.  And the recent D-o-S
attacks highlighted the need to authenticate those who are accessing
our networks, systems and applications.

A Little History
Among the cornerstones of a financial transactionis authenticating

those involved in the transaction and confidence in the value of the
payment.  Looking back at the evolution of payments, the use of cash
required an assurance that the person receiving payment was the right-
ful beneficiary of funds and the belief that currency had value.  Soon
drafts and checks came along to create a new environment.  In order
to establish and maintain strong confidence in checks, we adopted
strict rules to govern the way checks would be formatted and written,
as well as rules defining who would be responsible for counterfeit,
altered and stolen checks.  Not surprisingly, banks have had a strong
hand in revisions to the Uniform Commercial Code (UCC), minimiz-
ing their exposure to check fraud losses .  Even with changes to UCC,
according to the National Check Fraud Center's web site
(http://www.ckfraud.org/), annual losses are estimated at $10 billion
and growing.  

After checks, electronic transfers emerged as an acceptable method
for conveying funds from one party to another.  Initially, manual
instructions would be delivered to a financial institution providing
instructions to debit an account and credit the account of a third party.
At that time, the banks relied on signatures much like they did on
checks.  This caught on.  Eventually, customers wanted, and banks
offered, the ability to access EB systems directly in order to initiate trans-
fers.  The result was that use of such systems grew rapidly, but once
again we had to establish confidence, as well as new rules.  A new sec-
tion to UCC, UCC-4A, dealing with exposures arising out of these types
of transactions, was written and ratified.

Historically, institutions have authenticated electronic transaction
users  through user IDs and static passwords.  But as that major bank
learned earlier, static passwords pose a significant risk when used for
payment security.  New technologies, employing either tokens that pro-
duce dynamic passwords (either in combination with a static PIN or
with a challenge/response mechanism) or smart cards (with chips
embedded in a card to be inserted into a special reader), should allevi-
ate some of the concerns information security professionals have about
user authentication.    If the user doesn’t have the token,  the card or
PIN, there is less risk of loss from a financial payment application.  We
are seeing the emergence of digital certificates to provide user authen-
tication for some of the browser-based banking applications.

Continued on page 10.
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Information Security . . . Continued from page 9.
Regardless of whether you employ any of these new technologies, you

need a policy outlining safe computing behaviors.  Use written policies
and guidelines to enforce effective internal controls over the disbursement
of corporate funds.  They should cover every aspect of an EB system: con-
figuration, operator profiles, minimum standards for approvals, segrega-
tion of duties, password standards, periodic audit and maintenance (i.e.,
deleting old users).  Without appropriate guidelines, payment processes
can be compromised and the safeguards inherent to a system could fail.  

In the past, information technologists have breached a basic securi-
ty protocol by asking users for passwords in order to gain access to sys-
tems to debug problems.  In EB systems, that philosophy is unaccept-
able.  Users should be instructed never to reveal their passwords to any-
one: no bank representative, no fellow employee, no company manag-
er from the CEO down.  

Other means of control can be used when these new user authenti-
cation technologies are not available.  Electronic payments are basical-
ly structured in two parts: the debit party and the credit party.  No mat-
ter what  proprietary application is used, payment instructions can be
established in advance and securely stored for future use.  These previ-
ously established payment instructions (referred to as pre-defines, line
codes, templates, pre-formats, or setups) can reduce exposure by pre-
venting input errors for repetitive payments or, worse, unauthorized
changes made to payment instructions.  If payments are initiated in ERP
systems, access to databases containing bank account information
should be tightly restricted.  Ensure that system configurations do not
actually weaken the intended access controls.  Perform audits of
changes to tables containing bank account information regularly.

Here are some issues information security professionals can use to
drive home the importance of information protection when dealing
with payment initiation.

Data Integrity
It can be difficult to recover funds transferred into the wrong bank

account.  Timeliness  is imperative.  Different rules for recovery apply,
depending on the type of mechanism used to transfer the funds (i.e.,
Fedwire versus ACH).  If the bank has already processed a file or payment,
it may take much more than a telephone call to have the mistake repaired.

A Fedwire (through the Federal Reserve system) is considered settled
when the funds reach the beneficiary account provided in the payment
instructions.  Fedwire recalls must be requested through formal banking
channels, but under UCC regulations the bank of deposit cannot release
those funds without the express consent of the account holder.  If the
account holder is not available to authorize the release of funds—or worse
yet, refuses to allow the release of the funds—this process can be protracted.

An ACH, on the other hand, is not considered settled immediately.
In the event of an error, the reversal of a corporate ACH can be issued
anywhere from as little as 24 hours up to the maximum of midnight of
the fifth business day following the transaction's value date.  Most of us
receive our pay through direct deposit, which operates under NACHA
(National Automated Clearing House Association) rules.  NACHA rules
allow an ACH to be recalled by following specific guidelines.  This means
that your employer has the right to reverse a payment made to you in
error.  Reversals are not guaranteed because whether the payment was
initiated as a Fedwire or ACH, the risk is that if the funds have been
removed from the credit account—or forwarded to another account—
recovery is improbable.  In one case, cited by an ACH payment special-
ist, the reversal of a duplicate tax payment to a state revenue agency was
denied and the payment would be applied against future tax liabilities.

Availability of Service
The importance of contingency recovery becomes critical when it

comes to making certain types of payments, especially when they must
be made on time. Significant losses can occur if payments fail to reach
another party, such as non-performance of contractual obligations or
fees and penalties assessed for late payments. The IRS has been capable
of receiving electronic payment of various taxes for some time. Many
state revenue authorities now require that periodic tax payments be
made electronically.  However, any failure to deliver appropriate pay-
ments on time can result in sizeable penalties. A 10 percent penalty
could easily wipe out the savings realized by not buying backup systems
or utilities.

Authentication of Users
Financial institutions rely on the authenticity of users initiating

electronic payments.  Provisions of UCC-4A and certain bank agree-
ment language may specifically require that a customer indemnify that
bank against losses resulting from the bank's (non-negligent) action
when acting on the reliance of a person identified as authorized to
transmit payment instructions.  If an EB system has been installed at
your company, the EB system becomes the authority on which the
bank acts.  If the bank receives instructions initiated on that system, it
will act on those instructions, but suffer no losses for errors or fraud if
the customer has allowed unauthorized use or poorly monitored
access to the system.

Preparing for the Future
It will not be long before the major banks no longer offer tradition-

al mainframe or PC-based EB systems.  The costs for maintaining the
PC-based systems are enormous: site visits to install and upgrade soft-
ware and support for customers on various versions of the single prod-
uct are but a few.  A switch to browser-based applications can ameliorate
these costs.  In addition, we all have browsers on our desktops and we
are all connected to the Internet, Extranets or VPNs in one form or
another.

Without doubt, the banks will provide appropriate security and
access to browser-based products which will offer a safe means to dis-
burse corporate funds.  While the banks may recommend the use of var-
ious tools to mitigate losses, they most likely will not mandate their use.
Individual companies will need to ensure that the end-to-end processes
of EB or ERP systems are fully secured when implemented.  And just
maybe it will be time for UCC-4B to be written that will establish new
rules dealing with Internet-era technology.

Information security professionals will need to work closely with
treasury or finance staffs to ensure that the applications selected pro-
vide adequate controls and security.  The one thing to avoid is having a
high-ranking treasury manager from your company getting up to speak
at a conference and announce that your company will be taking a loss
of $10 million due to fraudulent use of an electronic banking product.

Jeff Stelmach is a Bank Security Analyst for Chevron Corporation, a post he
has held since 1993. He has worked for Chevron for 15 years. He is respon-
sible for ensuring that proper controls exist for paper and electronic distribu-
tion of Chevron funds.  He is responsible for managing the installation and
administration of PC-based banking systems globally.  Mr. Stelmach coordi-
nates security and controls over batch file delivery processes in North America
and West Africa.  He has cooperated with law enforcement officials investi-
gating counterfeit check schemes.
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Bob Johnston's response:

International barriers (cultural and legal issues specifically) are a
primary impediment to worldwide commerce. We will continue to
struggle with these issues while moving towards a world economy. It
is these barriers that frequently prevent growing businesses from
effectively competing in the world's markets. A common foundation
for all aspects of enterprise operations provides the basis and vehi-
cle for smoothly intigrating an organization in multiple worldwide
geographical locations.

Establishing an international standard for information security will
provide that foundation. Having personal experience implementing BS
7799 in foreign cultures and personal knowledge of other successes
based upon BS 7799 around the globe I have confidence that it pro-
vides the foundation for an ISO standard for information security.

Those who have had the good fortune (or is it misfortune?) to exe-
cute information security responsibilities beyond their own national
borders are fully cognizant of the multitude of problems introduced as
a result of culture, laws and practices. None-the-less, such challenges
are being overcome on a daily basis. The very computer that you use is
a splendid example in that while its keyboard and electrical connection,
along with software (which may be simply the use of another language),
are frequently unique, the remainder of the product is standardized.
Thus, the manufacturers are meeting these challenges quite readily.

Why then is it such a challenge to adopt a base level set of standards
for information technology management? Primarily it is because no one
agrees as to the level of detail that belongs in the foundation.
Obviously, structural and electrical engineers have gotten over this

hurdle, or else structures and computers would still be on the drawing
boards. Information technology must meet the challenge that has
already been mastered by so many others within other disciplines.

BS 7799 may be less useful in the United Kingdom as a result of its
revisions to make it more acceptable beyond the U.K.'s borders, but it
is far more adaptable to the international community. Let us not
attack and destroy a well-designed tool for the elements that might
not fit within a particular arena. Rather, let us recognize a quality-
developed foundation and build upon it as necessary. Once a primary
foundation for information security is adopted as an ISO standard,
the process for development, implementation and evaluation of infor-
mation technology relative to the level of control and security will be
manifestly enhanced.
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