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Figure 1 — HexCMP2 result showing one change between the two images

Now, let’s discover what has changed. For this purpose we use
TSK mmls to see the partition starting sector and TSK fsstat
to see the cluster size. For instance, the last difference is in the
decimal offset: 40203262

mmls penl.dd
This determines the partition starting sector: 32

fsstat -f ntfs -o 32 penl.dd
The cluster size: 512
The operation 40203262 / 512 = 78521 represents the offset
expressed in sectors.
The following tools are part of TSK:
Using IFIND we can retrieve the i-node pointing to the clus-
ter number found by HexCmp2:

ifind -f ntfs -o 32 -d 78521 pen2.dd
i-node: 2-128-1
Using FFIND we can find the file corresponding to the i-node
2-128-1:

ffind -f ntfs -o 32 pen2.dd 2-128-1

file: //$LogFile
Using ISTAT we can see the $LogFile metadata:
istat -f ntfs -o 32 penl.dd 2-128-1 | less

<..>

$FILE_NAME Attribute Values:

Flags: Hidden, System

Name: $LogFile

Parent MFT Entry: 5 Sequence: 5
Allocated Size: 2097152

Actual Size: 2097152

Created: Tue Mar 18 15:05:19 2009

File Modified: Tue Mar 18 15:05:19 2009
MFT Modified: Tue Mar 18 15:05:19 2009
Accessed: Tue Mar 18 15:05:19 2009

istat -f ntfs -o 32 pen2.dd 2-128-1 | less

the same results, though the last change
is located at the decimal offset 40174590.
Doing 40174590 / 512 = 78465, we notice that there are less
alterations, because 78465 < 78521, because the SAFE DIS-
CONNECTION procedure writes more data than the brutal
disconnection.

The date and time of the $LogFile, into the two image files,
are equal, so this is my question:

Why does the $LogFile change but not its metadata?

In this way, someone could acquire a device by Windows
without using a write blocker and he could calculate the hash,
altering the seized device. In a different time, another con-
sultant will acquire the seized device, using a write blocker
and the hash code will be equal to the first hash code, but we
know that the original one has been altered in the $Logfile,
but we have not the date nor the time evidence of the altera-
tion.

Conclusion

We don’t know why the date and time of the $LogFile do not
change, even if the $LogFile changes — maybe because the
NTES is not an open source project and many specifications
are still hidden.

This is only an academic, though very interesting, question,
because pratically the alterations do not involve the files and
their metadata hosted on the device (we are simply attaching
and detaching without browsing the device) but involve only
the $LogFile. But from a scientific point of view, we can say
that the copy is not equal to the original.
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Prerequisites Similar Projects
Windows XP or later OfficeMalScanner!
.NET 3.5

alware in its various forms has been blessing com-

l \ / I puting platforms with its malevolent presence for

many years now. Virus history includes 1986’

Brain, which infected the boot sector of floppy disks; 1995

brought us the macro virus; email distribution of Melissa

came our way in 1999; and Love Letter caused major may-

hem in 2000. Famous worms including Morris, Code Red,

Nimda, Blaster, and others have cost industry and consumers
billions of dollars.?

Fairly recent history includes targeted Microsoft Office-spe-
cific attacks. Although Office documents have suffered abuse
since 1999 (think Melissa and Visual Basic macros), it wasn’t
until late 2005 that we saw attackers stepping up to exploit
parsing flaws in the Office software itself. As attackers and
researchers continued to “move up the stack” when looking
for security vulnerabilities, they focused on applications that
parse binary file formats, facilitated by advanced fuzzers that
allow easier bug hunting in such applications.’ If you review
Microsoft bulletins released from 2003 to 2005, you won’t
find any specific to Microsoft Office 2003 SP2 and lower; then
in 2006 there were 12 bulletins, followed by 13 in 2007, and
o on.

Our focus rests squarely on targeted Office attacks and the
associated malicious methodology as we discuss OffVis 1.0
Beta,* a tool created by Microsoft Security Response Center
(MSRC’) Engineering. As part of the Microsoft Active Protec-
tions Program (MAPP®), the MSRC Engineering team spends
a great deal of time looking for ways to detect exploitation of
given vulnerabilities, in particular those that are Office-relat-
ed. These efforts led to the creation of Off Vis, starting in No-

1 http://www.reconstructer.org/code/OfficeMalScanner.zip.

2 http://www.mcafee.com/us/local_content/white_papers/partners/ds_wp_telconote.
pdf.

R. Hensing, http://cansecwest.com/csw08/csw08-hensing.pptx, pg. 4.
http://blogs.technet.com/srd/archive/2009/07/31/announcing-offvis.aspx.
http://blogs.technet.com/msrc/default.aspx.

N U = W

http://www.microsoft.com/security/msrc/collaboration/mapp.aspx.
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OffVis 1.0 Beta:
Office visualization tool

By Russ McRee -1ssa member, Puget Sound (Seattle), USA Chapter
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vember 2008. First released in beta to MAPP participants, it
has matured into a Ul-based tool that analyzes a very specific
set of vulnerabilities in order to better help defenders. MSRC
Engineering’s work allows them to build detection logic, and
then reuse it as part of ongoing analysis efforts.

OffVis is not intended as a supported, enterprise tool, but is
available as a no-charge download and is simple to use. Truly
understanding the nuances of OffVis output may be a bit
challenging for those who don’t spend a great deal of time
parsing Office documents (me included), but I'll make every
effort to share with you what I've learned while researching
OffVis for this month’s column. At its simplest Off Vis will
tell you that a file is either Definitely Malicious or Possibly Ma-
licious, and that should be sufficient to serve you in defense
against the dark arts. If your CEO asks you to take a look at
an Office document that she received from a stranger with a
*.cn or *.ru email domain, this is the tool to use.

Understanding the Office file format

First, I must clarify an important distinction. OffVis only
concerns itself with the binary Office (Office 2003 and lower)
file format rather than the OpenXML format. Office docu-
ments based on the binary format are considered by many to
be convoluted. These files are based on the Compound Docu-
ment Format (OLE2 Structured Storage (OLESS)), a format
that is basically a block-based file system with specific files
and directories for each type and version of Office document.
The actual “file” entries within these documents are also pro-
prietary and change based on the version and features of the
Office software used to create them. Consider it a file system
within a file complete with a FAT table, sectors, and streams.
In order to detect a file format exploit, most parsing software
needs to understand OLESS, locate the correct entry contain-
ing the document contents, and parse through that content to
locate the specific content that triggers the exploit. This pro-
cess can be CPU intensive and requires the parsing software
to have a deep understanding of the version-specific Office
document data inside of the OLESS container. OffVis parses
each unique format specifically for certain binary format de-
tection logic specific to eight different vulnerabilities. SRD
chose these CVEs based on their prevalence in the wild (see
Figure 1).
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|cVE [Product  [Bulletin

|CVE-2006-0009 [PowerPoint [MS06-012 (March 2006)
|CVE-2006-0022 [PowerPoint [MS06-028 (June 2006)
[cvE-2006-2492 [word [MS06-027 (June 2006)
|cVE-2006-3434 [word [MS06-062 (October 2006)
|CVE-2007-0671 [Excel [MS07-015 (February 2007)
|cvE-2008-0081 [Excel [MS08-014 (March 2008)

|CVE-2009-0238 [Excel [MS09-009 (April 2009)
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released in accordance with KB 947563. We’ll look at a spe-
cific sample exploiting CVE-2008-0081 in Using OffVis.

Stepping through the exploit more specifically might appear
as seen in Figure 2.

Malicious The EXE creates The malware \ \ The binaries are
XLS d a‘"tmp'filein createsaDLLin \ \ injected into

an EXrI(E) E[)z users temp system32 and SYSTEM

. o folder and creates a service / / processes like

JTEMPY% executes it. (HKLM keys) winlogon.exe

|CVE-2009-0556 [PowerPoint [MS09-017 (May 2009)
Figure 1 — CVEs detected

As are most block-based file systems, the OLESS format be-
comes easily fragmented. When Office software writes data,
it seeks out any available free blocks before allocating new
ones. The OLESS format utilizes two different block tables:
one for small entries (normally set to be less than 4096 bytes),
and another for larger contiguous segments. Fragmentation
can occur during normal editing of an Office document, yet
it is rare for documents to be heavily fragmented.” Nonethe-
less, Off Vis offers a defragment tool and will warn you when
you should use it to ensure better parsing accuracy.

Excel documents are the most popular to exploit, followed
by PowerPoint, then Word documents. Therefore we’ll focus
specifically on the Excel binary file format as we use OffVis,
and T’ll provide a bit more specific detail. Excel documents
are written to disk in the binary interchange file format
(BIFF) and all data is stored inside the “workbook” stream.
Data inside said stream is organized BOF <data> EOF BOF
<data> EOF BOF <data> EOF, and so on. BIFF records fol-
low the TLV (Type, Length, Value) format, a very convenient,
efficient method of organizing data, especially variable length
strings. Record data has an upper bound of ~ 2000-8000
bytes (BIFF version dependent) as mentioned above, but if
record data is longer, a CONTINUE record is utilized.?

Anatomy of an Excel exploit

A typical targeted attack often includes an email sent to an
intended victim with a malicious Excel document attached.
When the victim opens the Excel document the following se-
quence might occur. First, it exploits a vulnerability to force
Excel to run embedded shellcode. The shellcode then extracts
an XOR’d, well-formed XLS file, and an EXE. The XLS opens
in Excel, and the extracted EXE is executed which installs
a backdoor as a service.” This actual limited targeted attack
resulted in Microsoft releasing KB 947563' on January 15,
2008. The OffVis Excel parser includes detection logic for
CVE-2008-0081," the National Vulnerability Database CVE

7 http://www.breakingpointsystems.com/community/blog/evasion-with-ole2-
fragmentation.

8 B. Dang, http://www.blackhat.com/presentations/bh-jp-08/bh-jp-08-Dang/
BlackHat-Japan-08-Dang-Office-Attacks.pdf, pg. 13.

9 R. Hensing, http://cansecwest.com/csw08/csw08-hensing.pptx, pg. 10.
10 http://support.microsoft.com/kb/947563.
11 http://cve.mitre.org/cgi-bin/cvename.cgi?zname=CVE-2008-0081.

Figure 2 - Exploit walkthrough

Typical exploit structure (Figure 3) ensures that everything
is included in the document; please note that there can be
variations including multiple
shellcode stages, multiple
Trojans, and obfuscation of
both Trojan and the docu-
ment.!?

OLESS header

Some Office records

For a much deeper dive into
exploit structure, as well as
disassembly and debugging
techniques, see Bruce Dang’s
topical Black Hat Japan 2008
presentation.

Using OffVis

Using OffVis is quite simple.
After unpacking, execute
Offvis.exe. Note the Parser
drop down menus; this is the
most important selection
in the UL Select the parser
appropriate to the file type
you’re analyzing.

Shellcode

Some more Office records

Trojan/Malware

Clean document

Summaryinfo/...

WARNING: The

following usability is so
straightforward that brain-
freeze may ensue from lack of needed cycles.

Figure 3 — Exploit structure details

If you’re studying an Excel file, choose Cases.dll : Excel BIF
F8BinaryFormatDetectionLogic(CVE-2008-081, CVE-2007-
0671, CVE-2009-0238).

If you wish to analyze a PowerPoint document, select Cases.
dll : PowerPoint97, etc.

Still there? ;-)

Click File, then Open Data File, select the file you wish to ana-
lyze, then click Parse.

As you can see in Figure 4, OffVis displays OLESS-based bi-
nary files in a hex view of the raw file contents in the left pane
of the window, and the tree of objects built up from parsing
the raw file contents in the right pane.

12 B. Dang, pg. 21.
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Figure 4 - OffVis detecting an exploit targeting CVE-2008-0018

On occasion, as you examine files, you may receive an error
message stating that “This OLESS file has not been de-frag-
mented — this file may fail to parse as expected or parsing will
fail.” If so, click Tools, then Defragment followed by Parse
again.

You can see that OffVis has identified the sample file as
Definitely Malicious, having found a UDDESC record prior
to a BoundSheet record at offset 17735 as pertinent to CVE-
2008-0081 discussed above. I double-clicked the Definitely
Malicious entry and the hex view highlighted DF 00 01 00
EB. A UDDESC record is a description string for chart au-
toformat and is identified in hex as 0xDF. The BoundSheet
record contains sheet information and is identified in hex as
0x85." Simply, if the parser spots 0xDF before 0x85, it consid-
ers the parsed Excel document as malicious. When I clicked
Edit, then Find, and searched for 85 with the hex radio but-
ton selected, the UI hex view reset to address 0000FACO with
a highlighted hex result of 85 00 00 00, after the Bound-
Sheet recorded (DFh) found in address 00004540. Long live
the parser.

You can dive into the complexities and nuances of the file
format to satisfy your inner geek, or you can simply accept
the parser’s results: Definitely Malicious.

To your CEO, who asked you to check out the file for her
(think royal food taster), you can say “Ma’am, I wouldn’t
open that spreadsheet if I were you.”

13 MICROSOFT OFFICE EXCEL 97-2007 BINARY FILE FORMAT SPECIFICATION,
http://download.microsoft.com/download/0/B/E/0BESBDD7-E5E8-422A-ABFD-
4342ED7AD886/Excel97-2007BinaryFileFormat(xls)Specification.pdf.
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In conclusion

Download OffVis and make good use of it — another fine
tool for the defender’s arsenal. The future of the tool is un-
clear; perhaps a command line version is in the making, but
no guarantees. Should you find malicious samples exploit-
ing vulnerabilities that are not detected by OffVis, please let
MSRC Engineering know via their contact' page so that they
can consider adding detection too for additional vulnerabili-
ties. Their hope is to keep the correct balance between giving
defenders more information to help them detect attacks, and
keeping vulnerabilities away from attackers. Keep an eye on
the SRD blog for updates and feel free to provide additional
feedback via the blog as well.

Cheers...until next month.
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ISSA Events

ISSA 25th Anniversary Celebration
ISSA International

Sunday, September 20, 2009

4:30 p.m. U.S. Pacific Time

Anaheim, CA, USA

For event details go to https://www.issa.org/
Association/25year.html. For event registration go to
https://issa.org/Association/reg25.php.

ISSA
EVENT

NAC Deployment on Speed: How (not) to do NAC in
the NOC

Raleigh Chapter of ISSA

October 1, 2009 ISSA
. EVENT

NCSU McKimmon Center

Raleigh, NC, USA

This case study, deployed in the Interop network operations
center, shows how to tackle (and how not to tackle) NAC’s
biggest challenges: redundancy, cross-platform supplicants,
unmanaged endpoints, a heterogeneous environment, and
mission-critical user resources.

Cost: guests are $10; members are free. For event details and
registration go to: http://raleigh.issa.org.

7th Annual ISSA Louisville Metro InfoSec
Conference: Riding the Security Lifecycle
Kentuckiana Chapter of ISSA

October 8, 2009

Churchill Downs

Louisville, Kentucky, USA

ISSA
EVENT

You will enjoy nationally and regionally known keynote
speakers, technical and business/compliance breakout ses-
sions, vendors displaying the latest in new technologies and
services, 6-hour CPE certificates for all-day attendees, free
breakfast and lunch at the renowned facilities of Churchill
Downs, great prize giveaways, and much, much more.

Cost: $99 Discount to ISSA members: Save $20 (Cost = $79).
For event details and registration go to: www.LouisvilleInfo-
Sec.com

Cornerstones of Trust 2009 Conference

“Meeting Security Challenges in Changing Times”
San Francisco Bay Chapter of ISSA

Silicon Valley Chapter of ISSA

October 14th 2009 ISSA
The Crowne Plaza Hotel EVENT
Foster City, CA, USA

If you're in the San Francisco Bay Area or Silicon Valley se-
curity community, Cornerstones of Trust 2009 is the place
to meet top security experts from the business and technol-
ogy communities and learn about real world solutions. Hear
from Mark Weatherford, CISO of the State of California; Pas-
cal Levensohn, founder and managing partner of Levensohn

Venture Partners; and 20 security professionals in a one-day,
4- track event.

Cost: $60 members, $90 associate members, $120 non-mem-
bers if you register on-line; an extra $10 at the door. For event
details and sponsorship opportunities go to: http://corner-
stonesoftrust.com.

2009 Triangle InfoSeCon ISSA
Raleigh Chapter of ISSA EVENT
October 15,2009

North Carolina St. Univ., McKimmon Conference Center
Raleigh, NC, USA

ISSA’s Triangle InfoSeCon fifth annual security event draws
hundreds of IT professionals from North Carolina and sur-
rounding states and features three content tracks: Web Se-
curity & Web Application; Governance Risk Compliance;
Information Security.

Cost: ISSA members - $30, standard registration - $85.

For details and registration go to http://raleigh.issa.org/con-
ference.html. Check us out...reserve your sponsorship slot or
register now! http://raleigh.issa.org/confsponsor.html.

Application Security
St. Louis Chapter of ISSA ISSA
October 20, 2009 EVENT

Pujols 5 Restaurant, Westport Plaza
St. Louis, MO, USA

Whether you like it or not, the Web is becoming more so-
cial. Sites are opening themselves up with APIs that allow for
semi-anonymous developers to place content directly in the
path of their users. Sites are also allowing users to customize
their experience by adding their own content. This presen-
tation focuses on the dangers of increased functionality and
gives you things to think about before increasing the attack-
ing surface of your sites and applications.

Cost: free to ISSA members and guests. For event details and
registration go to: http://stl.issa.org.

The 24th Annual 2009 ISSA SoCal Security
Symposium: Security in a Changing Environment
Orange County Chapter of ISSA

October 29, 2009 S
Hyatt Regency Long Beach EVENT
Long Beach, CA, USA

Please join us for The Information Security event of the year
in Southern California! Don’t miss this fantastic opportunity
to hear from an EXCEPTIONAL group of speakers! You'll
also be treated to a first-class vendor exhibit, continental
breakfast and buffet luncheon, exciting door prizes, and a
happy-hour reception.

Cost: ISSA members, $75; non-members, $95. For details and
registration go to: www.issa-oc.org/symposium.htm.

Expanded listings — www.issa.org/News/Events.htmi




Magnify Your Security
Metro Atlanta Chapter of ISSA
Wednesday, November 11, 2009
Loudermilk Convention Center
Atlanta, GA, USA

The goal of this conference is to give Information Security
professionals the training, exposure and networking oppor-
tunities required to stay on top of current security issues and
fulfill additional professional development needs.

Cost: ISSA members - $65; student ISSA members - $59;
non-members - $100; student non-members - $75. Discount
Code: 2009earlybirdspecialmember.

For registration go to http://www.issa.eventbrite.com. For
details go to http://www.gaissa.org/conference/index.htm.

ISSA CISO Executive Forum

*CISO Forum dates and locations are subject to change.

Anaheim, CA, September 19 - 20, 2009
Theme: Cyber Crime ISSA

EVENT
Las Vegas, NV, November 12 - 13, 2009
Theme: Looking Forward: What CISO’s will need to know
in the next decade

For details on the CISO Forum please visit http://ciso.issa.
org. *CISO executive memberships are subject to approval;
criteria is available at: http://ciso.issa.org/Membership/
Membership-Criteria.html.

Industry Events

SecureWorld Expo

September 16 — 17, 2009
Bay Area SecureWorld
Bay Area, CA, USA

September 29 — 30, 2009
Detroit SecureWorld
Detroit, MI, USA

October 28 — 29,2009
Seattle SecureWorld
Seattle, WA, USA

November 4 - 5,2009
Dallas SecureWorld
Dallas, TX, USA

SecureWorld Expo is a security conference built for and by
key decision makers, like you, from the largest enterprises,
government and educational institutions across the nation.

ISSA members are offered a $100 discount off the $245 con-
ference pass which includes access to the conference sessions,
conference breakfast keynote, exhibits and open sessions (in-
cludes lunch) and 12 CPE credits. Register on-line using code
ISSNWS9.

SecureWorld+ Extended Training 2009 includes 4+ hours of
intense training worth 16 CPE credits and full access to the
complete SecureWorld conference program. SecureWorld+
Pass is only $495 with special ISSA member discount, register
using code ISSNWS9.

For event details and registration go to: http://www.secure-
worldexpo.com.

HackerHalted USA 2009
September 20 - 25, 2009
Hilton Miami Downtown
Miami, FL, USA

With a world class agenda, and an international line up of
well known speakers, Hacker Halted promises to be one of
the significant information security events of the year for
2009 in North America. Hacker Halted Academy, where top
training companies host the most sought after certification
and technical skills training, will also be launched at Hacker
Halted USA 2009.

Cost: $899. Discount code: HH-SP-ISSA. For event details
and registration go to: http://www.hackerhalted.com.

ASIS 2009
September 21-24, 2009
Anaheim, CA

The ASIS International 55th Annual Seminar and Exhibits
is the most comprehensive education and networking event
in the security industry - and the leading show dedicated to
security. This year ASIS International is partnering with ISSA
to offer a track of information security sessions as part of the
ASIS 2009 program.

Discount to ISSA members: receive ASIS member pricing.
To register got to https://www.tradeshowregistrar.com/regs
ystem17/2event=ASIS2009&brand=ISSA&sc=ISSA&pc=IS
SA. FREE Expo Pass registration, http://www.issa.org/News/
www.asis2009.org/freepass. For complete event details go to:
http://www.asisonline.org/ASIS2009.

SC World Congress
October 13-14, 2009
Sheraton New York Hotel
New York, NY

The Congress features a comprehensive, two-day program
presented in four tracks—including the unique Editors
Choice sessions—and the industry’s largest fall product expo
showcasing IT security solutions from the leading vendors
and hot start-ups. Emphasizing quality content, innovative
formats, global perspectives, ROI—and all taking place in
the world’s business capital—this is the one event you can’t
afford to miss.

New this year is an infosecurity industry competition—the
Security Innovators Throwdown—during which leading
young companies will present their goals for their newly de-
veloped technologies and/or services before a judging panel
of experts and conference attendees.

ISSA members receive a $200 discount on conference fees,
applied to the prevailing rate; by using the code ISSA in the
box marked Promotional Code. Cost: $995+

For event details and registration go to: www.scworldcon-
gress.com.

Expanded listings — www.issa.org/News/Events.html




ISSA Membership Application

Return completed form with payment. * Required Entries

The Global Voice of Information Security

* Name * Email

* Employer * Daytime Phone
Certifications Evening Phone

* Address 1 Fax
Address 2

* City * Country

* State/Province * Zip/Postal Code

* Account Verification: What is the last high school you attended?

Note: In order to obtain personal information and account access over the phone, ISSA Member services will ask for Account Verification.
Annual general membership dues of $95 per year include $28 for a one-year subscription to the ISSA Journal.

ISSA Privacy Statement: Membership Fees

The ISSA privacy statement is included in the Organization Manual, and is provided for your review at
Www.issa.org/privacy.htm.

To enable us to better serve your needs, please complete the following information:

Your Industry (Select only ONE number from below and enter here)
A. Advertising/Marketing J. Engineering/Construction/Architecture ~ S. Manufacturing/Chemical *Chapter(s)
B. Aerospace K. Financial/Banking/Accounting T. Medicine/Healthcare/Pharm. (Required within 50 miles of local chapter)
C. Communications L. Government/Military U. Real Estate
D. Computer Services M. Hospitality/Entertainment/Travel V. Retail/Wholesale/Distribution ISSA Member Dues (on reverse)
E. Security N. Information Technologies W. Transportation/Automabiles
F. Consulting 0. Insurance X. Energy/Utility/Gas/Electric/Water
G. Education P. Internet/ISP/Web Y. Other :
H. Computer Tech-hard/software Q. Media/Publishing cl;;?p,teszrg;es x Years of Membership
. Electronics R. Legal

Your Primary Job Title (Select only ONE number from below and enterhere) ____ Additional Chapter Dues

1. Corporate Manager/CI0/CS0/CISO 9. Operations Manager 17. Engineer (it joining multiple chapters - optional)
2. 1S Manager/Director 10. Operations Specialist 18. Auditor
3. Database Manager, DBA 11. LAN/Network Manager 19. President/Owner/Partner Total Due
4. Database Specialist, Data Administrator ~ 12. LAN/Network Specialist 21. Financial Manager
5. Application Manager 13. Security Specialist 22. Administrator

6. Applications Specialist 14. Contingency Planner 23. Educator Full payment must accompany this form.
7. Systems/Tech Support Manager 15. Sales/Marketing Specialist 24. Other )
8. Systems Programmer/Tech Support 16. Independent Consultant Mail check/money order (payable to ISSA) to:

Your Areas of Expertise (Circle all that apply)
A. Security Mgmt Practices E. Security Architecture |. Operations Security ISSA Headquarters

B. Business Continuity/Disaster Recovery F. Applications/Systems Development J. Physical Security 9220 SW Barbur Blvd #119-333
C Network Security G. Law/Investigations/Ethics K. Telecommunications Security
D. Access Control Systems/Methods ~ H. Encryption L. Computer Forensics Portland, OR 97219

I heard about ISSA from (circle one): Conference Poster  ISSA Website  Business Reply Card Phone +1 (206) 388-4584 e Fax +1 (206) 299-3366
An ISSA Member : Other WWW.issa.0rg

*Membership Category
(list on reverse)

Would you like to receive free product information and special promotional offers via mail from the industry’s . . . .
leading vendors? [ Yes [ No Or fax credit card information. Please see other side.

ISSA Code of Ethics
The primary goal of the Information Systems Security Association, Inc. (ISSA) is to promote practices that will ensure the confidentiality, integrity, and availability of organizational
information resources. To achieve this goal, members of the Association must reflect the highest standards of ethical conduct. Therefore, ISSA has established the following Code
of Ethics and requires its observance as a prerequisite for continued membership and affiliation with the Association. As an applicant for membership and as a member of ISSA, |
have in the past and will in the future:

Perform all professional activities and duties in accordance with all applicable laws and the highest ethical principles;

Promote generally accepted information security current best practices and standards;

Maintain appropriate confidentiality of proprietary or otherwise sensitive information encountered in the course of professional activities;

Discharge professional responsibilities with diligence and honesty;

Refrain from any activities which might constitute a conflict of interest or otherwise damage the reputation of employers, the information security profession, or the

Association; and

Not intentionally injure or impugn the professional reputation of practice of colleagues, clients, or employers.

Signature

ISSA Member Application 4/09




ISSA Membership Categories and Annual Dues

General Membership: $95 plus chapter dues

Professionals who have as their primary responsibility information systems
security inthe private or public sector, or professionals who supply information
systems security consulting services to the private or public sector; or IS
Auditors, or IS professionals who have as one of their primary responsibilities
informationsystemssecurity intheprivate or public sector; Educators, attorneys

Student Membership: $30

Student members are full-time students in an accredited institution of higher
learning. This membership class carries the same privileges as that of a
General Member except that Student Members may not vote on Association
matters or hold an office on the ISSA International Board. There is no
restriction against students forming a student chapter.

and law enforcement officers having a vested interest in information security; or
Professionals with primary responsibility for marketing or supplying security
equipment or products. Multi-year memberships for General Members,
are as follows (plus chapter dues each year):

2-Year: $185; 3-Year: $270; 5-Year: $435

CISO Executive Membership: $995

The role of information security executives continues to be defined and
redefined as the integration of business and technology evolves. While these
new positions gain more authority and responsibility, peers must form a
collaborative environment to foster knowledge and influence that will help
shape the profession. ISSA recognizes this need and has created the exclusive
CISO Executive Membership program to give executives an environment
to achieve mutual success. For more information about CISO Executive
Membership and required membership criteria, please visit the CISO website
— http://ciso.issa.org.

Organizational Membership: $115 plus chapter dues

Organizational memberships offer corporations, companies and government
agencies the opportunity to purchase an ISSA membership for an employee.
Unlike General and CISO Executive memberships, which belong to the
employee, Organizational memberships belong to the employer and can be
transferred as reassignments occur. When an employee is assigned to an
Organizational membership, he or she has all of the rights and privileges of a
General Member including the rights to vote and hold office.

Credit Card Information

Choose one:

With the purchase of 20 or more memberships, your organization will receive [J Visa [ MasterCard [J American Express

discounts of up to 20% and complimentary postings on ISSAs Career
Services Genter. You can also synchronize renewal dates for all of your
employees to reduce administrative time and expense. All membership dues
are non-refundable. Discounts and flat fee programs available with 20 or more
memberships. Please contact orgmember@issa.org for group rates.

Card #

Exp. Date

Signature

ISSA chapters & Allllllal DlleS Changes/additions — visit our website — www.issa.org
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Rogueware on an Explosive Trend...

By Sean-Paul Correll

n January 2009 Inside the AV Lab

looked at rogue security software

in 2008, a growing trend in fake
security software. Since that time, we
have experienced an explosion of fake
security software infections emanating
from all corners of the globe: rogueware
threats have become a major threat, sec-
ond only to the most commonly distrib-
uted malware — Trojans.

In QI of 2008, we had a little over 1,000
rogueware samples in our database; by
the end of Q4 2008 we finished with
92,215. In Q1 2009 alone, we received
111,086 rogueware variants. Q2 brought
in a staggering 374,204 new rogueware
threats!

The growth of rogueware samples in
2008 prompted the lab to dedicate a
team specifically to this type of threat.
During our ongoing investigation, we
discovered startling details about the
financial background, as well as the
distribution efforts behind this ever ex-
panding threat landscape. In our most
recent report entitled “The Business of
Rogueware,”! we estimated that cyber-
criminals could be making up to $34
million a month in these schemes.

The rogueware business model relies on
the manufacturers, who are responsible
for creating the fake software, and trust-
worthy affiliates to distribute them.
The affiliates, mostly Eastern Europe-
ans, make money on a per install basis
($0.50-$0.90 per install) as well as a 50-
90 percent profit for completed sales.

In August 2008, a hacker, Neon, was
able to infiltrate a leading rogueware
manufacturer back-end website, reveal-
ing previously hidden financial data as
well as the affiliate distribution system.
In the break-in, NeoN revealed a six-day
sales capture from a top-ranking affili-
ate: from August 23-28, the cybercrimi-
nal affiliate netted $81,388 in profit.

1 http://bit.ly/plabsl

Rogueware Distribution

Blackhat SEO is currently the most
prevalent distribution method and one
of the most dangerous because of user-
implied trust in search results. A For-
rester research study conducted in 2008
showed that 50 percent of Internet us-
ers trust content delivered by search en-
gines.? The biggest blackhat SEO rogue-
ware attack we observed targeted the
Ford Motor Company and involved over
3 million search terms. Anyone search-
ing for Ford news, car parts, or model
numbers was greeted with malicious
search results yielding more rogueware
infectors.’

Social networks

Social networks are increasingly becom-
ing a major target for rogueware dis-
tributors as well. Social network wormes,
such as the Koobface worm, have been
known to target not only Facebook,
but Twitter, MySpace, Hi5, and several
other social networks. After worms, one
of the biggest rogueware distribution ef-
fort in social media was an attack on the
news aggregator, Digg.com. Cybercrim-
inals were able to kill two birds with one
stone by utilizing blackhat SEO and so-
cial engineering all in one shot. The at-
tack consisted of a user-submitted story
of a relevant and timely news subject
and included a malicious comment. For
example, a news submission referencing
the death of the actor Heath Ledger was
followed up with a malicious comment,
which claimed to have a video of the ac-
tor in the shower. Upon viewing the site,
a fake codec installation was prompted
to distribute rogueware infectors onto
the victim’s computer.*

2 http://blogs.forrester.com/groundswell/2008/12/
people-dont-tru.html.

3 http://pandalabs.pandasecurity.com/archive/Targeted-
Blackhat-SEO-Attack-against-Ford-Motor-Co_2E00_.
aspx.

4 http://pandalabs.pandasecurity.com/archive/
Have-you-ever-heard-the-term-_2200_
Rickrolling_22003F00_-Malware-distributors-
have_2E002E002E00_.aspx.
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Botnet distribution

Botnet  monetiza-
tion is not new by
any means. Cyber-
criminals have been
known to rent bot-
nets out for malware distribution, spam,
DDoS, and various other services, but
for the first time we are starting to see
rogueware pop up in botnet-infected
endpoints. Massive outbreaks such as
the Conficker worm used rogueware as
a final measure to profit off the infected
network. In April 2009, the Conficker
infection network was estimated at 4
million,® which means that the botnet
owner could have profited $3.6 million
on the rogueware installations alone.

CGonclusion

The rogueware business has grown to
epic proportions and shows no sign of
slowing. The software is getting more
evasive by including technical solutions,
such as “AV killer,” which are designed
to disable legitimate security protec-
tion. In addition, cybercriminals are
increasing their levels of sophistication
by generating hundreds of thousands of
new samples to escape antivirus detec-
tion for as long as possible. As a result
of these new tactics and the success in
which cybercriminals have had in prof-
iting from this malware variant, we es-
timate that new Rogueware threats will
grow to 637,322 samples by the end of
Q3 2009.

About the author

Sean-Paul Correll is a threat researcher
and security evangelist for Panda Se-
curity, specializing in malware surveil-
lance and emerging threat discovery. He
can be contacted at Sean-Paul.Correll@
us.pandasecurity.com or  http://www.
twitter.com/lithium.

5 http://mtc.sri.com/Conficker.
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INFORMATION-LED
TRANSFORMATION

REGISTER TODAY!

September 1 - October 24: $2,195
October 25 - October 29: $2,295

IBM Information On Demand 2009 is the leading cross-1BM

event addressing information-led transformation and Business

Analytics & Optimization. Address your information challenges with a full
arsenal of hardware, software and services solutions. More than 200 customers
will share their real-world experience about how they have unlocked the value of
their information and realized tangible and immediate refurn on investment,

ISSA Members will receive a $100 discount. To enrolf at the discounted rate, please
register at ibm.comyevents/informationOnDemand and use promotion code “GO9ISSA”
under the “company information” section.

2009 Event Highlights

o Over 7000 conference attendees

® 200 customer speakers

o 100 Business Leadership sessions

o 400 Technical Skill Building sessions

o 3free Information Management certificalion tests, 50% discount on all other
IBM Software Group products

* Huge EXPO encompassing 200 Business Fartners and 120 IBM Hardware,
Software, and Services Exhibils

Register Today for IBM Information On Demand 2009

» FParticipale in the premier discussion on the future of managing information
and fearn why having an informalion agenda is even more critical in
loday's economy.

o Undersland the value of IBM solulions thal address the most pressing
business chaflenges.

o Get practical guidance on how to use analytics to drive precision and preaictability
into the decision making process at all fevels of the organization.

® Hear how your peers are realizing ROI in today’s economic environment
® [ earn best practices in your industry.

' LEAD )
THEWAY ¢

D 2009

October 25-29, 2009
Las Vegas, Nevada

ibm.com/events/InformationOnDemand




