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10 Tips on How to HACK the 
PA-DSS Standard
By Jennia Hizver and Bindu Sundaresan

The PA-DSS standard is intended to deal with card payment data security issues. However, 

analysis shows that complying with PA-DSS requirements may not reveal enough about the 

actual security posture of the payment applications.

One of the weakest links in the payment operations 
chain is the Point of Sale (POS) application, which 
is de�ned as a physical or Web location where a sales 

transaction and payment authorization occurs. POS applica-
tions are usually designed without serious security consid-
erations in mind. This has been demonstrated by a number 
of recent breaches that have occurred involving POS appli-
cations where insecure applications were the point of access 
for hackers and the source of data loss. Although some of the 
entities believed they had enough protection against hackers 
at the time of breach, it did not prevent the breaches from 
occurring.

To require more security in the payment application develop-
ment process, the Payment Card Industry Security Standards 
Council recently released the Payment Application Data Se-
curity Standard (PA-DSS). Originally developed by VISA Inc. 
and formerly known as the Payment Application Best Prac-
tices (PABP), the PA-DSS comes at a time when threats to 
payment applications are rising. 

On the surface, the PA-DSS standard is intended to deal with 
data security issues. However, further analysis shows that 
complying with PA-DSS requirements may not reveal enough 
about the actual security posture of the application. PA-DSS 
uses a validation approach, i.e., the process of checking if the 
application satis�es certain requirements. Thus, PA-DSS can 
be primarily characterized as testing for positives and ensur-
ing the features required by the standard are in place and work 
as advertised. Conversely, software vulnerabilities involve in-
tentional misuse by attackers and thus are better assessed by 
testing for negatives using a �black hat� approach favored by 
malicious hackers. �Black hat� testing is extremely useful in 
providing good understanding of how software operates un-

der threat and should accompany every PA-DSS assessment 
to uncover vulnerabilities affecting software security. 

The general practice when picking a payment application is to 
verify with the acquiring bank that the prospective payment 
application is not on the known vulnerable list maintained 
by the card associations, or con�rm that the software version 
number of the application is validated to be PABP-compli-
ant. Now that the PA-DSS is de�ned, let�s take a closer look 
at some of the security issues that may be present in PA-DSS 
validated payment applications.

Hacking PA-DSS
Although businesses have evolved to use the Internet and 
Web applications for payment processing, many POS systems 
are non-Web based and installed on personal computers or 
workstations (POS terminals) which are placed on internal 
networks. While PA-DSS requires assessors to perform a 
penetration test for Web payment applications, comparable 
penetration test requirements do not exist for POS terminals. 
Similarly to Web-based applications, POS terminals are just 
as vulnerable to being exploited. The following list of vulner-
abilities that may be found in POS terminals is not complete 
but simply serves to illustrate the most common security is-
sues that may be uncovered during �black hat� testing:

B Vulnerable software language

B Lack of anti-reverse engineering measures

B Embedded sensitive data

B Security design �aws

B Lack of encryption for data in transit

B Insecure failure modes

B Encryption key exposure in memory
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#2: An outsider’s inside story
Although compiled languages offer much better security 
against unauthorized code modi�cations, the majority of 
compiled POS applications do not use any protective mea-
sures against reverse engineering. Reverse engineering is de-
�ned as a process used to reveal the application logic without 
having the original source code. A reverse engineer can view 
machine instructions of a program as they execute and learn 
what the program actually does while stepping through the 
machine code. For example, the application shown in Figure 
1 employs a proprietary encryption algorithm. An attacker 
could perform binary reverse engineering to reveal the im-
plementation details of the algorithm to evaluate its level of 
security. The reverse engineering procedure is not within the 
scope of this article; however, if this particular algorithm 
encrypts credit card numbers using a trivial-to-crack cipher 
that offers little protection against cryptographic attacks, the 
encrypted data could be compromised.  Thus, POS software 
vendors should consider building anti-reverse engineering 
mechanisms into their applications to deter attackers from 
reverse engineering mission-critical routines such as encryp-
tion algorithms.

B Privilege escalation attacks

B Denial of service attacks

B Non-advertised hidden features

#1: Re-coding the code
The choice of software language has a 
major impact on the robustness and secu-
rity of the software. For example, script-
based programming languages such as 
VBScript, Perl, Jscript, and Python are 
not good choices for POS applications. 
These languages rely on clear-text source 
code which do not require prior compila-
tion, unlike software languages that are 
compiled and stored as bits and bytes. 
Script-based programming languages do 
not provide suf�cient security when used 
to develop POS software to be hosted on 
a terminal machine due to the fact that 
clear-text source code can be easily modi-
�ed by anyone with access to the script 
�le. 

Let�s consider the following scenario: POS 
software is implemented as an HTML ap-
plication (HTA). HTAs are made from 
regular HTML/VBScript �les by simply 
changing the �le extension to .hta. Since 
HTA applications are stored in a form of 
a script, this could potentially allow intruders to easily read 
the source code and gather information on areas of weakness. 
Even though the HTA application may have been designed, for 
instance, to prevent display and storage of primary account 
numbers (PANs) by means of data masking, anyone with ac-
cess to the plain text script code could easily modify the text 
to force the application to store and display unmasked data 
or even inject code for transferring credit card information 
off-site. For example, the following VBScript code� masks the 
PAN (1234567812345678) by pre-pending 4 stars to the last 
four digits of the PAN: ****5678

MaskedPAN = String(4, “*”) & Right(Trim(CreditCard
Number), 4)
By replacing the last number 4 with 16, an attacker 
could force the application to save/display the full PAN: 
****1234567812345678

MaskedPAN = String(4, “*”) & Right(Trim(CreditCard
Number), 16)
Storing critical application logic on the POS terminal in the 
form of a script demonstrates how PA-DSS compliance can 
be voided and the system left vulnerable. Using compiled 
languages for POS software implementation is highly recom-
mended to prevent intruders from modifying the application 

logic.

�	 This programming code was extracted from an actual payment application.
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Figure 1 – Reverse-engineering the application. Credit card number (A) is 
being encrypted by the encryption algorithm (C) to produce encrypted credit 

card number (B)
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#3: Snag the bee
Software developers often store encryption keys, usernames, 
and passwords as hard-coded text strings in the code. This 
practice should be strongly discouraged from a security and 
software development standpoint. Embedded text strings can 
be easily extracted from executable �les using a wide variety 
of tools and techniques (Figure 2). It is just a matter of time 
before this information is found out by hackers. Hackers can 
then use this information to decrypt cardholder data or carry 
out attacks on the application, the network, or both. Since 
embedded strings remain the same across all POS software 
users, the information derived from compromised software 
may be used in launching attacks against other companies 
employing the same copy of the POS application. 

#4: Smokers’ back door
Many POS applications store executable, con�guration, and 
transaction log �les on unprotected network shares with full 
read and write access, thereby allowing anyone on the net-
work to access and modify POS speci�c data. Poorly protect-
ed network shares can also be leveraged by malware to infect 
its targets and implant malicious code developed to capture 
sensitive data. If the infected target is the POS application, 
the malicious code will execute with the same privileges as 
the application itself. Since POS applications are often de-
signed to execute in the security context of an administrative 
account, the injected code may potentially cause a great deal 
of damage to the system, the network, or the data.

Unprotected shares and elevated account privileges vulner-
abilities are examples of design-level �aws which may not 
be detected by automated tools. Detecting the presence of 
design-level vulnerabilities requires an expert manual risk 
analysis of the application.

#5: The power of negative 
thinking
When a POS application fails, it 
must do so securely. �Failing se-
curely� means the application does 
not reveal sensitive information 
such as cardholder data or does not 
allow an attacker to bypass the se-
curity mechanisms as a result of the 
failure. Let�s consider the following 
scenario. POS software has tradi-
tionally included a central server 
and a number of POS terminals 
connected through a client-server 
network. In a typical setup, a client 
accepts cardholder data and com-
municates with the central server, 
which performs credit authoriza-
tion and transaction processing. 

The central server may also store transaction history and is 
commonly equipped with functionality to render stored pri-
mary account numbers unreadable. Conversely, not all POS 
clients have functionality to render stored cardholder data 
unreadable. If the central server unexpectedly goes of�ine 
and is unable to accept credit authorization requests, some 
POS clients fail to an insecure mode by saving cardholder 
data on disk in clear text. Storing sensitive information such 
as primary account numbers in clear text on disk is prohib-
ited by the PA-DSS. Consequently, the insecure failure will 
lead to a compliance violation and the potential for unen-
crypted card holder information to be present on the POS 
system.

Yet another example of an insecure failure mode involves au-
tomatic logon option in Windows systems. Automatic logon 
makes it convenient for a cashier to access the POS terminal 
application. Thus, the majority of POS terminals are con�g-
ured to automatically login to desktop area after booting up 
and to load the POS application in full-screen mode. This 
prevents users from accessing the desktop area and the under-
lying operating system functionality. What happens though 
if the POS system is forced to boot into Safe Mode? Safe Mode 
is a special diagnostic mode with reduced functionality used 
in troubleshooting operating system problems. Upon com-
pletion of the automatic logon, some POS applications will 
fail to load in Safe Mode, giving users direct unauthorized 
access to the operating system.

#6: Exploiting trust
PA-DSS does not require encryption of cardholder data trans-
mitted across internal store networks. If internal systems are 
compromised by an attacker, unencrypted cardholder traf-
�c can be intercepted using a variety of distributed network 
snif�ng tools speci�cally developed to collect and send card-
holder data from POS systems to an off-site location. POS 
applications designed to encrypt cardholder data from the 
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Figure 2 – View (A) shows a list of extracted ASCII strings. View (B) shows the application binary code 
(hexadecimal representation) with ASCII strings embedded in the code.
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moment a card is swiped until the data is received at a desti-
nation server will provide additional protection against data 
interception.

#7: The key to our secret
While encryption keys are typically stored encrypted on 
the disk, encryption is frequently not applied after loading 
encryption keys in memory of a running POS application. 
Thus, an adversary with local access to the system can read 
the memory and extract the encryption keys using a memory 
analyzer (Figure 3), which is used to �nd a particular process 
and read its contents. Once the encryption key is discovered, 
the attacker can use the encryption key to decrypt cardholder 
data stored in a database. When developing POS applications, 
it is recommended to keep encryption keys close to a loca-
tion in the code where they are used to encrypt and decrypt 
cardholder data rather then passing multiple copies of a key 
through various parts of the application modules. If POS net-
work is compromised, this design will help in reducing the 
encryption key exposure to an attacker.

#8: Memorizing passwords
Payment applications may store sensitive data temporarily 
in computer memory for further processing. One example 
of this type of data includes user authentication credentials. 
Clearing sensitive data in memory promptly after use is not 
a widely implemented practice in payment applications. For 
instance, subsequent to authentication, clear text passwords 
often remain in memory inde�nitely until they get overwrit-
ten by any other data. An attacker with direct physical access 
to the payment system may scan through memory to reveal 
passwords (Figure 3). This can result in a privilege escalation 
attack and an attacker gaining access to sensitive cardholder 
data and encryption keys. To minimize the risk of exposure, 

developers should avoid using 
custom-built authentication 
mechanisms and preferably 
leverage operating system-in-
tegrated authentication inter-
faces. It is also recommended 
to clear the memory location 
that contains authentication 
data after any authentication 
process.

#9: Trust but verify
Denial of Service (DoS) at-
tacks are often overlooked by 
POS software developers.  As 
described earlier, a typical POS 
system consists of a transac-
tion processing server and a 
client. The most common POS 
denial of service attack targets 
the server service by sending 

malformed data streams which cause the server application 
to crash, preventing POS terminals from receiving credit au-
thorization approvals and triggering insecure failure modes. 
These attacks can be easily launched with a few lines of code 
or a few network packets mimicking a legitimate transaction 
with an unexpected format. Application failure DoS attacks 
are almost always a consequence of poor code quality. 

#10: Hiding little moments
Hidden features left in production releases to allow easy 
vendor access to debugging features frequently exist in POS 
applications and are usually invoked by a combination of 
keystrokes. Such keystroke combinations may force the ap-
plication out of an encrypting mode by logging cardholder 
data in clear text for software debugging purposes.

Conclusion
The objective of this article is to help POS software vendors 
and merchants understand the intent of the PA-DSS and its 
limitations in assessing all aspects of POS security. It is nec-
essary to recognize that PA-DSS could potentially provide a 
false sense of security if the validated applications have not 
been subjected to �negative testing� (black hat testing) during 
the validation process. When choosing a validated POS ap-
plication, it is important to verify the actual security posture 
and think beyond just validation of PA-DSS requirements. 
Also, as part of the future efforts, the Payment Card Industry 
Security Standards Council can work with the assessors to 
make the validation requirements more inclusive of the �real 
world� threats seen at different organizations. This would 
help to keep the standards evolving and will be more ben-
e�cial to merchants, software vendors, and ultimately the 
customers whose trust we rely on to make our business prof-
itable.
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Figure 3 – Memory Analyzer is being used to extract sensitive information from the process memory. View (A) 
shows a credit card number, expiration date, and CVC number.




