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The Information Systems Security As-
sociation (ISSA)fi is a not-for-pro t, in-
ternational organization of information
security professionals and practitioners.
It provides educational forums, publica-
tions and peer interaction opportunities
that enhance the knowledge, skill and
professional growth of its members.

With active participation from individu-
als and chapters all over the world, the
ISSA is the largest international, not-for-
pro t association speci cally for security
professionals. Members include prac-
titioners at all levels of the security eld
in a broad range of industries, such as
communications, education, healthcare,
manufacturing, nancial and govern-
ment.

The ISSA international board consists of
some of the most in uential people in the
security industry. With an international
communications network developed
throughout the industry, the ISSA is fo-
cused on maintaining its position as The
Global Voice of Information Security.

The primary goal of the ISSA is to pro-
mote management practices that will
ensure the con dentiality, integrity and
availability of information resources. The
ISSA facilitates interaction and education
to create a more successful environment
for global information systems security
and for the professionals involved.

Hello ISSA members
Howard A. Schmidt, ISSA International President

y the time you read this our an-
B nual membership meeting and

installation of new board mem-
bers will have taken place. | would like
to thank outgoing board members L.J.
Johnson, Gordon Shevlin, and Ira Win-
klerfortheir faithfulanddiligentservice.
I would also like to welcome incoming
board members Debbie Christofferson,
John Walker, and Stefano Zanero as
well as returning board members Owen
O Connor and Scott Williams. | am
looking forward to working with this
new board as we continue the great work
that has been accomplished to date.

The composition of the international
board re ects the worldwide growth of
ISSA in that we now have three mem-
bers from outside North America
Owen O Conner, Ireland; John Walker,
England; Stefano Zanero, Italy. I think
this is a wonderful indication of ISSAs
maturity as we become even more of
an international organization than we
have to date. The cyber-related threats
we deal with on a day-to-day basis have
never been constrained by national bor-
ders, domestic infrastructures, or geo-
graphic boundaries, so having wider
representation and a broader perspec-
tive on the international board can do
much to provide better service to our
members across the globe.

Dramatic international events are tak-
ing place daily natural disasters are
pounding physical infrastructures and

nancial turbulence is plunging domes-
tic and international markets into tur-
moil. As | travel the world, interacting
with security colleagues in many na-
tions, the concern is raised that security
spend will be reduced in these tough -
nancial times. While | expect, as many
analysts predict, a tightening of the belt
when it comes to IT spending in general,
information security spend must not be
impacted, whether through organiza-
tional memberships, technical spend,
or other things related to governance,

risk, and compliance
in our ICT systems.
While that may yin
the face of reducing
spend, it has been
proven time and
again that the cost
of recovery from a
security incident far
outweighs the cost of preventing it.

While we can often monetize the direct
cost of a security breach, we continue to
struggle with the impact on the brand
of an institution that has suffered some
sort of security incident. Conventional
wisdom tells us that a security breach, if
dealt with appropriately and diligently,
can be recovered from under normal
conditions, but during troubled times
such as we are in now, recovery is likely
to be much more dif cult. Therefore, we
must do all we can to prevent an incident
from taking place through maintaining
our security posture, not reducing it: an
ounce of prevention is always worth a
pound of cure. We have long known the
value of the information security profes-
sional. It is during times like these that
our star shines brightest. Maintaining
our professional af liations and wise
security spending can go a long way to-
ward preventing nancial losses.

I have viewed with great concern, as
have many around the world, the im-
pact of the recent hurricanes that have
ravaged the Caribbean and the U.S. Our
hearts go out to those in the devastated
areas and especially our friends and col-
leagues from the Texas Gulf Coast and
South Texas chapters and other chapters
that may have been affected by these
storms. Our thoughts and prayers go
out to them, and we look forward to a
quick recovery and life getting back to
normal.

Safe computing until next month,

Howard A. Schmidt
ISSA International President



In the past few issues
we have been look-
ing at the 2007 ISSA
award winners, get-
ting a glimpse into
their lives and the
contributions  they
. - have made to the as-
sociation, their local chapters, and the
information security profession in gen-
eral. Each pro le attempted to show not
only what the individuals did but also a
bit of who they are; as one mentioned,
I think it shows | m a real person. This
month after my conversation with Marc
Noble, Public Service Award recipient, |
was so taken with what he said | decided
to let him speak for himself, without any
of my narrative mucking it up. While it
may be a bit different, 1 feel he truly
hits the heart of leadership and service.

On the other hand, I nd it disturb-
ing, the apparent ease at which the trust

Welcome to the October Journal
Thom Barrie Editor, the ISSA Journal

mechanism of digital signatures can
be circumvented. In Digital Signature
Trust Vulnerability: A new attack on
digital signatures, Francesco Bucca-
furri outlines the vulnerability which he
and his colleagues presented to the IEEE
International Conference in Ostrava
this past August. Can it be that easy?

I d also like to point out Wong Onn
Chees Knowing and Applying Evi-
dence Laws when Securing Computer
Systems. While the focus may be a bit
narrow Singapore evidence laws the
scope of his message is as wide as infor-
mation security itself: how can security
practitioners build and monitor systems
without knowing and understanding
the legal foundation for securing evi-
dence in their jurisdiction should the
unthinkable occur. Or is that someone
else s department?

Thom Barrie
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Compliance Strategies:

Compliance does not equal security, security
does not equal compliance

By Randy V. Sabett - 1ssA member, Northern Virginia, USA chapter

arlier this year | wrote about the
E problems that can result from the
misperception that compliance
equals security and the dangers from
the associated complacency. That view,
however, only tells half the story. The
complete thought (which I emphasize
with my clients and during my speaking
engagements on this topic) is that nei-
ther compliance equals security nor
security equals compliance. Instead, a
compliance strategy must be based on a
pragmatic approach to security.

We can easily show, via numerous pre-
vious cases, that compliance does not
equal security. Just a cursory glance at
some of the higher pro le data breach
cases bears this out. Going back to 2005,
CardSystems was compliant with the
predecessor to the PCI data security
standard and yet ended up suffering a
breach that resulted in a sell-off of its as-
sets to PayByTouch. Several years later,
TJX was reportedly PCIl-compliant at
the time it suffered a breach. More re-
cently, Hannaford Markets suffered a
breach after gaining PCI compliance.

What exactly, then, do these examples
mean? Is the standard defective? Is the
compliance process awed? Or does it
mean that certain organizations fell out
of compliance after having gone through
an audit? Perhaps the hackers have sim-
ply gotten smarter? Actually, it could
be any of these. The point, however, is
not to look back and determine what
the problems might have been. Instead,
organizations should learn their lessons
from these cases and design their com-
pliance strategies accordingly.

Two speci ¢ techniques have proven ef-
fective in past engagements for creating
an effective compliance program. First,

compliance by a company or other or-
ganization inevitably involves an audit
by a third party. As such, consistency
amongst all people responsible for re-
sponding to the audit is critical. Keep-
ing amind set of havinga united front

can help facilitate that consistency. In a
nutshell, a united front means that every
person in the company having a respon-
sibility in the audit process responds the
same way for a given situation. In order
to achieve a united front, different com-
panies have used different approaches
but perhaps the most important is hav-
ing an effective internal audit function.
This allows the company to practice in
advance of the actual audit by the exter-
nal auditor. As a colleague of mine says:

Internal audit is our friend.

A second effective technique for putting
in place an effective compliance pro-
gram applies to organizations having
multiple compliance requirements (e.g.,
HIPAA and GLBA being applicable to
the same company). In such an instance,
having a cross-compliance matrix has
proven to be an incredibly valuable tool.
Such a matrix can allow a company to
map its information security controls
to multiple compliance requirements
that originate with different standards.
Utilizing such a matrix can show where
additional controls might be needed or
where a particular control can actually
help meet multiple compliance require-
ments.

I would be remiss if I did not mention
here that the legal department within
an organization can play a vital role in
both developing a united front and also
performing cross-compliance. Since
compliance often calls for interpreta-
tion of rules and requirements (that of-

ten stem from actual
laws), the input of a
company s attorneys
can help guide the compliance program
of that organization.

Ultimately, though, compliance must
be tied back to good security practices.
A client of mine once said that the best
approach to compliance involves four
straightforward steps. First, determine
the threats to your network and assets
(i.e., do a threat and risk assessment).
Second, assess what can be done that
is within budget to protect those assets
and implement accordingly. Third, de-
termine what minor adjustments must
be made in the security of the system to
not only be secure but also to meet all
necessary compliance requirements. Fi-
nally, determine what additional provi-
sioning might be necessary to meet any
outstanding compliance requirements.

So the takeaways thismonth are straight-
forward perhaps for many in the audi-
ence they are not only natural but pure
common sense. First, present a united
front to the external audit function. Sec-
ond, use a cross-compliance matrix to
address multiple requirements. Finally,
make sure that in meeting your compli-
ance requirements, you have not left a
gaping hole in your security.

About the Author

Randy V. Sabett, J.D., CISSP, is a Part-
ner in the Internet, Communications, and
Data Protection (ICDP) practice group at
Sonnenschein Nath & Rosenthal LLP, an
adjunct professor at George Washington
University, and a member of the Commis-
sion on Cyber Security for the 44th Presi-
dency. He may be reached at rsabett@
sonnenschein.com.

The views expressed herein are those of the author and do not necessarily re ect the positions of any current or former clients of Sonnenschein or Mr. Sabett.



“GUILTY!”

he  peanut
gallery gasps
as the verdict

is forcefully read by
the foreman, then
erupts in a chorus of RABBLE-RAB-
BLEs. The CEO (defendant) humbly
bows his head as he rises from his chair,
waiting for the bailiff to claim his free-
dom.

In the case of information security,
we ve seen major breaches; but no CEOs
of major companies are heading to jail
because of it (unless they were involved
in the fraud). Could a CEO be hauled
off to jail for neglecting to assign and
elevate the signi cance of information
security? Unlikely, but wouldn t it be an
interesting world if he could?

Todays large IT organizations gener-
ally operate as silos. Developers write
applications. Provisioning groups de-
ploy systems. Security Risk Manage-
ment chooses which patches to deploy.
Infrastructure designs and maintains
networks. Geographic groups function
within their time zone and border. Not
only do these groups lack uid commu-
nication, but they often make decisions
inside their silo that affects others.

Managing change is one of the biggest
headaches that compliance organiza-
tions face. | often visit companies that
were previously compliant with one par-
ticular standard, only to nd that poorly
managed change has pushed them out
of compliance. Compliance with most
standards is a daily battle, and cross-
dysfuctional teams' often overlook mi-
nor issues that become gaping security
holes.

For example, let s say that an application
developer uses a some third-party code

1 Ronald S. Waife, Cross-(Dys)Functional Teams.
Applied Clinical Trials Online, (August 2002).

that contains a known vulnerability in
a particular service. Developer thinks,

I don t have time to upgrade this third-
party code because the new version has
other changes that break my code. It
shouldnt matter anyway because the
infrastructure group has rewalls pro-
tecting me. Fairly innocuous if com-
municated in that way.

But now lets say that one of the infra-
structure gals is reviewing a change re-
quest from another group that would
require opening a particular port in a

rewall. That port in question is stan-
dard, but would expose the vulnerabil-
ity in the third-party code the developer
is using. She thinks, I just manage re-
walls. The appropriate documentation
for this group is here, so I Il make the
change. Besides, it is the developers re-
sponsibility to write and use non-vul-
nerable code.

BAM! Even Emeril can see that there is a
high potential for a breach.

In the last issue, Alain Mayer writes,
the problem with managing change is
that it is handled by disparate, silo-ori-
ented functional groups. 2 It is actually
worse than that. Change control has be-
come such a pain for some companies,
that they have moved to silo-oriented
change control meetings instead of one
large change control group! Reviewed
changes should include all relevant ar-
eas, and changes made inside silos rarely
do.

What we need to do is start busting
these silos.

In Silos, Politics, and Turf Wars: A Lead-
ership Fable about Destroying the Barri-
ers that Turn Colleagues into Competi-
tors, Patrick Lencioni argues that silos
arise because corporate leaders fail to
provide themselves and their employ-

2 Alain Mayer, Security Risk and Overcoming IT Silos,
ISSA Journal (vol. 6, no. 9 (September 2008): 10-12.

Crushing Cross-Dysfuntionalism

By Branden R. Williams - 1ssa member, North Texas, USA chapter

ees with a compelling context for work-
ing together. * Many managers end up
contributing to the silo problem simply
by trying to preserve their way of life for
themselves and their team. This creates
cross-dysfunctional teams.

It doesnt take a rocket surgeon to see
that silo busting must come from the
top of an organization. If the CEO is not
interested in busting silos, there is little
that the security group can do. Howev-
er, security must rise above the dangers
of cross-dysfunctional teams by remem-
bering the goals of the organization.

Is it your company s goal to achieve only
the absolute bare minimum required by
law or regulation? Has your company
suffered a breach (or do they just get
it ) and realize how important informa-
tion security is to the longevity of the
business? If it is the former, | fear that
your frustration will only continue. If it
is the latter, it is time to start building
relationships with managers of groups
that can impact your company s security
posture. Understand what they do, what
their constraints are, and nd ways to
educate them on security so it becomes
part of their daily work routines.

Only then can you begin to bust those
silos and put the fun back in cross-
functional teams.

About the Author

Branden R. Williams, CISSP, CISM is the
Director of the PCI Consulting Practice
at VeriSign and regularly consults with
top global retailers, nancial institutions,
and multinationals. He can be reached
at bwilliams@verisign.com or at http://
www.brandenwilliams.com. His blog can
be read at http://blogs.verisign.com/secu-
rityconvergence.

3 Patrick Lencioni, Silos, Politics, and Turf Wars: A
Leadership Fable about Destroying the Barriers that Turn
Colleagues into Competitors (Jossey-Bass, 2006).



Discerning the Landscape

By Steven F. FOX - 1ssa member, Motor City (Detroit), USA Chapter

operate in the context of a business

landscape. This landscape is analo-
gous to the physical world. Some ter-
ritories can be traversed with little op-
portunity cost. Other territories require
profound agility from those wishing to
tap their resources. In the Art of War,!
Sun Tzu details unique environmental
situations he called the Nine Grounds.
This month s installment will discuss
the situations common to our trade. We
will explore how the landscape can be
used to our advantage. According to Sun
Tzu, When you know what is to others
advantage and what is to your advantage,
you are not in danger.

I nformation security professionals

The Ground of Dissolution

This environment is characterized by
con icts where local interests ght
among themselves on their own territo-
ry. Generally, the stakeholders in this
environment are attached to the land.

By this, Sun Tzu meant that they are fo-
cused on preserving their status in the
environment rather than adapting to
new opportunities.

Rather than ght to change the status
quo, Sun Tzu advises leadersto unify the
minds of the troops. | once performed a
vulnerability assessment in this kind of
organization. Due to political intrigue,
most of my time was spent maintaining
the role of an objective consultant. As
| analyzed the business, various stake-
holders inquired on how they could con-
trol the ow of information from their
functional areas. | decided to promote a
security awareness program to educate
the system users while addressing the
stated concerns of the customer. In the
end, the company focused its efforts on
addressing the vulnerabilities that af-
fected its ability to do business.

1 All citations from Thomas Leary, The Illustrated Art
of War (Boston, MA: Shambhala Publications, Inc.,
2004).

The Ground of Contention

These are positions and/or alliances in
most organizations that allow an indi-
vidual or team to exert unusual in u-
ence. From this position, a few could
overcome many, the weak could strike the
powerful. One manifestation of this en-
vironment is a process bottleneck that
enhances the power of a given group.
Identifying this group is critical to em-
ploying successful procedures that sup-
port the security policy. The ground of
contention can also express itself as a
group that can employ a strategic pro-
cess shortcut under certain circum-
stances. The risk assessment mustre ect
an awareness of these forces.

XvejAgoih Kvsyrh

Traf cked ground is the ideal environ-
ment in which a business operates. This
landscape is characterized by intercon-
nected processes and lines of commu-
nication. Sun Tzu suggested that con-
sultants must make alliances rm in
order to implement a risk management
plan. The consultant should avoid inter-
rupting lines of communication when-
ever possible.

Intersecting Ground

Sun Tzu described this landscape as the
intersections of main arteries linking to-
gether numerous highway systems. This
position is sought for its strategic, infor-
mation gathering, and alliance building
advantages. To this end, Sun Tzu noted
that if you establish alliances you are
safe, if you lose alliances you are in peril.

The characteristics of this environment
also afford the security consultant the
opportunity to employ business analysis
techniques to determine the underlying

nature of the busi-
ness. This allows the
association of risks
to those processes.

Success Factors

The use of guides is instrumental in un-
derstanding the unique way Sun Tzus
grounds express themselves in a given
environment. While these guides can be
found among the client s employees, the
best guides come from outside the or-
ganization. These individuals can help
discern the subtle organizational and
behavioral indicators in the environ-
ment.

While scoutsare useful, the development
of a strong network of allies must not be
neglected. If you do not compete for al-
liances anywhere, do not foster authority
anywhere, but just extend your personal
in uence, this makes town and country
vulnerable, said Sun Tzu. The success
of any security program depends largely
on the relationships developed by the se-
curity consultant.

According to Sun Tzu, the form of the
land is the basis on which the military is
aided and victory is established, so it must
be measured. It is the effective leader
who not only bases his strategy on the
environment but also acts strategically
with that knowledge.

About the Author

Steven F. Fox is a senior IT auditor at GM
Audit Services. He is the IS advisor for
NPower Michigan, a nonpro t IT service
provider and also serves on the board of the
Detroit ISSA chapter. He can be reached
at steven.fox@gm.com or at http://www.
securelexicon.com.
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ISSA Ethics Committee 2008 Survey

bership ended in mid-August 2008 with 62 peo-
ple completing the questionnaire, although not
every question was answered by all respondents.

Overall, the ISSA Ethics Committee felt that this sur-
vey assisted in validating our mission on many dimen-
sions. However, we are collectively challenged as to how
to improve the effectiveness of education and are con-
tinually looking for good ideas and input. We feel that
our higher purpose is to positively in uence thinking
and thus behavior, rather than being merely a tribunal
for complaints after the fact.

T he ISSA Ethics Committee survey for our mem-

What encourages us the most about our volunteer ac-
tivity on the ISSA Ethics Committee is that we have
been able to connect with many members who also feel
strongly about a commitment to professional ethics
some who have backed up that commitment by taking
personal stances even though the consequences may be
adverse in the short-term.

Our thanks go out to every member who considers pro-
fessional ethics when faced with a compromising situ-
ation. Hopefully, you can use the association with the
ISSA to con rm your belief and behavior with higher
purposes in everyday work/life situations. May we con-
tinue to exhibit our dedication to professional ethics in
setting a standard for our profession indeed being the
76% ethical Voice of Information Security.

Survey results

%16‘V Q1 Importance of ethics to security
’ professionals.

5%
1.5%1.5%

10 9 8 7 6 5 4 3 2 1
Most Important Least Important

Q2 Have you observed ethical
violations from non-security NO
professionals on the job? 18%

Q3 If yes, would you care to YES
share an incident? 82%

Multiple examples of self

interest taking precedent

over doing the right thing

[CEO receiving raise when workers are laid off]
Personal information divulged [snooping]
Decisions made based on risk of getting caught

Private use/misuse of company resources [IMing,
playing poker, viewing porn, shopping eBay, tak-
ing company software home]

Records altered [add doctorate degree to creden-
tials]

Changing data to cover mistakes

Decisions based on expediency not policy [leav-
ing notebook unprotected]

Misrepresentation of facts [webserver down to
cover failure to meet contract requirements, ship-
ment errors of private data denied, hiding staff
relationships]

Q4 If you observed an ethical violation, did you re-
spond, report or other?

Talked to the individual 26%

Reported the behavior to
the ethics committee

Reported behavior to 26%
management

Other [no proof, denial, violation
came from management]

1.5%

13%

Q5 Have you observed/been in-

volved in situations involving non- NO
security professionals facing di- 280%
lemmas who have been guided by

ethics? YES

2%
Q5a Are you willing to share an
example?
Personal data was not divulged when it might
have been pro table to do so
Declining gifts from vendors
There are always some who do right

Someone confronting those using corporate
resources [using computer resources]

Helping to create a supportive corporate ethical
culture [employees reporting other employees for
ethical violations]

Disclosing con icts of interest up front

Q6 Have you observed ethical
violations from security profes-

ionals? NO
sionals 5% VES
Q7 Are you willing to share an 55%
example?

Divulged personal info [salary
info, personnel les, evaluations]

Misrepresentation of facts [certi cations, having
someone else do his homework, cheating on time
sheets]

Misuse of company resources
Taking credit for another s idea
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Not reporting violations to law enforcement

[afraid to lose a contract, violates a pre-existing NO
business agreement, legal procedure too public] Q12 Have you applied the 17%
Con icting positions [management vs. ethical ISSA Code of Ethics at work?
guidelines may pose con icts] VES
Accepting gifts ;
NO 83%
Q8 Have you observed situa- 15%
tions in which security profes- N?
sionals behaved in an ethically [ 29%0 VES Q13 Do you adhere to the
responsible way? YES 850 Code of Ethics from other or-
71% 0 ganizations?
Q9 Do you have an example
you are willing to share? 1";9/
This happens frequently Q14 Do you feel the Codes of -
This hzi\ppens rarely, yes, but cannot recall good Ethics between information YES
exampies _ _ security organizations are 85%
For three respondents, holding fast to ethical consistent?
principles and refusing to act as ordered (actions
perceived as unethical). This ethical behavior, Q15 Comments?

however, resulted in loss of employment (volun-
tarily did not want to continue at that company)
Respecting the privacy of the individual [refusing
to snoop email]

Codes of ethics have a shared core thread, but
what is right and what to do are not consistent

Consistent in general but differing in detail
Problem with codes is that they do not re ect dif-

Q10 How effective is ethics education? ferent cultures
ISSA code of ethics con icts with itself (what s
25% good for management vs. what s good for the
20% organization)
Consistent code of ethics would lead us to being a
profession
12% 12% License security professionals, but the license
8% 8% 8% shoulo! not be college-ba'?ed. .
6% Intention of codes of ethics is similar but the
2% details are not
0% Uni cation is the next step
10 9 8 7 6 5 4 3 2 1 I am unaware each organization has a code of
Most Important Least Important ethics
I dont feel a code of ethics is important or rel-

Q11 How effective in improving/maintaining ethi- evant . .

cal behavior do you think the formal mechanisms are ' don_t agree with all the code of ethics statements
that some professions have in place to deal with un- as written

ethical behavior?

[ 1 nrzixi }syv jithfegob

0
32 This snapshot of responses to our  rst formal survey is
not all that the ISSA Ethics Committee is opening up
for input we want to hear from you. The relevance of
17% 15% professional ethics needs to be attuned to what each of
10% us is facing daily as well as over the long-term.
50 % 7% 5%
204 0% Comments and thoughts — send to
0 9 8 7 6 5 4 3 2 1 Ethics@issa.org.
Most Important Least Important

The ISSA International Ethics Committee is an active group of ISSA members missioned to maintain a framework for ethics
relating to practices that support the ISSA Code of Ethics, provide guidance on ethical behavior for Information Systems
Security professionals, and provide education and outreach that increase awareness and promote positive actions.
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Member Survey

ell us what inspired you to join, what you value about
your ISSA membership, and why you belong. Your

input will let us serve you more effectively and help
your chapter attract new members.

A membership survey will be coming your way via email

within the next few days. Please take a few minutes to com-

plete the survey and let us know what is important to you
and get a chance to win one of two $100 VISA gift cards.

You will be asked for your perceptions of ISSA speci cally
and professional associations in general. This ground-break-
ing study was created by the American Society of Association
Executives (ASAE) to better understand the factors involved
in an individual s decision to join a professional association
like ISSA, the expectations of membership, and how well as-
sociations meet those expectations.

The original study was conducted last year. It involved 18
professional associations including IEEE and received 17,000
responses. ASAE is now giving ISSA the opportunity to use
the survey to gather important data about our own organiza-
tion to help shape our future. At the conclusion of the survey,
our data (without any personal identi cation) will be added
to ASAE s databank.

Belgian Strategy for
Information Security

e would like to inform the ISSA members of an
W activity which happened recently in Belgium. The

resulting document, Towards a Belgian Strategy
on Information Security, is a manifest to the government to
tackle a number of information security issues. It has been
established jointly by a number of groups active in the infor-
mation security sector. The announcement garnered a lot of
media coverage, including the professional press as well as
newspapers and radio. It shows very well how we can work
together across associations and come to a global result.

Our strategic objectives of the manifest are as follow:

1. Information Security Awareness Forum

2. Information security standardization

3. Education, training and research

4. Critical infrastructure and CERT

5. Legal and regulations

6. Belgian Information Security Body
You may view the document on the ISSA-BE
website.!

Best regards,
Bart Moerman, ISSA-BE president

1 http://www.issa-be.org/mambo/index.php?option=com_remosit
ory&ltemid=40&func=select&id=41.
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Dear Editor,

I really enjoyed reading Greg Playle’s article, The Seven-
Week Get Healthy Plan for Small Business, in the Au-
gust issue of the ISSA Journal. It was very well-written
and contained exactly the right kind of information and
advice that small business owners would need. | hope
more of the same type will follow, which could help us
raise security awareness in the non-1T world.

With best regards,
Dominique Galland

Call for Nominations

Honor your chapter or a colleague with a
nomination for an ISSA award

ake time to recognize the outstanding individuals and
organizations that have made signi cant contribu-

tions to ISSA and the information security profession
over the past year. Winners will be honored at the Annual
Awards Ceremony as guests of ISSA International. Although
the formal nomination must be submitted by your chapter
president or a sitting member of the ISSA International Board
of Directors, you can help by suggesting potential candidates
and highlighting their accomplishments. The nomination
guidelines can be found on the ISSA website.?

Who would you choose for the following awards?

= |ISSA Hall of Fame for lifetime achievement and advance-
ment of the profession
= Honor Roll for sustained meritorious conduct and ad-
vancement of ISSA
= Outstanding Chapter of the Year recognizes a chapter’s
ability to serve ISSA's mission and chapter members. Chap-
ters must self-nominate to receive this award. Awards will
be given in three categories for 2008:
= Fewer than 100 members
= 100-200 members
= More than 200 members
= Qutstanding Communications Program of the Year recog-
nizes a chapter’s contribution to the ISSA and the security
profession based upon a chapter’s effort to communicate
with its members using its newsletter and website

= Security Professional of the Year
e OQutstanding Organization of the Year

The ISSA Awards Committee will be accepting nomina-
tions through December 15. Nominations should be sent to
the chairperson of the awards committee at 2008_Awards@
ISSA.org.

2 https://www.issa.org/Library/Members/Operations-Manual/ISSA%20Awards%20Pol
icies%20and%20Procedures%20112907.pdf
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Identity & Access $200 off standard price to
Management ISSA members.

Summit 2008 Call 1 866 405 2511 and mention
NOVEMBER 10-12 | ORLANDO. FL priority code ISSA200 to recevie
GAYLORD PALMS RESORT & CONVENTION CENTER this special offer.
gartner.com/us/iam

Connecting strategic goals to tactical value.

JAM isn’t just a security and
risk management issue.

If finding better ways to understand and manage your What you’ll learn
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Challenges in

Hardening Data

By Jason Andress
ISSA member, Colorado Springs chapter

This article provides a
methodology for analyzing
means of permanent data removal
ew {ap ew e psso ex xI jyxyvi sj
hardening data and relevant

technologies.

hile the IT industry devotes atremendous amount
W of time and energy to storing data reliably, the
problem of permanently deleting or hardening of
data is not as easy as it seems. This article provides a meth-
odology for analyzing means of permanent data removal as

well as a look at the future of hardening data and relevant
technologies.

One of the primary tenets of the security eld is the require-
ment for data protection. Data protection is the ability to
control access to data, thereby prohibiting unauthorized ac-
cessand modi cation. While it is important to secure data to
the appropriate level, this comes at a cost, both in the mon-
etary sense and in the sense of impact to productivity.

When considering physical data security, items such as hard-
ware redundancy, data backups, and additional security-re-
lated hardware such as rewall or proxy appliances all have
a price tag attached to them. While this is the most obvious
cost of security, other factors that may increase the long-term
cost need to be factored in, in order to more accurately calcu-
late the total cost of providing security.

Logical measures for securing data, such as encryption, also
have a price tag associated with them, but generally less of

12

against Recovery.

a monetary one. The cost of logical security measures is
generally an inconvenience to the users of the data. Adding
passwords, VPNs, and other similar security measures di-
rectly impact the ability of the user to function. When users
are subject to levels of security that impact their ability to
function, they tend to nd ways to circumvent these security
measures.

Hipixark wksvih hexe mv qsvi hnjAgypx xler ix
appears

One of the exacerbating factors in data being undesirably re-
covered is the ease with which data is apparently deleted. It is
very easy for the average user to delete the les that he wishes
to discard and assume that they are permanently destroyed.
Unfortunately, this is far from being true. In many cases, in-
formation is unknowingly retained in documents and data is
not as thoroughly deleted as the user might think.

Hipiark Apiw
The exact sequence of events that occurs when a le is de-

leted from digital storage media differs somewhat depending
on the operating system and le system being used, but, for
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the most part, the concepts are similar. When a le is deleted,
the pointer to the le is removed and the area in which the

le is stored in is marked as being available for use. In other
words, the le still exists, almost entirely untouched, on the
media. For example, the sequence of events for le deletion
in the venerable NTFS e system works something like the

following:
1. Read the data from the le record in the Master File
Table (MFT)

2. Locate the entry that contains the directory in which
the leisstored

Locate the address for the speci ¢ le being deleted
Remove the entry for the le from the le index
Remove the in-use ag for the entry in the MFT

IR

Mark the clusters in which the le is stored as unal-

located

As was previously mentioned, the le still exists, unscathed,
on the media. Only the information that points to the le has
been altered. Until the clusters in which the le was stored
have been overwritten, the le will be recoverable in its en-
tirety.

Sanitizing storage media

When digital storage media is being disposed of, the current
user of the media may want to destroy all of the data recorded
on it in order to prevent disclosure of data to future users of
the media. This task is commonly undertaken by formatting
the media using the utilities included in the operating sys-
tem for performing such tasks. Unfortunately, considerably
more heroic measures are required to safely destroy all data
recorded on the media.

Depending on the speci ¢ tool used, less than one percent
of the blocks on the drive may be changed by using a le
system formatting utility to format the existing partitions.
To make matters worse, performing such a formatting and
subsequently loading another operating system on the me-
dia is likely to be insuf cient as well. In the case of a speci ¢
machine being examined for data persistence purposes, data
was recoverable, years afterward, from the original install of
Solaris, even after the machine had been reinstalled with a
Windows operating system, then subsequently with a Linux
operating system.

In order to remove data from storage media properly and have
some assurance that the process being followed will actually
perform the function of data removal correctly and securely,
some sort of standardization is clearly required.

Standards for secure data removal

The set of standards put in place for the U.S. Department of
Defense (DoD) in DoD 5200.28-STD* have become the de

1 National Industrial Security Program Operating Manual Supplement, U.S. Department
of Defense, 2004.
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facto standard used to evaluate the tools and methods used
for removing or destroying data. Many other standards exist
as well:

e NAVSO P-5239-26 U.S. Navy?
e AFSSI-5020 U.S Air Force®
e AR380-19 U.S. Army*
e GOST Russian®

e VSITR German®

e RCMP TSSIT OPS-II

Several products and methods that are available for data re-
moval are compliant with several, if not all, of these stan-
dards.

Canadian’

Terminology

The common terminology used to discuss secure deletion
of data is taken from the U.S. Department of Defense pub-
lication, the National Industrial Security Program Operating
Manual (NISPOM).% This manual introduces the concepts of
cleaning and sanitization of digital storage media. In order
to intelligently discuss these methods, a few other concepts
need to be de ned:

e Clearing media refers to methods of removing data
that will render the data unrecoverable by means less
than but not including a laboratory attack

e Sanitizing or purging media means that the media
has had the information removed from it in such a
way that the data cannot be recovered by any known
means or method of analysis, including a laboratory
attack

When dealing with classi ed data, either clearing or saniti-
zation is deemed appropriate when the media is intended to
be re-used at the same level of classi cation. Media that will
be downgraded in classi cation level or declassi ed must be
sanitized.

Standard(s) for sanitizing data

Looking speci cally at the standard set forth by the DoD for
types of media currently in common use, two main methods
exist for removing data from media: degaussing and over-
writing. The speci ¢ methods that must be used differ by
media and are laid out in Table 1, as speci ed in NISPOM.

2 VSO P-5239-26. Remanence Security Guidebook, Module 26, Information Systems
Security (INFOSEC) Program Guidelines, Department of the Navy Naval Information
Systems Management Center, 1993.

AFSSI-5020, 2008, http://en.wikipedia.org/wiki/AFSSI-5020.
Army Regulation 380 19, Department of the Army, 1998.
GOST, http://en.wikipedia.org/wiki/GOST.

VISTR, Bundesamt Fur Sicherheit in der Informationstechnik, 2004, http://www.
vd-bw.de/webvdbw/navigation_neu.nsf/22a49b54309493d2¢12569700053b130/
7dfa3ee7f009cf7ec1256fa2002ff158/$FILE/VSITR.pdf.

7 Information Technology Secuirty Guide, Royal Canadian Mounted Police, 2003, http://
www.rcmp-rc.gc.ca/tsb/pubs/it_sec/g2-003_e.pdf.

(o2 IS L

8 National Industrial Security Program Operating Manual Supplement, U.S. Deprtment
of Defense, 2004.
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Clearing and Sanitizing Data Storage

Media Type Clear Media Sanitize Media
Magnetic Tape
Type | (1>350 Oe) AorB A,B, or Destroy
Type I (1>750 Oe) AorB B or Destroy
Type Il (>750 Oe) AorB Destroy
Magnetic Disk Packs
Type| (1>350 0¢) N/A AB,orC
Type I (*>750 Oe) N/A BorC
Type Il (>750 Oe) N/A Destroy
Magnetic Disk Packs
Floppy AB,orC Destroy
Bernoulli AB,orC Destroy
Removable Hard Disk A;B,orC A,B,C,or Destroy
Non-Removable Hard Disk C A,B,C, or Destroy
Optical Disk
Ready Only N/A Destroy
Write Once, Read Many N/A Destroy
Read Many, Write Many C Destroy

A" Degauss with Type | Degausser
B Degauss with Type Il Degausser
C Overwrite all locations with a character,
the compliment of the character, then a random character

Table 1- Clearing and Sanitizing Data Storage

Degaussing media is accomplished by randomizing the mag-
netic eld used to store the data. Some varieties of magnetic
mediarequire stronger types of degaussing equipment for era-
sure due to having higher levels of coercivity. The coercivity
of the media, measured in Oersteds (Oe), de nesthe strength
of the magnetic eld required to reduce the magnetic eld
of the media to zero.® The DoD considers degaussing to be a
more reliable methods of removing data than overwriting.

Overwriting the data stored on the media is accomplished by
writing data three times to every byte on the disk. The rst
pass writes a character, the second pass writes the comple-
ment of the character used in the rst pass, and the third pass
writes a random character. Additionally, a random sampling
must be conducted to ensure that all sectors have been over-
written, as well as a check performed to ensure that no new
bad sectors have been created. If new bad sectors have been
created, the media must be subsequently sanitized with the
appropriate level of degausser.?®

9 P.Wilkinson, Protecting Military Data in a Flash, COTS Journal, 2005.

10 Note that DoD standards are updated with some regularity and that these methods
may not be acceptable for some types of media and/or levels of data. It is always
recommended to seek out the most recent update of the regulatory information
governing the data and media in question.
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Data recovery

Data recovery, which can be de ned as the retrieval of infor-
mation which has been put beyond the reach of the average
computer user, is often considered to be one of the black arts
of computing. Many operating systems have simple tools for
recovering les that have accidentally been deleted, and many
companies will happily sell you tools to help with these sorts
of tasks. If these tools prove inadequate, there are companies
that will attempt to recover data which is beyond the reach
of these utilities or from media which has become damaged,
for a price ranging from several hundred to several thousand
dollars.

Data recovery tools

Data recovery utilities are generally most useful immediately
after the le has been deleted, and then only if measures are
not in place to prevent the recovery of the le. If the operating
system does not have a built-in tool to recover deleted les, or
if these tools prove not to be up to the task, many commer-
cial le recovery tools can aid the user. These tools, although
generally cosmetically more appealing and perhaps more
user friendly, are generally not much more sophisticated in
operation than some of the simpler tools. If these tools fail
to return the needed data and the data is of suf cient impor-
tance to merit it, the next recourse is generally to turn to a
commercial data recovery service.

Methods of data recovery

Data can be recovered from media in a variety of ways. It can
be pulled from unallocated storage space, slack space, from
storage artifacts, from areas of the disk which are not nor-
mally accessible to users and, if these methods fail, the data
can be recovered from the media directly via magnetic mi-
Croscopy.

Unallocated storage space

As previously discussed, deleted les are generally not re-
moved from the storage media unless steps have been taken
to do otherwise. The areas that the deleted les are stored in
are marked as being available for use but, particularly given
the large storage sizes of modern media, may not be overwrit-
ten for extended periods of time.

Wpego wtegi

Slack space is space that, due to the way that data is stored
on digital media, is considered to be allocated to data, but
may not be entirely lled by the data that it contains. When
data is written to storage media, there is a minimum unit of
data that can be written. Any remaining amount of space in
the minimum unit that is not used is considered to be slack
space.

A good analogy to explain this phenomenon is that of record-
ing television programs onto a VCR tape. First, a one hour
show is recorded and the tape is rewound. Next, a thirty min-
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Factors in hardening data

Factor Number & Name

Description

ISSA Journal | October 2008

Evaluation of Methods by Factor

F1- Speed How quickly process can be executed

How thorough the process is in removal

F2 - Completeness of data

F3 - Process cost Monetary cost of executing the process

Performance effect on the media

F4 - Effect on performance e e

The level of training required to execute

F5 - Training required PIoCess

The level of equipment needed to

F6 - Equipment required execute process

How reusable the media is after process

F7 - Reusability has been executed

Effort needed to reuse/replace the

F8=Administrative cost media after process has been executed

Where the method is intended to be

F9 - Geographical requirements executed

ute show is recorded and the tape is rewound. Finally, fteen
minutes of a news broadcast are recorded. Upon examining
the tape, the news broadcast is intact, fteen minutes of the
thirty minute show are present, and thirty minutes of the one
hour show are present.

Storage artifacts

When a particular piece of media has been used to store data
in more than one partition or le system over time, it is likely
that storage artifacts will develop. An example of such a stor-
age artifact is an area of the media which, using the present

le system or partition is inaccessible, but was, at one time,
used for storage. For example, a hard drive is originally con-

gured with four partitions under operating system A. The
drive is then loaded with operating system B. In the process
of recon guring the drive to load operating system B, an
eight megabyte portion of the drive is left as free space. This
portion of the drive is never partitioned or formatted as part
of the operating system load. It is possible that data from the
original operating system exists in this unused portion of the
media. Given the differing nature of storage systems used by
various operating systems, it is quite possible that data stored
in one of these areas may never be overwritten.

Non-user accessible storage areas

On many types of modern storage media, portions of the
storage area are set aside for the use of the manufacturer. This
reserved space may be used to compensate for bad blocks, to
store data about the speci c¢s and operation of the media,
store the microcode that controls the operation of the device,
and a variety of other items that vary by manufacturer. The
other potentially large area of inaccessible storage may be cre-
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Examples Physical ~ Post-write  Pre-write
Minutes, hours, days 8 1 8
Media destroyed, % bits overwritten 10 3 8
Equipment maintenance, software

licensing 5 5 10
CPU usage, login time, write speed 10 10 2
None, minimal, extensive 7 7 6
Industrial shredder, degausser, blunt 9 5 5
object

Media destroyed, completely

reusable 0 10 10
Replace media, recreate le system 3 10 10
Aircraft, ship, of ce 3 5 10

Table 2 — Factors in Hardening Data

ated when a manufacturer logically modi esadrive to reduce
its capacity. Any of these places could, in theory be used to
hide data.

Magnetic microscopy and edge effects

Data is written to a single disc platter in concentric circles
called tracks. Due to the magnetic nature of the media and
slight variances in the position of the drive head, the writing
process leaves residual data outside the normal boundaries of
the track; this residual data is referred to as the edge effect.

Magnetic microscopy is performed by using a device that can
sense very slight magnetic elds to directly examine the sur-
face of magnetic storage media. This allows the entire surface
of the media, including the track edges to be examined in-
stead of only the areas that are normally accessible.

The basic tools to do magnetic microscopy can be assembled
relatively easily for around $100.** This, of course, does not
provide a full automated solution like those used by large-
scale data recovery services, but makes a good starting point
and exempli es the level of technology required to recover
apparently overwritten data.

Analysis of methods used to harden data

Data hardening classi es methods that may be used to pre-
vent digitally recorded data from being recovered in a useful
state from storage media. A wide variety of methods can be
used in an attempt to harden data, some more successful than
others. The determination of success for any given method is
entirely situational; in some cases the speed of execution and

11 P. Wilkinson, Protecting Military Data in a Flash, COTS Journal, 2005.
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completeness of destruction might outweigh all other factors.
In other cases, factors such as cost or training might weigh
more heavily.

Factors in hardening data

When evaluating methods of hardening data, it is helpful to
examine some of the factors that might make a given method
more or less desirable in a given situation. Use of these fac-
tors enables rating of the various methods that might be used
to harden data. In the sections below, each of the factors has
been evaluated on a scale with a range from one to ten, one
being the least desirable, and ten being the most desirable.
These factors are intended as a general guideline for evalu-
ation and may not rate the same, or even be applicable, in
every situation. The evaluation methodology is intended to
be exible in this sense.

Some of the factors involved in hardening data are shown in
Table 2.

For purposes of brevity, the various methods being examined
have been classi ed into the following areas:

= Physical destruction of media
= Post-write logical alteration
= Pre-write logical alteration

Table 2 also shows the ratings assigned to the individual fac-
tors for each of the three categories, as well as the selected
factor ratings for each method. Each of the methods is also
displayed graphically below. Based on the rating of the se-
lected factors, stronger methods, i.e., those with a greater set
of more desirable characteristics, will cover more of the chart
and weaker methods less.

F1

Physical
destruction

Physical destruc-
tion of the media
is a generally ac-
cepted as a sure
method of hard-
ening data. This
category includes
such methods as F7
shredding, incin-
erating, submerg-

ing in acid, blunt F6 F5
force, degaussing,
and other similar
methods, and often equates to sanitizing, as described in NI-
SPOM. As can be seen from the data, the primary bene ts of
physical destruction are speed, completeness, and no effect
on performance. Unfortunately, executing this type of meth-
od generally requires the presence of some sort of equipment,
an industrial shredder for instance, and entirely precludes re-
use of the media. Figure 1 shows the total coverage for this
method.

Figure 1 — Physical Destruction of Data

ISSA Journal | October 2008
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Post-write logical alteration

Post-write logical alteration, i.e., alterations made to the data
after it is written to the media, is another accepted method
of hardening data. The most common use of this method is
overwriting data multiple times. Additionally, changing the
partition structure, reformatting existing partitions, low-
level formatting, 1

changing the le

system, or some F9 40 F2
combination of ?

the above meth- )

ods are com- A

monly used. This F8 > F3
method equates \ \

to clearing, and \
F7 \) F4

in some cases

sanitizing, from
NISPOM.  This
particular meth-
od has the advan- b ks

tages of having no

effect on perfor- Figure 2 — Post-write Alteration of Data
mance, complete reusability, and easy re-deployment of the
media. The aws in the use of this method lie in speed and
completeness. In order to accomplish a relatively sure erasure
of data, most variations of this method have to be executed
repeatedly. Given media with a large capacity, this process
could require several days to complete. Figure 2 shows the
total coverage for this method.

Pre-write logical alteration

Pre-write logical alteration is most commonly performed via
encryption of data stored on the media. In order to provide
a strong level of F1
security, the use
of a method that
encrypts the me-
dia as a whole is 6
desirable.  Oth- &
er methods, of "8 2
course, are avail- 0 >
able, but tend to- r
ward the esoteric, ,
such as the use g7
of non-standard

le systems. Pre-
write  alteration F6 s
is generally fast,
has a low process
cost, enables the media to be reused, has a low administrative
cost to re-deploy, and can be used without geographical re-
striction. The price of using this technique to protect data lies
in hits to performance. This method, examined in a general
sense, provides the best coverage across all categories, as can
be seen in Figure 3.

F9 40 F2

Figure 3 — Pre-write Alteration of Data
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Future issues in data storage

The emergence of new technologies, as well as the political
and social rami cations of their use, is sure to bring about a
great deal of change in the areas of data and data storage. It is
almost certain that, given the current global level of concern
with security and the rising population of computer users,
digital forensic science isa eld that will see the devotion of a
great deal of resources.

Many people now carry USB ash drives regularly that, as of
this writing, can be easily found in capacities of 8 GB. Also
common are MP3 players with capacities that seem to be as
large as those found in many laptop devices. These devices
can also usually be used for le storage. Storage has become
enough of a concern that the IEEE began, in 2001, to spon-
sor an annual Security in Storage Workshop in order to dis-
cuss these and related issues. To address these issues, some
companies have begun to design ash media speci cally with
the idea of data hardening in mind. An example of one such
device isan 8 GB ash drive which can be entirely purged of
data in under ten seconds.*?

Conclusion

Given the enormous body of digitally stored data that exists
today, ensuring the protection and proper disposal of thisin-
formation is paramount. Current methods of hardening data
against recovery can prove to be extremely challenging. Most
of these methods have one or more aspects in which they per-
form well, but none of the current ways of securely deleting
data works well in every instance.

New techniques are sure to arise which will allow for more
ef cient and complete hardening of data, shortly followed
by new methods of penetrating such techniques. Ultimately,
if the data is important enough to merit the expense, any
method of data hardening can be breached or circumvented
entirely.
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Optimum Performance with
Audit Standard 5

By Patrick Taylor

To mitigate the load felt by almost every company complying with SOX, the SEC released new
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ompanies have been building compliance efforts

since Congress passed the Sarbanes-Oxley Act (SOX)

in 2002. However, the transition for many compa-
nies has not been smooth. Organizations began by factoring
check lists into numerous processes and soon became bur-
dened with the seemingly endless SOX requirements. Even
worse, companies failed to avert the fraud these requirements
were supposed to address.

SEC Chairman Christopher Cox said, Congress never in-
tended that the 404 process should become in exible, bur-
densome and wasteful. The objective of Section 404 is to
provide meaningful disclosure to investors about the effec-
tiveness of a company s internal controls systems without
creating unnecessary compliance burdens or wasting share-
holder resources. *

Nevertheless, to mitigate the load felt by almost every com-
pany complying with SOX, the SEC released new guidance
known as Audit Standard 5 (AS 5) which takes a more risk-
based approach to auditing.

With the Commission s new interpretive guidance for man-
agement on the evaluation and assessment of its internal con-
trols over nancial reporting, companies of all sizes will be
able to scale and tailor their evaluation procedures according
to the facts and circumstances, Coxsaid. And investors will
bene t from reduced compliance costs. 2

What does AS 5 mean?

AS 5 makes compliance more ef cient by taking a risk-based
approach, allowing companies to evaluate where to place their
control emphasis. Instead of covering all fraud scenarios,
companies can dedicate their resources to preventing fraud
where it is most likely to occur. Organizations still achieve
the goal of preventing fraud without wasting time and money

1 SEC Approves New Guidance for Compliance with Section 404 of Sarbanes-Oxley,
Securities and Exchange Commission. May 23, 2007. http://www.sec.gov/news/
press/2007/2007-101.htm.

2 ibid.

chasing down remote possibilities of fraud, regardless of like-
lihood or potential impact.

For example, rather than committing resources to document
the security around backup tape procedures, a company can
devote resources to monitor journal activities to identify any
management override of controls. By identifying and focus-
ing on areas of highest risk, companies can prevent fraud that
might otherwise have slipped through unnoticed. The largest
losses to investors have come from management cooking the
books, not from someone restoring data from manipulated
backup tapes.

AS 5 stresses reliance on the work of internal audits, elimi-
nating the need to recheck already accurate assessments. Au-
ditors can look at collected reporting data, and while it shows
them everything they need to know, they still need to go
through the process of creating the same report for their own
use. With the new guidance, external auditors can depend on
well-documented results to direct time and energy, reducing
costs and duplication of work. One way for companies to es-
tablish well-documented information is to use a continuous
monitoring system which summarizes problems and what
solutions have been implemented to mitigate the issues.

Viwow xs ehhviww {mxl EW 9

SOX was created to prevent repeats of scandals such as those
at Enron® and Tyco.* However, companies like Dell proved
that SOX was not enough to stop these scandals. Organiza-
tions are struggling to address threats in a low-cost and effec-
tive manner, and AS 5 hopes to help. The struggle has been,
in large part, due to a lack of clarity regarding the true risk.
Auditors should focus efforts in the highest-risk areas as de-
termined by a risk analysis.

Some of the risks AS 5 hopes to address include the general
ledger (GL). With most companies, the highest risk for fraud

3 Behind the Enron Scandal, TIME, http://www.time.com/time/2002/enron.

4 Securities Fraud FAQS: http://www.lawyershop.com/practice-areas/criminal-law/
white-collar-crimes/securities-fraud/fags.
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involves the GL. Within the GL there are always adjustments
that need to be approved. Privileged users can revise account
balances without causing comment. However, this is where
abuse can arise through otherwise valid adjustments.

For example, management can either use its own override
capabilities to bypass journal entry controls or pressure sub-
ordinates to make entries contrary to policy. Additionally,
management can attempt to override revenue recognition
policies through either direct entry or by pressuring subor-
dinates. Another way to misuse power is for authorized users
to go around corporate policy and journal entry controls by
splitting single manual entries into multiple manual entries,
each of which individually falls within policy restrictions.

FirtAxark jvsq EW 9

Companies can maximize the bene ts from the shift to AS5
by re-evaluating current compliance efforts to remove some
dead weight. This will allow companies to prioritize risks and
respond accordingly with more resources to devote to the
most likely causes of fraud.

In addition, companies should consider employing a contin-
uous transaction monitoring solution. To combat the highest
risk areas, companies should not settle on a random sample
of transactions. Automated continuous monitoring allows
companies to routinely check all single nancial transactions
for fraud. Reducing the user error that comes with inaccu-
rate data entry improves the chances of catching fraudulent
activities, while saving overhead and eliminating duplicate
payments and other errors in the billing process.

Hipfivexirk e viwolfewih ettvsegl

It can be nearly impossible to comprehensively prevent all po-
tential fraud scenarios. Effective prevention involves nding
the greatest risks. In a 2008 report on Sarbanes-Oxley, Over-
sight Systems found identifying the areas of greatest risks is
the number one concern of nancial executives surveyed.®
Financial transactions in a company require privileged users
to manage unique situations that inevitably arise. With these
user override capabilities, companies have had to diminish
their rewalls. Thisrequiresashiftin tactics for preventing
fraudulent practices.

With a process already in place for addressing problems,
companies need to monitor all GL transactions for fraud risk.
Today, company policy might require all manual journal en-
tries greater than a speci ¢ dollar amount to be reviewed and
approved by the controller. However, with AS 5, auditors will
evaluate all entries in areas of greatest risk, including auto-
mated entries companies need to ask themselves, Is our
current policy adequate to address fraud risk?

With AS 5, auditors can base their judgments on the systems
already in place. Developing this sort of risk-based approach
will help companies highlight the measures they have taken

5 The 2008 Oversight Systems Financial Executives Report on Sarbanes-Oxley, July
29, 2008. http://www.oversightsystems.com/resources_reports.php.

20

ISSA Journal | October 2008

to decrease risk when they are audited. This minimizes the
potential for misstatements and fraud from management
overrides.

With the higher potential for management fraud, a company
can focus more effort in this area. With developed checklists
and controls, changing to AS 5 should be a smooth transi-
tion because companies have already spent years developing
checklists of controls. Previous guidance was more cover-all-
the-bases approach, focused on making sure a company had
aplan in place. Under AS 5, companies do not have to expend
much time attending to unimportant details and instead can
emphasize their fraud risk assessment.

Cutting fraud and compliance costs

To combat fraud and lower compliance costs, companies
must consider the fraud diamond, which includes the follow-
ing elements: reasoning, strain, opportunity, and capacity.

Reasoning

Anyone involved in fraudulent behavior can commit illegal
actions he does not perceive as being in con ict with per-
sonal ethical standards. In many cases, individuals started
out stretching company policy. Over time, their activities
continued to shift further from appropriate behavior. Effec-
tive fraud prevention must assist the individual s ability to
recognize appropriate values and actions. When even shades
of gray are highlighted as noncompliant, it makes it harder
for individuals to begin the slide into outright fraud. Con-
tinuous monitoring can ag potentially fraudulent actions
that are exceptions to accepted policy and controls and raise
individuals consciousness of potential ethical con icts.

Strain

Reducing fraud risk can be applied to general company poli-
cies. One of the precursors to fraud involves tying compen-
sation closely to nancial performance. Oversight found 81
percent of corporate fraud occurs because of the pressure to
do whatever it takes to meet goals.® If this business structure
is necessary, companies need to have independent controls
over management overrides to reduce this risk.

Opportunity

Companies need to evaluate whether controls are suf cient
to address the risks of fraud, especially regarding manage-
ment override. One of the most effective ways to do this is
to implement a continuous monitoring solution. Continu-
ous monitoring is a control that observes the effectiveness
of other controls by testing every transaction. If a company s
continuous monitoring program includes the processes for
dealing with errors and other problems, then the company
is able to detect and prevent misstatements on a timely basis.
Under AS 5, if other control activities do not prevent mis-
statements of nancial information, or if they only remove

6 The 2007 Oversight Systems Report on Corporate Fraud, June 11,2007. http://www.
oversightsystems.com/resources_reports.php.



