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nents as individual crime scenes, each capable of pos-

sessing thousands of pieces of interrelated evidence
and clues.* The digital investigator uses this information to
perform a structured examination and analysis to deter-
mine what happened, when and where, and by whom. Unlike
physical evidence, however, digital evidence is much easier to
manipulate, hide, or even remove from detection.? Because
it exists only as electrical charges representing ones and ze-
ros, tools, techniques, and even normal system behavior
can compromise the availability or usefulness of digital evi-
dence. Once compromised, this tainted evidence can render
further examination or analysis dif cult if not impossible to
perform. When such data manipulation is performed to spe-
ci cally countermeasure forensic analysis, this is known as
anti-forensics.

T he process of digital forensics treats digital compo-
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The purpose of digital forensics is to determine if an infor-
mation storage or processing device was used to perform a
speci cact. In doing so, the results of an investigation should
yield reproducible results of high quality and adequate quan-
tity to corroborate an investigator s conclusions. Unfortu-
nately this premise is fraught with challenges and inherent
weaknesses.

One of the greatest challenges faced by a forensic examiner
istime both the imminent loss of data due to changes over
time and the limited amount of time an investigator has to
complete the investigation process. As time progresses, many
system logs and le remnants can be erased or overwritten
due to the transient nature of le systems and limited capac-
ity of storage devices. As changes occur to a systems state,
network connections are terminated and processes conclud-
ed. Once modi ed or overwritten, extracting or reconstruct-
ing this information can be prohibitively dif cult if not im-
possible. In addition to its effect on the state of information,
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time can also place constraints on the ability of an investiga-
tor to acquire evidentiary data.

Because most investigators are assigned to multiple cases and
have a nite amount of time to allocate to each investiga-
tion, they are often unable to devote adequate time to each
examination. This is especially true as the storage capacity
and bandwidth available to end-users continues to grow rap-
idly and prices decrease. As a result of this trend, the time re-
quired by traditional forensic tools to image and complete an
analysis, combined with the increased number of investiga-
tive targets, has created scalability issues.® As the size of drives
increases and the number of targets expands, investigators
may have issue with the amount of time required to process
a single hard drive, let alone multiple drives from numerous
targeted systems. And once a drive has been analyzed, sifting
through the enormous amount of data can be like searching
for a needle in a mile-high haystack.

Anti-forensic techniques

Anti-forensic techniques attempt to exploit the inherent
weaknesses in the digital investigation processes. Primarily
focused on the collection, analysis, and presentation phases,
anti-forensics serves to locate and exploit issues found in all
phases of the process where technically possible. This is es-
pecially true when an investigation is based on three funda-
mental assumptions:

= The data can provide evidence
= The investigator can trust the results of selected tools

e Theinvestigatorisableto nd the evidence present on
the targeted system

Anti-forensics attacks these three assumptions by targeting
the data, the tools, and the investigator.*

Attacking the data

One of the primary goals of a digital forensics investigation is
toacquire evidentiary data from atarget system. This requires
the investigator to use specialized forensic tools to evaluate
the content of a systems memory and storage devices, per-
form a manual review of all system data for relevance in a
case, or a combination of the two. They key element of either
method is the acquisition of relevant data. By attacking the
data, anti-forensics seeks to make information unreadable,
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hidden, or completely erased from the target system. Several
methods can be used to accomplish these goals.
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The impact of encryption on a digital forensic investigation
is largely determined by the type of data being encrypted
and how. The extent of what is encrypted combined with the
strength of encryption methodology will have the greatest
impact on the level of dif culty imposed on the investigator.

At the least granular level, the entire hard drive of a system
can be encrypted, guarding its contents from unauthorized
access and disclosure. While this does not prevent an inves-
tigator from imaging the drive, once imaged, the contents of
the drive appear as virtually indecipherable randomized bits.
Without the proper decryption key(s), the investigator must
rely on performing brute force attacks against the key(s) in
an attempt to decrypt the data. Given that a drive encrypted
using the Advanced Encryption Standard (AES) with a 128-
bit key has 2'? possible keys, the likelihood of a successful
brute force attack is miniscule at best. Adding to this dif -
culty, even if the investigator were to select the correct key,
the disk contents must be examined with each possible key to
determine if the data is properly decrypted. Given this level of
dif culty, the investigator is likely to have more success by at-
tempting to acquire the encryption key using other methods
such as a previously installed keystroke logger or attempting
to retrieve the decryption key from system memory.

While whole disk encryption is becoming more common-
place in government and select corporate environments, im-
plementation of such solutions is currently most prevalent on
Microsoft Windows based systems. For other operating sys-
tems such as Linux, Unix, and Apple s Mac OS X, the investi-
gator is more likely to encounter partition-level encryption.
With partition-level encryption, only a segmented portion of
the hard drive is encrypted. Although the investigator may
easily examine unencrypted partitions of the hard drive, as
with whole disk encryption, without the appropriate decryp-
tion key(s), the contents of the encrypted partition appear as
randomized bits.

Similar to partition encryption, the investigator may also
encounter encrypted containers on the drive. While not a
separate division of the hard drive, an encrypted container
acts as a virtual drive on the system, encrypting any le or
directory placed within the container. Unless mounted as an
active drive on the target host, an encrypted container may
even be hidden on the hard drive, appearing as random bits
in unallocated drive space. Unless speci cally looking for its
existence, an investigator may not even be aware of such a
container existing. And, as with other encryption mecha-
nisms, without the decryption key, the data will remain inac-
cessible.

Finally, at the most granular level, encryption may be ap-
plied to an individual le or part of a les contents. While
this does not hide the evidence that the le exists, without
the decryption key, its contents remain indecipherable by the
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