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The Information Systems Security As-
sociation (ISSA)fi is a not-for-pro t, in-
ternational organization of information
security professionals and practitioners.
It provides educational forums, publica-
tions and peer interaction opportunities
that enhance the knowledge, skill and
professional growth of its members.

With active participation from individu-
als and chapters all over the world, the
ISSA is the largest international, not-for-
pro t association speci cally for security
professionals. Members include prac-
titioners at all levels of the security eld
in a broad range of industries, such as
communications, education, healthcare,
manufacturing, nancial and govern-
ment.

The ISSA international board consists of
some of the most in uential people in the
security industry. With an international
communications network developed
throughout the industry, the ISSA is fo-
cused on maintaining its position as The
Global Voice of Information Security.

The primary goal of the ISSA is to pro-
mote management practices that will
ensure the con dentiality, integrity and
availability of information resources. The
ISSA facilitates interaction and education
to create a more successful environment
for global information systems security
and for the professionals involved.

Hello ISSA members
Howard A. Schmidt, ISSA International President

s many of you are aware, we held
A our annual general membership

meeting in conjunction with the
Colorado Springs chapters annual Fall
Information Security Conference, Oc-
tober 2. It was particularly gratifying to
see a large turnout of members not only
for the conference but also the member-
ship meeting, as well as the rst face-to-
face meeting of the Chapter Presidents
Advisory Council (CPAC). Sponsor
support helped make this event a big
success; the facility was outstanding;
and overall it stands up there as one of
the best annual ISSA general member-
ship meetings that | ve attended. Thank
you to all involved.

When you look at the content of the con-
ference and listen to the dialog among
the attendees, it is clear that this secu-
rity business is not slowing down at all.
Whether it was keynote sessions or tech-
nical tracks, the audience was engaged,
asked really good questions, and appre-
ciated the expertise of the presenters and
the expertise that each of them brought
to the table as members of ISSA.

At the membership meeting we rec-
ognized chapter presidents who have
served or are serving the various ISSA
chapters, a number of whom were in
attendance. To you who were not able
to attend, your efforts and dedication
to the organization are greatly appreci-
ated, and we missed your presence at the
meeting.

As it was not possible to have all our
members attend the membership meet-
ing, you can now view the webcast on
the ISSA website at your convenience.
Learn about some of the projects ISSA
has been involved with and were talked
about at the meeting. If you have the
time and desire, | heartily encourage
you to contact ISSA member and chap-
ter relations and get involved.

These days have seen
tremendous turmoil
in markets and -
nancial institutions
worldwide, generat-
ing concerns over the
viability and pres-
ence of security in
corporations and small businesses that
may be struggling during these tough
nancial times. The number one ques-
tion I hear from many sources is will we
have a slowdown in security and how
will it impact those of us working in the
information security business. None of
us can really say for sure what business
decisions will be made, but its fair to
say that it does not make good business
sense to lower the priority of security.

Security is about protecting resources
and assets; tighten our belts and restrict
spending, yes. But create an environ-
ment of increasing our risk by not in-
vesting in security? That can only lead
to greater losses, more expensive opera-
tions, and even loss of business. Many of
us have seen cycles where for nancial
reasons we have had to look to ways of
doing more with less  thats just the

business of security, and | think we
can all live with that. But making secu-
rity less of a priority puts us in a position
to do more damage than good.

I often suggest topics that may be good
for discussion at chapter meetings, and
this would probably be one of the more
important ones weve had in recent
times: to discuss amongst our peers,
our fellow ISSA members, the impact
of current nancial dif culties and the
methodologies we are using to continue
protecting our resources, securing our
data, and ensuring the continuity of our
businesses.

Safe computing until next month,

Howard A. Schmidt
ISSA International President



his  month
we have our
last conver-

sation with the 2007
ISSA award recipi-
ents, Louis Gamon,
Security Profession-
al of the Year. Louis
is a well-known and
respected gure in ISSA and InfoSec,
and like the previous award recipients,
he continually demonstrates a willing-
ness to get involved, stepping outside his
cubicle so to speak. Which leads me to
the reminder that nominations for this
years awards are currently umderway
and close December 15th.

| came on board with the Journal during
RSA USA 2007. Sitting at my computer a
couple states away, | took in the keynotes
and other presentations the website of-
fered just like being there. | wondered
at the time why ISSA did not do the same
with its annual meetings. Well, this is
the year! The annual meeting in Colora-

Welcome to the November Journal
Thom Barrie Editor, the ISSA Journal

do Springs was webcast live agreat op-
portunity to share in the business side of
the association, especially for those not
able to make the journey. The quality of
the broadcast was  okay like being
there. For those who did tune in, and
especially those who did not, the on-de-
mand version currently available on the
ISSA website is awesome. But don t take
my word, tune in yourself.

Speaking of RSA, this year s poster boy
was Alan Turing, generally considered
the father of modern digital computing,
whose more high-pro le accomplish-
ments surrounded the WWII code-
breaking effort at Bletchley Park in
England. The park and on-site National
Museum of Computing are seeking help
from the computing industry worldwide
to keep the museum viable. We pay a lot
of lip service to Turing; how about a few
dollars and pounds as well! And you get
a T-shirt to boot!

Thom Barrie
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Protecting Privacy, circa 2008:
Our personal information now in the clouds?

By Randy V. Sabett - 1ssA member, Northern Virginia, USA chapter

everal years ago, every business on

the Internet worried about having

a privacy policy, and many tried
to make sure their privacy policy accu-
rately captured the business practices.
For several companies that didn t worry
enough, the FTC entered the picture and
will remain in the picture for them over
the next 20 years. The burning privacy
question now centers on what happens
as we move toward more computing in
the cloud?

Privacy today (at least in the United
States) might be best viewed as moving
forward chaotically. At one extreme, we
have state laws af rmatively requiring
encryption of personal information and
red ag rulesaddressing identity theft.
At another extreme, we have numerous
services that some view as heightening
concerns over privacy. As only a partial
list, things like software-as-a-service
(SaaS), targeted advertising, Web 2.0,
widgets, and computing-in-the-cloud
all raise privacy issues. Almost as a third
extreme, we have personal and sensitive
information being provided to service
providers at an unprecedented pace,
both by consumers and by companies.

The notion of SaaS or computing-in-
the-cloud (i.e., using applications host-
ed on remote third-party servers and
storing data on those servers) dates back
many years. Many companies during
the Internet bubble tried to launch Web
operating systems and Web applica-
tions, but only recently has the concept
developed enough momentum to garner
serious attention. The implications from
a privacy perspective are signi cant. By
using such applications and storing data

in the cloud, both users and data sub-
jects lose some amount of control over
their data.

For companies, some protection and
comfort may be derived from the con-
tractual arrangements with the supplier
of those services. Those companies re-
sponsible for sensitive information may
nd, however, standard con dentiality
clauses to be insuf cient. Instead, stron-
ger terms and conditions around the
security of their data may be needed.
Statutory requirements could further
drive this issue. For example, at least
two states now require that entities en-
crypt personal information. In addi-
tion, the federal red ag rules require
companies to identify triggers related to
potential identity theft. The complexity
of implementing such requirements in-
creases as control over the data decreases.
Carefully constructing appropriate con-
tractual provisions will become a neces-
sity.
Another exemplary privacy concern
involves widgets, those small, self-con-
tained desktop or web-based pieces of
software that can contain content rang-
ing from text to images, audio, and vid-
eo to applications. Widgets can be eas-
ily distributed (think viral and targeted
advertising) and can be placed on any
social networking site, blog, or start up
page. No longer simply a desktop nov-
elty, widgets can contain powerful and
potentially dangerous functionality that
is portable across platforms.

Some entities in the widget ecosystem
have begun employing information
collection practices that in some ways
resemble some early web-based appli-
cations and services. Certain widget
authors or entities that distribute wid-
gets will collect personal information
prior to sending the desired widget to
the customer. The use of that personal
information will depend on the privacy
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practices of that au- g :
thor or distributor.
The possibility also
exists that a third-
party widget could collect personal in-
formation as part of its functionality.
The collection of that personal infor-
mation could be under an unknown (or
nonexistent) privacy policy. Thus, a visi-
tor to a particular website of a rst com-
pany might click on a widget written by
a second company for a product of yet
some other third company. That visitor,
however, may never be presented with
the privacy policy of either the company
that wrote the software for the widget
or the company whose product is being
advertised.

So, is it safe to use these new constructs
and, so to speak, venture into the cloud?
Certainly, using SaaS, targeted adver-
tising, widgets, and computing-in-the-
cloud can help a business control costs
and resources. Responsibility for many
time-consuming issues (e.g., upgrades,
patches, and similar con guration is-
sues) will now lie with a third party. All
of these are good things, but hard ques-
tions must also be confronted in dealing
with the security and privacy implica-
tions. At the end of the day, hopefully
there is a privacy-focused silver lining
somewhere in that cloud.

About the Author

Randy V. Sabett, J.D., CISSP, is a Part-
ner in the Internet, Communications, and
Data Protection (ICDP) practice group at
Sonnenschein Nath & Rosenthal LLP, an
adjunct professor at George Washington
University, and a member of the Commis-
sion on Cyber Security for the 44th Presi-
dency. He may be reached at rsabett@
sonnenschein.com.

The views expressed herein are those of the author and do not necessarily re ect the positions of any current or former clients of Sonnenschein or Mr. Sabett.
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hen Fri-
day af-
ternoon

rolls around, most
of the readers of this
column are thinking
about logging and
log management. With the weekend giv-
ing you a temporary reprieve from the
world, why wouldnt you spend some
precious brain cycles thinking about
one of the most critical components of
security management?

Businesses rarely stop when the of ce
is empty. Customers dont stop buy-
ing, and the bad guys don't stop trying
to subvert the controls you manage just
because you went home. All of the work
you put into security during the week
must stand up to the short, two-day va-
cations that most of us get at the end.

The foundation of early detection starts
with strategic logging. So do operation-
al things like capacity planning, or any
sort of analysis of IT applications within
an environment. You must understand
what events are occurring, and the order
they occur.

So if this task is so important, why do
companies fail spectacularly when it
comes to logging?

Logging and log management is yet
another part of IT operations that is
viewed as overhead as opposed to value.
In order to enable logging, that takes
computing cycles. Some machines are
already at capacity and suffer signi cant
performance hits when logging is en-
abled.! After you generate all these logs,
you have to think about sending them
somewhere. Logs on endpoints are use-
ful, but not nearly as useful as a central-
ized solution that allows you to correlate
hundreds or thousands of log sources.
Sending logging information in from
the eld costs bandwidth. Finally, you
are going to need a place to store all of

1 *COUGH?* Point of Sale *COUGH*
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this stuff. Storing logging information
costs disk space.

Organizations subject to compliance
standards like PCI-DSS make things
worse when they deploy point solu-
tions on various platforms simply to get
a check mark in their compliance box.
Last month I talked about organization-
al silos, but deploying logging tools in
point solutions creates 1T silos ! Main-
frame systems are siloed from mid-tier
systems, and those are siloed from the
desktop world. Point solutions are use-
less outside of compliance-driven initia-
tives and will cost you more to maintain
in the long run.

The basic mistake that companies make
when trying to deploy logging is they
only think about two states of logging:
on or off. While moving the logging
switch from circle to stick is required
for this whole thing to work, logging ev-
erything does you no good. Information
overload leads to apathy which leads to
careless security which leads to a breach.
Anyone want to comment on how well
your intrusion detection systems are
tuned such that they add value to the
organization?

Well, we re all listening

The challenge to good logging is choos-
ing the correct things to log and having
them log from the most optimal source.
Technically, you could track access to
resources over multiple mediums. Fire-
walls, routers, applications, databases,
and even operating systems can all gen-
erate logs that lead to duplication and
information overload. Should rewalls
track access to sensitive data by them-
selves? Absolutely not, but some could
with the appropriate rules in place.

What s better is to have an application
or a database track the access, and have
real-time analysis performed on the
logs generated. Suzie in Customer Ser-
vice will typically access one credit card
number every ve to ten minutes. If she

Pointing to Logging Strategy

By Branden R. Williams - 1ssa member, North Texas, USA chapter

is accessing ve to ten numbers in one
minute, you know something is amiss.

To create an enterprise strategy, you
must rst understand the business. Our
role is to support the business (and oc-
casionally prevent someone from swim-
ming in shark-infested waters). Once
you understand the business, you must
determine what the logging limitations
are of the technologies driving the busi-
ness. This is not easy and will require
digging through technical manuals and
working with engineers from multiple
vendors to get the data that you need.

After you know the capabilities of the
systems in your environment, you must

gure out the optimal place to capture
logging information that tells you what
you need to know. Sometimes this will
require you to invest in supplemental
software or hardware, other times you
may be able to make do with what you
have.? Regardless, you will need to in-
vest in some technology to collect and
analyze the logs intelligently by either
purchasing third-party services or do-
ing in-house development.

Logging shouldnt be a drain on your IT
infrastructure. If you left strategy on the
side of the road, the path to logging Zen
will be impossible to follow. Before you
buy that next point solution for a com-
pliance initiative, stop and think if your
actions will support the greater logging
good!

About the Author

Branden R. Williams, CISSP, CISM is the
Director of the PCI Consulting Practice
at VeriSign and regularly consults with
top global retailers, nancial institutions,
and multinationals. He can be reached
at bwilliams@verisign.com or at http://
www.brandenwilliams.com. His blog can
be read at http://blogs.verisign.com/secu-
rityconvergence.

2 Thank YOU syslog()!



Take Stock in Yourself
By Joyce Brocaglia

S a career advisor to the infor-
A mation security and controls

environment for the past 22
years, | have had the privilege of grow-
ing up with many of you. Over these
years | have helped many of you navi-
gate your own careers and in many cases
helped you build your teams. We have
weathered many storms together over
the last two decades and these turbulent
times are no different.

October brought us the single worst week
in the history of the U.S. stock market,
down 18%. Major stock market averages
are now down roughly 40% from the re-
cord highs we saw exactly one year ago.
Companies that we thought were pillars
of the nancial services industry are
crumbling or no longer exist. As we all
know, there is a lot of fear around losing
our jobs through downsizing, budget
cuts, mergers, or acquisitions. The past
few months my team and | have spent a
lot of time speaking with professionals
in the eld who have been or are antici-
pating being negatively impacted by the
state of the economy.

Given the uncertainty and fears many
are facing, | feel compelled to reach out
to you during this scary time and pro-
vide some perspective.

I ve experienced many dif cult market
cycles during my recruiting career, in-
cluding the crash of 1987, the nancial
panics of 1990-91 and 1997-98, as well
as the most recent 2000-2002 bursting
of the technology bubble. Each of these
cycles was dif cult and created both
challenges and opportunities for both
clients and candidates. The crisis we re
all going through right now will do the
same.

As the markets crash around us, you
have to realize that the only thing you
can take stock in is yourself. Regard-
less of what your investments are doing,
you still have a controlling interest in

Me Inc. If you havent done so already,
now would be the time to consider the
following steps in your personal career
continuity and growth.

1. Identify your differentiators and
strengthen your personal brand.
Know what your attributes are. Are
you a turnaround CISO? A rock star
client-relationship manager? A tech-
nical expert? It is important to de ne
your strengths and be able to clearly
and concisely articulate them. Use
this perspective when updating your
resume so you can best highlight
your accomplishments.

2. Onceyouhavede nedyourstrengths,
determine how you can utilize these
qualities to add value internally to
your organization. Continuous ef-
forts in providing solutions or ser-
vices that are deemed valuable to
your company may save your job or
postpone your departure.

3. Strengthen your relationship with
the management team of your de-
partment and key stakeholders or
clients. Understand the direction
that they are taking and where your
department and you personally t
in the bigger picture. If there is an
exit strategy, estimate a time line for
your participation and begin actively
searching for a new opportunity.

4. Communication is key to maintain-
ing your sanity. It is imperative that
during these times of stress you pro-
actively seek to maintain a rapport
with you leadership. Understand-
ing the facts no matter how negative
they may be will prevent you from
being overwhelmed with irrational
thoughts or becoming paranoid.

5. If you or your company decides its
time for you to look for a new job,
leveraging your internal and external
contacts will be the key to your suc-

cess. Keep your
executive recruit-
er aware of your
status so she may
consider you for
opportunities she
feels are a match.
Get the word out to your associations,
organizations, friends, and family
that you are on the market. Recog-
nize that in the short term, supply
may outstrip demand, especially in
the most senior roles and that you
must be prepared for a marathon, not
asprint.

The one common trait shared by the
1987, 1990-91, 1997-98 and 2000-2002
cycles, asdif cultasthey all were, is that
they were all temporary. The question is,
when is the current one going to end and
how will your personal career be affect-
ed. The only answer which is completely
honest, of course, is that nobody knows.
We simply know from history that it will
end and that leveraging the trust-based
relationships that you have built over
the years will provide your best career
continuity and growth.

I know this isnt easy, but you will get
through this cycle and both your char-
acter and your professional capabilities
will be have been strengthened because
of it.

About the Author

Joyce Brocaglia is the CEO of Alta As-
sociates, the industrys trusted advisors
specializing in information security re-
cruiting, and the founder of the Executive
Womens Forum. Joyce may be reached at
www.altaassociates.com and Joyce@alta-
associates.com.
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Watch the 2008 ISSA Annual
Meeting Online

embers can now view the Annual Meeting and the
ISSA Business Meeting through two on-demand
webcasts.

ISSA annual membership meeting and keynote
Presentations include:

e ISSA Today and Tomorrow: Howard A. Schmidt,
President ISSA International

= Security in the Clouds: Sundar Raghavan, Google En-
terprise

= An introduction of newly-elected ISSA International
Board of Directors

Registration is free and open to all: http://www.issa.org/
Members/Annual-Meeting/Webcasts.html.

ISSA annual business meeting

The ISSA International Board and staff will provide you with
the annual report on the associations nancial statement,
election results, strategic planning, and accomplishments.

ISSA login is required: http://www.issa.org/Members/An-
nual-Meeting/Business-Webcast.html.

A special thanks to Mark Spencer, president of the Colorado
Springs Chapter; Greg Mitchell, president of the host facility,
Colorado Technical University; Microsoft Corp. for under-
writing the travel of our Chapter Presidents
Advisory Council (CPAC) representatives GOUSIQ

and Google Apps for their sponsorship  Micresoft
of the annual meeting.

CPAC Formed to Support ISSA
Chapters

egional representatives to the new Chapter Presi-
dents Advisory Council (CPAC) traveled to Colorado

Springs for the ISSA Annual Membership Meeting,
planning meetings, and discussions with the ISSA Interna-
tional board of directors. This valuable interchange was made
possible courtesy of Microsoft, which generously sponsored
the members travel.

CPAC members primary goals are to be an additional re-
source for chapter of cers and to facilitate communication
between chapter leaders and the international board. CPAC
members have already initiated conversations with chapter
presidents in their regions to formulate regional priorities
and goals.

Call for Nominations for 2008 ISSA
International Awards

ho would be your choices for the ISSA Hall of
W Fame, Honor Roll, Security Professional of the

Year, or Outstanding Organization of the Year?
Nominations are now open for ISSAs top honors. Although
the formal nomination must be submitted by a chapter presi-
dent or sitting member of the ISSA International board of di-
rectors, you can help by suggesting potential candidates and
highlighting their accomplishments.

Chapter of the Year will be awarded in three categories: 100
or fewer members, 100-200 members and more than 200
members.

Winners will be honored at the annual awards ceremony as
guests of ISSA International. Nominations must be submit-
ted by December 15 to Ron Helsley, Chair, Awards Commit-
tee, 2008_Awards@ISSA.org.

Welcome to ISSA’s Leading
Supporting Organizations

eBay

FishNet Security
Microsoft

Secure Computing

SSA supporting members eBay, FishNet, Microsoft, and
I Secure Computing have purchased a group of organiza-
tional memberships, giving their employees the oppor-
tunity to create a common baseline of concepts, principles,
and applications for the profession and to build on that base
by incorporating the knowledge they gain from formal train-
ing as well as on-the-job experience. Through their involve-
ment with ISSA, members are setting industry standards and
protecting the security of data and systems which play an
increasingly critical role in the success of businesses in the
global marketplace.

Organizational membership offers security professionals af-
fordable and local access to certi cation preparation, CPE
credits, and networking and their employers the opportunity
to purchase and maintain, with greater ef ciency, member-
ships for multiple employees. Employers also may transfer
memberships from one employee to another as reassign-
ments occur.

For help in implementing organizational membership for
your security team, please contact Jen Huber, jhuber@issa.
org, or call us at 866-349-5818 (U.S.), 206-388-4584 (interna-
tional), extension 105.



May 17th - 20th
Loews Royal Pacific Resort
at Universal Orlando®

Reaching
New Heights

in Digital Investigations

REGISTEI

hefore November 30th
and pay only $650*

CEIC" is the industry leading
conference for computer forensics,
compliance enforcement, incident
response and enterprise investigators
in the corporate, law enforcement
and government sectors.

w
ht more information, or to -
register for [:E[B@)l!ﬂs -
visit www.ceiccon ference.cnm
or call us at 626-463-7945 7
s
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analysis, this is known as anti-forensics.

nents as individual crime scenes, each capable of pos-

sessing thousands of pieces of interrelated evidence
and clues.* The digital investigator uses this information to
perform a structured examination and analysis to deter-
mine what happened, when and where, and by whom. Unlike
physical evidence, however, digital evidence is much easier to
manipulate, hide, or even remove from detection.? Because
it exists only as electrical charges representing ones and ze-
ros, tools, techniques, and even normal system behavior
can compromise the availability or usefulness of digital evi-
dence. Once compromised, this tainted evidence can render
further examination or analysis dif cult if not impossible to
perform. When such data manipulation is performed to spe-
ci cally countermeasure forensic analysis, this is known as
anti-forensics.

T he process of digital forensics treats digital compo-

1 Brian Carrier and Eugene H. Spafford, Getting Physical with the Digital Investigation
Process, Center for Education and Research in Information Assurance and Security,
Purdue University, 2003, 2.

2 Michael A. Caloyannides, Digital Evidence is Often Evidence of Nothing, in Digital
Crime and Forensic Science, ed. Panagiotis Kanellis, Evangelos Kiountouzis, Nicholas
Kolokotronis, and Drakoulis Martakos (Hershey, PA: Idea Group Publishing, 2006),
334-335.

Investigation process challenges and
weaknesses

The purpose of digital forensics is to determine if an infor-
mation storage or processing device was used to perform a
speci cact. In doing so, the results of an investigation should
yield reproducible results of high quality and adequate quan-
tity to corroborate an investigator s conclusions. Unfortu-
nately this premise is fraught with challenges and inherent
weaknesses.

One of the greatest challenges faced by a forensic examiner
istime both the imminent loss of data due to changes over
time and the limited amount of time an investigator has to
complete the investigation process. As time progresses, many
system logs and le remnants can be erased or overwritten
due to the transient nature of le systems and limited capac-
ity of storage devices. As changes occur to a systems state,
network connections are terminated and processes conclud-
ed. Once modi ed or overwritten, extracting or reconstruct-
ing this information can be prohibitively dif cult if not im-
possible. In addition to its effect on the state of information,
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. Attack the Data

Aﬂ“'FOf@ﬂSlCS Attack the Tools

Attack the Investigator

time can also place constraints on the ability of an investiga-
tor to acquire evidentiary data.

Because most investigators are assigned to multiple cases and
have a nite amount of time to allocate to each investiga-
tion, they are often unable to devote adequate time to each
examination. This is especially true as the storage capacity
and bandwidth available to end-users continues to grow rap-
idly and prices decrease. As a result of this trend, the time re-
quired by traditional forensic tools to image and complete an
analysis, combined with the increased number of investiga-
tive targets, has created scalability issues.® As the size of drives
increases and the number of targets expands, investigators
may have issue with the amount of time required to process
a single hard drive, let alone multiple drives from numerous
targeted systems. And once a drive has been analyzed, sifting
through the enormous amount of data can be like searching
for a needle in a mile-high haystack.

Anti-forensic techniques

Anti-forensic techniques attempt to exploit the inherent
weaknesses in the digital investigation processes. Primarily
focused on the collection, analysis, and presentation phases,
anti-forensics serves to locate and exploit issues found in all
phases of the process where technically possible. This is es-
pecially true when an investigation is based on three funda-
mental assumptions:

= The data can provide evidence
= The investigator can trust the results of selected tools

e Theinvestigatorisableto nd the evidence present on
the targeted system

Anti-forensics attacks these three assumptions by targeting
the data, the tools, and the investigator.*

Attacking the data

One of the primary goals of a digital forensics investigation is
toacquire evidentiary data from atarget system. This requires
the investigator to use specialized forensic tools to evaluate
the content of a systems memory and storage devices, per-
form a manual review of all system data for relevance in a
case, or a combination of the two. They key element of either
method is the acquisition of relevant data. By attacking the
data, anti-forensics seeks to make information unreadable,

3 Golden G. Richard Il and Vassil Roussev, Digital Forensic Tools: The Next
Generation, in Digital Crime and Forensic Science, ed. Panagiotis Kanellis, Evangelos
Kiountouzis, Nicholas Kolokotronis, and Drakoulis Martakos (Hershey, PA: Idea
Group Publishing, 2006), 75-77.

4 Vincent Liu and Francis Brown, Bleeding-Edge Anti-Forensics, Stach & Liu, LLC,
April 3,2006, 12.
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hidden, or completely erased from the target system. Several
methods can be used to accomplish these goals.

Encryption

The impact of encryption on a digital forensic investigation
is largely determined by the type of data being encrypted
and how. The extent of what is encrypted combined with the
strength of encryption methodology will have the greatest
impact on the level of dif culty imposed on the investigator.

At the least granular level, the entire hard drive of a system
can be encrypted, guarding its contents from unauthorized
access and disclosure. While this does not prevent an inves-
tigator from imaging the drive, once imaged, the contents of
the drive appear as virtually indecipherable randomized bits.
Without the proper decryption key(s), the investigator must
rely on performing brute force attacks against the key(s) in
an attempt to decrypt the data. Given that a drive encrypted
using the Advanced Encryption Standard (AES) with a 128-
bit key has 2'? possible keys, the likelihood of a successful
brute force attack is miniscule at best. Adding to this dif -
culty, even if the investigator were to select the correct key,
the disk contents must be examined with each possible key to
determine if the data is properly decrypted. Given this level of
dif culty, the investigator is likely to have more success by at-
tempting to acquire the encryption key using other methods
such as a previously installed keystroke logger or attempting
to retrieve the decryption key from system memory.

While whole disk encryption is becoming more common-
place in government and select corporate environments, im-
plementation of such solutions is currently most prevalent on
Microsoft Windows based systems. For other operating sys-
tems such as Linux, Unix, and Apple s Mac OS X, the investi-
gator is more likely to encounter partition-level encryption.
With partition-level encryption, only a segmented portion of
the hard drive is encrypted. Although the investigator may
easily examine unencrypted partitions of the hard drive, as
with whole disk encryption, without the appropriate decryp-
tion key(s), the contents of the encrypted partition appear as
randomized bits.

Similar to partition encryption, the investigator may also
encounter encrypted containers on the drive. While not a
separate division of the hard drive, an encrypted container
acts as a virtual drive on the system, encrypting any le or
directory placed within the container. Unless mounted as an
active drive on the target host, an encrypted container may
even be hidden on the hard drive, appearing as random bits
in unallocated drive space. Unless speci cally looking for its
existence, an investigator may not even be aware of such a
container existing. And, as with other encryption mecha-
nisms, without the decryption key, the data will remain inac-
cessible.

Finally, at the most granular level, encryption may be ap-
plied to an individual le or part of a les contents. While
this does not hide the evidence that the le exists, without
the decryption key, its contents remain indecipherable by the

11
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Figure 1 — Before hidding message

Figure 2 — Hidden message

Figure 3 — After hidding message

investigator. The only valuable information the investigator
may ascertain would be the les name and timestamps.

Steganography

While the use of encryption is aimed at obscuring data so
that only the intended recipient is able to read or decipher its
contents, steganography is used to hide the fact that such in-
formation even exists. Steganography, a term of Greek origin,
means, covered, or hidden writing. ® By applying stegano-
graphic techniques, data may be concealed, such as a message
or even an entire le inside of another le without changing
the containing le s outward appearance.

As an example, suppose that an individual wanted to hide
a con dential image containing the blueprint of a classi ed
facility. Using an application such as the Digital Invisible Ink
Toolkit,® the individual inserts the blueprint image into an
otherwise nondescript image le, such as a vacation picture
from the beach. Using the least signi cant bits in the des-
tination image, the blueprint image is broken into multiple
segments and inserted into the destination le. The size of
the destination le remains unchanged after this process,
and the degradation in image quality is negligible. Unless the
forensic investigator were looking for such hidden data, it is
unlikely to be found.

To further increase the success of hiding data in a source le,
steganography techniques can be combined with data en-
cryption. By encrypting the target data prior to inserting it
into the innocuous le, the ability for the investigator to nd
such data is minute.

To counter steganography, one technique employed by inves-
tigators is to perform a bitwise or hash comparison of target

les against known clean source les to detect if a le has
been modi ed. This, unfortunately, requires that the inves-
tigator have a known clean version of the source les. While

5 Sos S. Agaian and Benjamin M. Rodriguez, Basic Steganalysis Techniques for the
Digital Media Forensics Examiner, University or Texas and Air Force Institute of
Technology, 2006, 177.

6 K. Hempstalk, Digital Invisible Ink Toolkit, http://diit.sourceforge.net/index.html.
A Java-based application, so interested readers would be able to try it out on any
platform.
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this may be possible for certain application- and OS-speci ¢
les, it is highly unlikely for most user-generated les such as
digital images.

The rstimage (Figure 1) is the original image before a hid-
den message (Figure 2) was encrypted and hidden inside, and
the second image (Figure 3) is the result. Note that there is no
distinguishable difference in quality between the two les.
Without performing a bitwise or hash comparison, the hid-
den message would go undetected.

Unallocated space

Unallocated space consists of the storage area on digital me-
dia that has not been assigned to an active le. This may be
clean, unallocated space on a new drive where no data has
ever been written, or it may be areas on the drive where les
existed prior to being deleted. Investigators have known for
years that when a le is deleted on a hard drive, the e con-
tents are not actually removed; only the pointer to the le re-
corded in the File Allocation Table (FAT) or Master File Table
(MFT) is deleted. Once this occurs, the original contents of
the le remain on the hard drive until overwritten as new

les are created. Until overwritten, forensic tools can be used
to extract and reconstruct the original, previously deleted

les. Given the current trend of enormous drive space, it can
often take months or years before a deleted le is completely
overwritten.’

From an anti-forensics perspective, this creates several op-
portunities or areas of interest. The rstis in storing encrypt-
ed data in unallocated space. Because encrypted data looks
like random bits of unrelated information, similar to most
areas of previously occupied unallocated space, this provides
an excellent area for an individual to store hidden encrypted
data. The user is now able to both obfuscate the information
so it cannot be read by unintended parties, and be provided
with plausible deniability that encrypted data even exists. Af-
ter all, it looks just like remnants of old les in unallocated
space. Unless the investigator is aware of such data, it is likely
to be overlooked.

7 New Technologies, Inc., Unallocated File Space De ned, http://www.forensics-intl.
com/def8.html.
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replacing its content with randomized data,
prior to removing it from the FAT or MFT.

The second area of interest is from a data deletion stand-
point. Knowing that simply deleting a le does not remove
its contents from the systems unallocated space, an attacker
can simply perform a secure overwrite of the le, replacing its
content with randomized data, prior to removing it from the
FAT or MFT. Once overwritten, the prior contents of the le
are unrecoverable by forensic tools.

Slack space

When an operating system such as Windows 2000 or XP
creates a le, space is allocated for the le in blocks of space
called clusters. Before savinga le to disk, enough clusters are
allocated to the le so that all of its contents can be stored.
If a le only requires slightly more than ve clusters, it will
still be allocated six clusters of space. The space that exists
between the end of the les data and the end of the last clus-
ter is known as slack space. The following diagram illustrates
this concept:

SLACK SPACE
l FILE DATA l
Cluster | Cluster | Cluster | Cluster | Cluster | Cluster
1 2 3 4 5 6

Figure 4 — Slack space

When this occurs, the slack space located at the end of the last
allocated cluster can be utilized to store hidden data using
specialized tools such as Metasploits Slacker utility.2 Upon
normal examination of the le, the contents residing within
the slack space would not be disclosed.

Although forensic investigators are aware of the possibility of
storing data within le slack space, this data would go unde-
tected unless a detailed forensic examination were performed
on the le system to discover such data. To increase the effec-
tiveness of slack space use, an individual could also encrypt
the data prior to insertion into the slack space. Once this is
done, the data appears as random bits, typical of innocuous
data remnants from prior le allocations.

Secure Deletion

One of the keys to anti-forensic techniques is to go unno-
ticed; to remove potential evidence from a system before an
investigator has the opportunity to retrieve it. For les, slack

8 Metasploit, Metasploit Anti-Forensic Project, http://www.metasploit.com/research/
projects/antiforensics.
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space, and unallocated disk space this can be accomplished
by performing a secure deletion of data.

When data is deleted from most operating systems using the
standard e deletion command or Graphical User Interface
(GUI), the le itself isnt actually removed from the system.
As already mentioned, only the pointer to the les location
on the disk is removed, allowing the les previous storage
location to be reallocated if needed by other les. While this
is ef cient from a system and operating system performance
standpoint, it results in an undesirable side effect. Using stan-
dard forensic analysis tools, an investigator is able to retrieve
that previously deleted le unless it has been overwritten by
another les data.

To mitigate this capability, specially designed applications
can be used to perform asecure deletion of les instead of us-
ing the operating system s built-in functionality. Rather than
simply removing the le s pointer from the FAT or MFT, leav-
ing the data undisturbed, secure deletion applications will
perform one or more overwrites of the le prior to removal.
This replaces the les sensitive data with random bits, ren-
dering slack and unallocated space analysis by the forensic
investigator a fruitless effort.

While anti-forensic techniques are most effective when at-
tacking the data directly, other anti-forensic attacks can be
performed against the tools used by forensic investigators.

Attacking the Tools

Whereas anti-forensic data attacks seek to make information
unreadable, hidden, or completely erased from the target sys-
tem, tool attacks attempt to manipulate target systems in such
a way that interferes with or misleads forensic examination.
Data, les,and processes can all be manipulated so that when
examined, they may appear harmless to the investigator.

Alternate data streams

Beginning with Windows NT and the introduction of the
NTFS e system, alternate data streams were introduced as
a method of attaching additional data to a le without af-
fecting its functionality or appearance when displayed using
traditional le browsing tools like Windows Explorer.® By
using this functionality, a user is able to hide data or even
executable applications within another les alternate data
stream, undetectable by a system administrator or investiga-
tor who is browsing through a systems le structure. While
most modern forensic analysis tools such as EnCase, FTK and
The Sleuth Kit are able to detect and extract the contents of
alternate data streams, this method is highly effective at sub-
verting routine examination.®

9 WindowSecurity.com, Hidden Threat: Alternate Data Streams,
windowsecurity.com/articles/alternate_data_streams.html.

http://www.

10 Chris Davis, Aaron Philipp and David Cowen, Hacking Exposed Computer Forensics:
Secrets & Solutions, (McGraw-Hill Professional, 2004), 174.
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MD5 hash collisions

One automated method of validating le integrity
used by many forensic investigators is the MD5
hash. MD5 hashes are used to compute a unique
identi er for a le based on its contents. Chang-
ing a single bit in a le will cause its MD5 hash
value to change.

Relying on this methodology, many forensic
analysis tools can be used to compute the MD5
hash of all les on a system, comparing the com-
puted hash value to a previously computed hash
value from a known good state, such as from
the original media. If a change is detected, the le
is identi ed as suspect. This process, however, re-
lies on the assertion thata le cannot be modi ed
in such a way that the MD5 hash doesn t change.
Unfortunately for the forensic investigator, tools
and techniques now exist which enable a user to
generate a hash collision in under an hour.** This
providesamethod for creatinga lewithmodi ed
or completely replaced contents that still matches
the originally computed hash of the good le.
Without performing a bit-by-bit le comparison,
such modi cations will go undetected.

Xngiwxeqt gqshiAgensr

One of the cornerstones of a forensic investiga-
tion involves the creation of a time line, a sequen-
tial visual representation of related events over a
period of time. This enables the investigator to es-
tablish a logical chain of events when presenting
evidence.’? A primary source of this evidence is

the timestamp information associated with les on the target
system. Forensic tools are used to extract the creation, modi-

cation, and access times of les in order for the investigator
to correlate various system activities to a user s actions.

Anti-forensic tools exist that enable the modi cation of time-
stamps. This enables the user to create misleading or inaccu-
le entries. By doing so, the
forensic investigator s time line can be corrupted, incomplete,
or worse yet, lead an investigator to the wrong conclusion.

rate changes to le times or log

File extension and magic number manipulation

During the course of an investigation, forensic tools are often
used to analyze target systems for the presence of certain le
le-by- le manual review
by the investigator, forensic tools are used to search through
les by their extension and le
signature. The simplest, and easiest to detect, modi cation
le. For example, if a
user knows that a forensic tool is going to be used to identify

types. Rather than performing a
the le system identifying

involves changing the extension of a
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Macintosh-2:Development mwhittek$ cat testFile.txt
This is super secret information. Do not read it!
Macintosh-2:Development mwhittek$ file testFile.txt
testFile.txt: ASCII text

Macintosh-2:Development mwhittek$ []

Terminal — bash — 80x24

Figure 5 — Original testFile.txt

006 Terminal — bash — 80x24

5
Macintosh-2:Development mwhittek$ mv testFile.txt testFile.exe
Macintosh-2:Development mwhittek$ file testFile.exe
testfile.exe: ASCII text
Macintosh-2:Development mwhittek$ []

Jikyvi : 6 QshrjAih xiwxJmili|i

eo6 Terminal — bash — 80x24
5

Macintosh-2:Development mwhittek$ caot testFile.exe

MZThis is super secret information. Do not read it!
Macintosh-2:Development mwhittek$ file testFile.exe
testFile.exe: MS-DOS executable

Macintosh-2:Development mwhittek$ mv testFile.exe testFile.txt
Macintosh-2:Development mwhittek$ cat testFile.txt

MZThis is super secret information. Do not read it!
Macintosh-2:Development mwhittek$ file testFile.txt
testFile.txt: MS-DOS executable

Macintosh-2:Development mwhittek$ []

Jikyvi ; 6 xiwdmix|x {1 gshiAih gekig ryqfiv

executable les, he can change the extension of a suspect ex-
ecutable le (sample le.exe) to atext le (sample le.txt).

Another method used by forensic tools to detect certain le
types is by analyzing a les signature, or magic number. *
Many les contain constant values at the beginning of the e
that identify the contained data. If this signature, or magic
number, is modi ed, many forensic tools can be misled to be-
lievea leisofadifferenttype. Thiscan cause suspect leson
the target system to be overlooked or ignored during a foren-
sic examination. The following illustrates how changing the
magic number of a text le can cause the operating system to
incorrectly identify it as an executable.

The original testFile.txt containing ASCII text is displayed
and accurately identi ed by the le command as an ASCII
text le. (Figure 5)

The same le is modi ed to change its extension from a .txt
text le to an .exe executable le. Notice that the le com-
mand still identi esthe leasan ASCIItext le, regardless of
the extension modi cation. (Figure 6)

11 Xiaoyun Wang and Hongbo Yu, How to Break MD5 and Other Hash Functions,

Shandong University, China, May, 2005, 8.

12 Peter Stephenson,
2002/2006, 4.

Using Evidence Effectively, Elsevier Advanced Technology,

13 Optima SC, Inc., File Formats, http://magicdb.org.
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