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Security Architecture and

Adaptive 
Security

Threats of various sorts can reduce the functionality, reliability, performance, availability, security and 
integrity of IT systems. These characteristics are considered critical enough that they are typically 
instantiated formally into service level agreements (SLAs). As such, it is reasonable to state that there 

is a desire to reduce threats at least to a degree whereby one can satisfy the SLAs. This article discusses a new 
perspective on the characteristics of a security architecture that is capable of not only reducing threats accord-
ingly but also anticipating threats before they are manifested, including the capability to address zero-day 
attacks. The approach is to use adaptive security, which is based in part on complex adaptive systems.

Introduction 
Dan Geer et al summarize the problem we face: “central enemy of reliability is complexity..... Prevention of in-
secure operating modes in complex systems is dif�cult to do well and impossible to do cheaply: The defender 
has to counter all possible attacks; the attacker only has to �nd one unblocked means of attack.1 Putting aside 
the issue of cost effectiveness, the key element to be addressed using adaptive security is the notion that one 
must counter all possible attacks. A. Elkhodary et al agree that complexity is the major issue we face and note, 
�...one possible solution to the increased complexity of IT security infrastructure is adaptive security.�2

1	 D. Geer, �Monoculture on the back of the Envelope,� Login (December 2005).

2	 M. Mitchell Waldrop, Complexity: The Emerging Science at the Edge of Order and Chaos, (Simon & Schuster, 1992).
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The overall approach taken to address the issue of complexity 
is two-fold: at the microscopic level utilize autonomic systems 
that mimic biologic auto-immune systems, and at the mac-

roscopic level utilize the behaviors of an ecosystem of 
disparate entities in the way that a complex adaptive 

system is viewed. Note, there are multiple de�-
nitions of a complex adaptive system depend-
ing upon how one wishes to apply it. Since the 

focus of this article is on IT systems, the fol-
lowing de�nition is based in part on the work 

of John Holland: A complex adaptive system is 
a dynamic network of multiple dispersed and 
decentralized agents that constantly interact 

and learn from one another. Any coherent be-
havior in the system arises from the agent interaction.3 A 

security architecture that exhibits the characteristics of a 
complex adaptive system should be well-suited to addressing 
threats.

To summarize, the common problems are the following:

As complexity of systems increases, their security and 
integrity decrease

A monoculture of systems will allow a pandemic to 
spread quickly

Offensive viruses and adversarial attacks are devel-
oped faster than the development of defensive re-
sponses

In addition to supporting SLAs, primary objectives of adap-
tive security are integrity and trustworthiness. Integrity is 
critical to the correct working of both individual systems as 
well as the entire enterprise or IT infrastructure. Ultimate-
ly, the goal of supporting integrity is to instill trust in data 
and processing resources, that they are trustworthy, reliable, 
available, and operating within acceptable parameters. Thus 
the objectives of adaptive security are realized as IT infra-
structures:

Reduce threat ampli�cation � limit the potential 
spread of a pandemic in a monoculture, i.e., reduce 
cascading failures

Reduce attack surface � make the target smaller

Reduce attack velocity � slow the attack

Reduce remediation time � respond to an attack fast-
er

Ensure the availability of data and processing re-
sources

Ensure correctness of data and reliability of process-
ing resources

3	 A. Elkhodary, �A Survey of Approaches to Adaptive Application Security,� Interna-
tional Workshop on Software Engineering for Adaptive and Self-Managing Systems 
(IEEE, 2007).
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Adaptive security
Adaptive security will be discussed us-
ing biological and ecosystem meta-
phors as these provide interesting 
parallels to the issues, threats and 
countermeasures applicable to IT sys-
tems. Biological and ecological sys-
tems maintain integrity by reacting to 
known threats, adapting to unknown threats, 
or dying. Responses can be at a microscopic 
biological level, (e.g., molecular, cellular) or a mac-
roscopic ecosystem level (e.g., system or species). 

As Darwin tells us, it is adapt or die; and to draw a parallel, 
successful IT ecosystems must be capable of adapting or they 
will eventually fail � for a variety of reasons such as being at-
tacked by predators, being infected by viruses, or just not be-
ing able to survive as the environment around them changes. 
According to the IBM System Journal, ��by enabling com-
puting systems to make their decisions in consistent and reli-
able ways, autonomic techniques will engender an extremely 
adaptive and dynamic operational style.�4 It is this �adaptive 
and dynamic operational style� that will allow us to deliver 
secure and robust solutions capable of ensuing the integrity 
of data and system resources. 

Considering an IT infrastructure as an ecosystem comprised 
of many elements (systems, storage, networks, applications, 
etc.) similar to a natural ecosystem composed of multiple 
elements (people, food, air, environmental conditions such 
as temperature), one can evaluate and draw similarities to 
how a localized outbreak of a disease or even a pandemic af-
fects these as well as how to respond against such threats. In 
a natural human ecosystem when a pandemic strikes, not ev-
ery human will necessarily survive. Survival depends upon 
a number of factors such as one�s speci�c genetic make up 
and environmental conditions. Some individuals will have 
a genetic makeup and live in certain environmental condi-
tions, enabling them to survive the pandemic, while others 
with different circumstances will not survive. In the natural 
ecosystem although some individuals will perish, the ecosys-
tem as a whole will survive. 

When extrapolating this into an IT infrastructure, it may be 
possible to design it such that if and when a virus strikes (or 
other conditions warrant), individual components may fail 
or be sacri�ced for the bene�t of the entire ecosystem, al-
lowing the system to survive. If an IT infrastructure that can 
survive and maintain its security, integrity and availability is 

4	 D. M. Chess et al, �Security in an Autonomic computing Environment,� IBM System 
Journal (2003).
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