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The Information Systems Security As-
sociation (ISSA)fi is a not-for-pro t, in-
ternational organization of information
security professionals and practitioners.
It provides educational forums, publica-
tions and peer interaction opportunities
that enhance the knowledge, skill and
professional growth of its members.

With active participation from individu-
als and chapters all over the world, the
ISSA is the largest international, not-for-
pro t association speci cally for security
professionals. Members include prac-
titioners at all levels of the security eld
in a broad range of industries, such as
communications, education, healthcare,
manufacturing, nancial and govern-
ment.

The ISSA international board consists of
some of the most in uential people in the
security industry. With an international
communications network developed
throughout the industry, the ISSA is fo-
cused on maintaining its position as The
Global Voice of Information Security.

The primary goal of the ISSA is to pro-
mote management practices that will
ensure the con dentiality, integrity and
availability of information resources. The
ISSA facilitates interaction and education
to create a more successful environment
for global information systems security
and for the professionals involved.

Hello ISSA members
Howard A. Schmidt, ISSA International President

I have just gotten back from ten

days on the road: the Information
Security Management Forum (ISMS) in
Barcelona Spain, followed by the Infor-
mation Security Forums (ISF) annual
congress, fortunately in Barcelona as
well, and then to Dubai for the sixth an-
nual Middle East IT Security Conference
(MEITSEC). As I m sure many of you are
aware, the number of conferences and
training opportunities now available
for information security professionals
far exceeds anything we ve seen in past
years. It seems like no matter where you
are in the world, there is an opportunity
to attend world-class conferences with
great speakers, great topics, and a lot of
people sharing experiences they ve had
in this business.

I ts been a busy month all around.

A convenient place to learn about these
events is, of course, our own ISSA Jour-
nal and the ISSA website, particularly
for those conferences and venues in
which ISSA members can obtain a dis-
count for attendance. And when you at-
tend these events, check with the local
chapter in the city, take the opportunity
to meet fellow ISSA members, or pos-
sibly attend a local chapter meeting or
training event.

On another topic, there is a lot of excite-
ment worldwide, and | mean literally
world wide, over the recent U.S. election
and what it means in a lot of areas, es-
pecially from the information security/
technology perspective. Shortly after
the completion of the election, a num-
ber of reports were released from vari-
ous security and privacy organizations
proposing agenda items for the new U.S.
administration. By the time you read
this it will be close to the proposed re-
lease of the recommendations from the
Commission on Cybersecurity for the
44th Presidency,! commissioned by the
Center for Strategic and International

1 http://www.csis.org/tech/cyber.

Studies. As one of
the senior advisors
for the commission,
I am amazed at how
much work has been
put into this by a
wide array of people
willing to serve on
the commission, trying to frame the
proposed agenda for the new admin-
istration. While there is no shortage of
agenda items and things that need to
take place, | would recommend every-
one in our profession, anywhere in the
world, take a look at the proposals com-
ing out on how the new U.S. adminis-
tration should deal with issue crucial to
cybersecurity.

As | have mentioned in past columns,
one of the organizations that is continu-
ally releasing informative publications
is the European Network and Informa-
tion Security Agency (ENISA).2 During
a recent meeting in Brussels, we had a

rsthand look at some of the excellent
and freely available publications that
could help any of us in our day-to-day
jobs. A lot of great work is being done in
thisarea, and | cannot think of atime in
my career where | ve seen so much dedi-
cated effort addressing issues crucial to
the information security profession.

Additionally, as | have been involved
with the various groups and functions
and travel around the world, I am al-
ways delighted when folks come up and
introduce themselves as members of an
ISSA chapter somewhere in the world.
We are truly global, impacting the world
of information security, and it s wonder-
ful meting you all and hearing about the
great accomplishments you are achiev-
ing in your own organizations.

Safe computing until next month,

Howard A. Schmidt
ISSA International President

2 http://www.enisa.europa.eu.



here are a
number of
terms that

drive me nuts. One
is holistic, which
supposedly  means
something but ac-
tually is just a buzz
word that lets the
speaker off the hook from saying any-
thing really meaningful. Another is dis-
gruntled insider. How many times have
| heard that term (this issue included)?
Well, that nebulous term now has a face:
that guy on the cover seriously embod-
ies, at least to me, the point at which
someone goes from just being ticked off
to truly disgruntled, capable of wreak-
ing havoc on some hapless network,
hoping to right the countless wrongs
that have brought him to the point of
disgruntleness.

Welcome to the insider threat. | am
sorry, but the notion of the malicious

Welcome to the December Journal
Thom Barrie Editor, the ISSA Journal

insider offends me to my very core. | can
understand the criminal element seek-
ing to steal and pro t from others, but
what about the rest of us? Are we that
petty that our ethical standards are cast
aside when we feel wronged? Hold on,
you say. We are security folks, pledged
to do no harm. Its those other folks
out there. Its the users who are wreak-
ing the havoc. Well, that stops me in my
tracks. I am a user. And | know for a fact
that | have done a few well, | didnt
steal anything!

Okay, | do remember once, ne, twice,
deleting my company s accounting les,
and, yes, the computer asked me if | re-
ally wanted to do it. Of course | do, you
infernal machine. Opps. Were the les
backed up? No. But they are now! Do we
always have to suffer the loss before we
can learn the lesson? I m not sure you
can ever have too much security train-

ing.
Thom Barrie

SSA

Information Systems Security Association
THE GLOBAL COMMUNITY OF INFORMATION PROFESSIONALS

Headquarters ISSA Inc.
9220 SW Barbur Blvd. #119-333, Portland, OR 97219
Toll-free: (866) 349-5818 (USA only)

Seattle local : +1 (206) 388-4584

Fax: +1 (206) 299-3366

WWW.issa.0rg

The information and articles in this
magazine have not been subjected to any
formal testing by Information Systems Se-
curity Association, Inc. The implementa-
tion, use and/or selection of software, hard-
ware, or procedures presented within this
publication and the results obtained from
such selection or implementation, is the re-
sponsibility of the reader.

Articles and information will be pre-
sented as technically correct as possible, to
the best knowledge of the author and edi-
tors. If the reader intends to make use of
any of the information presented in this
publication, please verify and test any and

all procedures selected. Technical inaccura-
cies may arise from printing errors, new de-
velopments in the industry and/or changes
or enhancements to components, either
hardware or software.

The opinions expressed by the authors
who contribute to the ISSA Journal are
their own and do not necessarily re ect the
of cial policy of ISSA. Articles may be sub-
mitted by members of ISSA. The articles
should be within the scope of information
systems security, and should be a subject of
interest to the members and based on the
authors experience. Please call or write
for more information. Upon publication,

ISSA Journal

Editor: editor@issa.org
Advertising: advertising@issa.org
(866) 349-5818
+1 (206) 388-4584 x102

Editorial Advisory Board

Selim Aissi
Bill Danigelis
Michael Grimaila
John Jordan
Mollie Krehnke
Michael Machado
Joe Malec
Donn Parker
Joel Weise
Branden Williams

Services Directory

Website
webmaster@issa.org
(866) 349-5818
+1 (206) 388-4584

Chapter Relations
chapter@issa.org
(866) 349-5818
+1 (206) 388-4584 x103

Member Relations
member@issa.org
(866) 349-5818
+1 (206) 388-4584 x103

Executive Director
execdir@issa.org
(866) 349-5818
+1 (206) 388-4584 x102

Vendor Relations
vendor@issa.org
(866) 349-5818
+1 (206) 388-4584 x101

all letters, stories and articles become the
property of ISSA and may be distributed to,
and used by, all of its members.

ISSA is a not-for-pro t, independent
corporation and is not owned in whole or
in part by any manufacturer of software or
hardware. All corporate information secu-
rity professionals are welcome to join ISSA.
For information on joining ISSA and for
membership rates, see www.issa.org.

All product names and visual repre-
sentations published in this magazine are
the trademarks/registered trademarks of
their respective manufacturers.



Wsqi lirjswig Pikep Vi

o =

argxisrw

as We Ring in 2009

By Randy V. Sabett - 1ssA member, Northern Virginia, USA chapter

ear end usually means a little
Y time for re ection, even for us

lawyers. As 2008 closes out, lets
ignore for a moment the nancial mess
out there and look back at a few select
infosec legal and liability developments
that made headlines and consider
what the new year may hold.

PCI

In my practice, PCI DSS continued in
2008 to be one of the top information
security drivers for many organizations.
The combination of updated PCI re-
quirements and the stepped up enforce-
ment of the DSS by the card associations
presented an environment that led to
the realization that Hey! PCI is real!
Hannaford and other breaches have
shed light on the porosity of what would
appear to be otherwise secure networks,
including those that are PCl-compli-
ant. Vulnerabilities continue to emerge,
including one in the WPA encryption
standard, which is mentioned as a WEP
replacement in the recently released v1.2
of the PCI DSS. The DSS recognizes the
need for pragmatic risk-based security
when it states that a company should
carefully evaluate the need for the tech-
nology against the risk. Consider de-
ploying wireless technology only for
non-sensitive data transmission. Watch
for more on this and other PCI issues in
20009.

New or updated state laws

As you well know, at the state level, nu-
merous data breach noti cation and
reasonable security measures laws
have been enacted. We are seeing a new
trend, though: an increased focus on
more granular laws. For example, Min-
nesota has incorporated a few concepts
from PCI into its laws. Even more fo-
cused: laws in Nevada and Massachu-

setts now af rmatively require encryp-
tion. Note, however, that Massachusetts
recently announced the compliance date
for its encryption regulations would be
delayed from Jan. 1, 2009 to May 1, 2009,
citing the need to provide exibility to
businesses. Encryption-speci c laws are
de nitely a trend to watch for in 2009.

CNCI

The Comprehensive National Cyberse-
curity Initiative (CNCI or Cyber Ini-
tiative ) continues to be a somewhat
elusive matter since much of it remains
classi ed. According to various reports,
National Security Presidential Direc-
tive 54/Homeland Security Presidential
Directive 23 established the CNCI on
Jan. 8, 2008. You may recognize certain
pieces of the CNCI  so far the Trusted
Internet Connections (TIC) effort and
Project 12 have been made public. TIC
endeavors to reduce the number of gov-
ernment Internet connections, while
Project 12 focuses on public/private
partnership issues. We Il see more on the
roll out of the CNCI, along with imple-
mentation of the recommendations of
the Commission on Cyber Security for
the 44th Presidency, as 2009 progresses.

Funding

Despite the downturn in the markets as
we exit from 2008, venture capital rms
remain interested in companies that
have some connection with information
security (particularly those that produce
so-called dual use products that have
uses in both commercial and military
applications). In addition, merger and
acquisition activity is very robust in the
information security space. Though the
market continues to contract, informa-
tion security still will be needed in ev-
ery sector of the economy. So watch for
more deals in 2009.

HIPAA
enforcement

The HHS Of ce of
Inspector  General
(OIG) issued a critical report recently
that focused on the ineffective enforce-
ment of the HIPAA Security Rule. Stat-
ing that the Centers for Medicare and
Medical Services (CMS) had taken
limited actions to ensure that cov-
ered entities adequately implement the
HIPAA Security Rule and had not
provided effective oversight or encour-
aged enforcement of the HIPAA Secu-
rity Rule by covered entities, the OIG
placed pressure on CMS to step up its
enforcement. If you are a covered entity,
watch out for more on security rule en-
forcement in 2009, and if you are a busi-
ness associate, you can be certain there
will be ow down to you.

Trend summary

So what will we see in the area of legal
infosec issues in 2009? | think there
likely will be greater regulation and en-
forcement, more proactive requirements
(both from the government and from
industry), more deals, and, hopefully,
a safer environment for all and, now,
to all a good night. Have a great holiday
season! See you in the new year.

About the Author

Randy V. Sabett, J.D., CISSP, is a Part-
ner in the Internet, Communications, and
Data Protection (ICDP) practice group at
Sonnenschein Nath & Rosenthal LLP, an
adjunct professor at George Washington
University, and a member of the Commis-
sion on Cyber Security for the 44th Presi-
dency. He may be reached at rsabett@
sonnenschein.com.

The views expressed herein are those of the author and do not necessarily re ect the positions of any current or former clients of Sonnenschein or Mr. Sabett.



he  phrase
safety  in
numbers

is a rationale used
by people every-
where. If you walk down a dark alley
in a sketchy neighborhood at night by
yourself, you are much more likely to be
mugged than if you happened down that
same alleyway with Tony and ten of your
friends ready for a rumble. The phrase
is not always life saving. If you are the
one person needing help in a crowd, the
mentality for most is Well, at least he s
ina crowd. SOMEONE will call.

If everyone has that same thought, then
no one calls. What if we take the theory
and try to apply it to information secu-
rity?

Corporations store trillions of bytes of
data, employ thousands of workers, and
manage tens of thousands of devices.
How can you be sure that you address
the few critical vulnerabilities that could
easily be lost in the masses?

A colleague of mine recently described
this problem, and I m going to coin it
Hizvers Insecurity in Large Numbers
Theorem. Her basic thesis is that infor-
mation technologists are small-number
thinkers, when in contrast, successful
attacks tend to be performed against
large populations where hackers are
betting on one of the million to make a
mistake.

Information security differs from oth-
er types of business functions. When
banks issue lines of credit, they expect
that some of the people they originally
deemed as credit worthy will default on
their loans. This is an acceptable risk
that banks work hard to minimize such
that one bad loan won t put them out of
business.

In the information security world, one
mistake can put you out of business as
we have seen in the past.

For example, many companies use for-
mulas for creating new customer ac-
count numbers. One reason for this
is to prevent a hacker from adding or
subtracting one number from a valid
account number to instantly gain ac-
cess to anothers account information.
If a breach of a signi cant set of these
numbers occurs, a savvy observer may
be able to detect a pattern. With some
applied mathematics, he could reverse
engineer the process to predict num-
bers he does not have. Depending on
what additional information an ac-
count number will produce, that same
observer could potentially compromise
a signi cant amount of customer data.
What is impossible with small subsets
becomes possible and even probable
with large sets of data.

Powerful technology is becoming more
compact, and users are becoming more
savvy. Consider a campus where a few
thousand employees work every day.
Chances are that one of them might
go purchase a wireless access point so
he can work outdoors on a pretty day.
Or better yet, if the corporation offers
an open wireless network for vendors,
chances are high that someone with a
new iPhone might associate with it and
log into his corporate email, potentially
allowing a hacker to capture his domain
credentials.

Maybe the best and most likely example
would be a hacker that targets one par-
ticular corporation, offering free WiFi!
in the area of their campus, hoping that
one of the employees decides to work
outside of the of ce. Once the victim
joins, the hacker either quietly sits and

1 Sometimes Free WiFi is not always free.

Vulnerability in Numbers

By Branden R. Williams - 1ssa member, North Texas, USA chapter

captures traf c, waiting for the victim
to slip-up, or perhaps launches an attack
against the device itself.

One of the reasons that phishing is so
successful is based on this theorem.? If
a hacker sets up a false banking website
and blasts an Account Update email
to ten million email addresses, he is
guaranteed to get at least ONE set of
valid credentials to commit fraud. Or if
he sends enough You just won the lot-
tery! emails out, he is guaranteed to

nd one unlucky bloke that will give up
his banking information.

Whether the theorem is applied to end
users or corporations, the attacks will
be successful. The signi cance of the at-
tack s success depends solely on how sig-
ni cantthat one accountor user is.

What s the moral of this tragedy?

Large numbers work against us in this
industry.® In order to prevent that big
event from happening on our watch, we
must be diligent to remove the vulnera-
bilities present when working with large
numbers. This means building more in-
telligence into both our infrastructure
and our people.*

About the Author

Branden R. Williams, CISSP, CISM is the
Director of the PCI Consulting Practice
at VeriSign and regularly consults with
top global retailers, nancial institutions,
and multinationals. He can be reached
at bwilliams@verisign.com or at http://
www.brandenwilliams.com/. His blog can
be read at http://blogs.verisign.com/secu-
rityconvergence/.

2 The others being that people want something for
nothing, and whiz-bang technology baf es many of
us.

3 Except when factoring them of course!

4 Keep in mind that this is mostly a people problem that
is expensive to solve with technology.



How to Win the Cyber War

By Sean Price - 1ssa member, Northern Virginia, USA chapter

T here is a growing consensus that
we defenders are loosing the cy-
ber war. Some suggest that our
failings are strongly related to the re-
lentless increases in system complexity
and unknown factors such as new vul-
nerabilities and attack methods. This
article proposes that complexity is a
self-ful lling myth and the unknowns
are irrelevant.

Security professionals consider com-
plexity the bane of security. But, is this
really accurate for IT systems? In most
cases, activities such as data access and
network communications are observ-
able and can be understood. Given this
point of view, an IT system is not dif -
cultto quantify or analyze. In contrast, a
complex system is something comprised
of system components that are dif cult
to analyze or understand. For example,
analog circuits within feedback loops
are notoriously dif cult to analyze from
a troubleshooting perspective due to
component interactions. We probably
consider IT systems complex because we
simply do not know how the pieces-parts
(software components) work. It is this
lack of knowledge that is our doom.

People tend to value user friendly in-
terfaces that simplify system usage. To
this extent, we have wandered down
the plug-and-play road at our own per-
il. Our lack of understanding of how
things work and interact limits our abil-
ity to defend against attacks. Even more
incomprehensible, we typically do not
have an accurate inventory or under-
standing of the software components in
our systems. This lack of granular infor-
mation impedes our ability to achieve
an appropriate level of maintenance
and security for our systems. Consider
a government contract for a new ghter
aircraft. Every individual nut, screw,
panel, wire, and electrical component is

painstakingly identi ed and noted with
its characteristics. The aircraft technical
manuals list component attributes such
as physical dimensions, torque values,
and electrical properties. This level of
detail is needed for proper maintenance
of the aircraft. This is real systems en-
gineering and management that is sadly
lacking in the IT and security profes-
sions. How can we ever hope to defend
what we do not know? Since we do not
do what is necessary from a systems
engineering perspective, it becomes
increasingly dif cult to develop effec-
tive countermeasures. Thus, the myth
of complexity perpetuates itself due to
our poor engineering and management
practices.

Presently, we do not know the compo-
sition of our systems, attacker capabili-
ties, and emergent vulnerabilities. So we
attempt to create defenses by gazing into
the abyss of the unknown unknowns
using risk-based approaches devoid of
adequate system knowledge. Our cur-
rent paradigm is an operation of futility
grounded in the perpetuation of igno-
rance. It is time to change that. The fol-
lowing principles are proposed as a new
security management paradigm:

Principle 1: Assurance is the primary
security attribute and is proportional
to the behaviors of those who derive
system components (i.e., developers
and integrators) and others (i.e., users)
having access to system resources. This
suggests that the attitudes and actions
of those who develop components, inte-
grate, administer, manage, use, and al-
locate resources have the biggest impact
on security.

Principle 2: Knowledge of the composi-
tion, functionality, capabilities, and lo-
cation of system components and data
structures drives our ability to select
the most appropriate countermeasures.

This is to say that the
degree of detailed
knowledge of a sys-
tem in uences our
ability to defend it.

Principle 3: Security risk isa function of
our assurance (Principle 1) and knowl-
edge (Principle 2) of a given system. In
this regard, unknown threats and vul-
nerabilities are irrelevant. Greater as-
surance and knowledge empowers us to
detect and repel attackers. This results
in lower risk. In cases where there is low
assurance or knowledge, it is more dif -
cult to defend the system and risk would
be high.

The current security paradigm is reac-
tive because we primarily attempt to
defend against the unknowns. However,
this new paradigm relies on a basis of
knowledge and enables a proactive de-
fensive posture. Proactive security is
possible when suf cient understanding
of behaviors and knowledge of a sys-
tem are joined to identify attacks and
penetrations. The new paradigm will
make attacker activity, such as botnet
infections, apparent since they are out
of place according to the knowledge we
have of our systems. We must turn from
the abyss of the unknown unknowns
and look to the light of knowledge. This
will enable us to strongly defend our
systems and begin to win the cyber war.

About the Author

Sean M. Price, CISA, CISSP, is a security
researcher and consulting living in north-
ern Virginia. He specializes in the design
and evaluation of security programs and
architectures. You can reach him at sean.
price@sentinel-consulting.com.
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The “Ethics” of Ethical Hacking

Warning: This presentation containsa rant  an extravagant or violent declamation.

ast, pushing the boundaries of computer technolo-

gies, and frequently applying unorthodox tech-
nigues to accomplish his goals. Today, the term carries
a more sinister de nition involving altering computer
programs and accessing computers and networks ille-
gally and without authorization.

I n the beginning a hacker was a computer enthusi-

The problem with hacking is not merely that some in-
dividual is actively seeking to gain unauthorized access
to others information assets; rather, the problem lies
in the inexplicable fascination that society has with the
apparent disregard for authority as exhibited by fe-
lonious heroes like Robin Hood, Jesse James, Bonnie
and Clyde, movie characters from Thelma and Louise,
Young Guns, Hit Man, and TV shows like Prison Break,
many of whom are portrayed as wrongfully accused.
Some segments of our society choose to turn a blind eye
on certain crimes, most notably with the growing noto-
riety of computer hacking. Movies like War Games and
Hackers send a mixed message by portraying teenage
hackers as idols and heroes, a message being perpetu-
ated into the modern information security society.

We, as the stoic guardians of information assets, should
completely and totally condemn the entire hacker genre
and culture. Yet, it appears that we, too, are drawn to
its illicit allure. Consider the concept of hacker hats
from early days of Western movies where the good guys
wore white hats and the bad guys wore black this di-
chotomy has resulted in a distinction between white hat
hackers (good guys), black hat hackers (bad guys), and
gray hats who are not sure themselves. This distinction
has spawned major conventions where good guys and
bad guys alike gather to share in this questionable as-
sociation.

For example, according to the Black Hat: The Black
Hat Brie ngs are a series of highly technical informa-
tion security conferences that bring together thought
leaders from all facets of the infosec world from the
corporate and government sectors to academic and even
underground researchers where the establishment
and the underground are equally at home. * Note the
reference to the underground. Clearly the organizers
of this event want to attract hacker-minded individuals
and those fascinated with the concept.

This brings us to the point of this rant — the ethical
hacker. Can a hacker be ethical?

1 http://www.blackhat.com/html/bh-about/about.html.

In the 2007 version of the Of cial (ISC)? Guide to the
CISSP CBK the term is de ned differently depending
on the domain reviewed. Under the Information Se-
curity and Risk Management domain, a hacker was
originally a person who sought to understand comput-
ers as thoroughly as possible. Soon hacking came to be
associated with phreaking which is clearly illegal.
The Operation Security domain clari es that malev-
olent hackers attempt to penetrate systems for fun or
pro tthrough the use of self-developed or open-source
hacking tools. 2

As is evident by the clari cation of malevolent hacker,
even in the information security community, there is
some dissent over the true meaning of hacking. How-
ever, it is generally accepted that a hacker is not some-
one who truly intends to follow the policies, rules, and
regulations associated with fair and responsible use of
computer resources, thus creating the dilemma: is it
possible to be an ethical hacker?

The actions taken by an information security profes-
sional while thoroughly testing an organization s secu-
rity posture by bypassing security controls is not hack-
ing; it is performing a penetration test, or alternatively,
avulnerability assessment. The distinction between the
pen tester and the hacker lies with authorization. An
authorized penetration test determines the presence
of vulnerabilities and exposures and demonstrates the
techniques used by hackers to conduct their attacks. At
the end of the process the tester is responsible for docu-
menting his actions and making recommendations to
improve his client s defense posture. The hacker, being
irresponsible, has motives that are dubious at best.

Some will argue this is a semantic debate, that intent
differentiates white hat/black hat. Information secu-
rity professionals are expected to be above reproach,
the guardians of the organizations information assets.
Any doubt as to our true beliefs, motives, and ethics
undermines the efforts of us all.

About the Author

Mike Whitman, Ph.D., CISM, CISSP,
is a professor of Information Security
at Kennesaw State University, GA.
He is a member of the Metro Atlanta
ISSA chapter and may be reached at
drmikewhitman@comcast.net.

2 H.F. Tipton and K. Henry, editors, Of cial (ISC)? Guide to the CISSP CBK,
((1SC)? 2007).
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Correction...

Challenges in Hardening Data against
Recovery by Jason Andress, ISSA Jour-
nal, October 2008.

Stephen Schaefer noted an error with
the footnote on page 16. The error was
not the author s but happened during production.

Magnetic microscopy and edge effects

Data is written to a single disc platter in concentric circles
called tracks. Due to the magnetic nature of the media
and slight variances in the position of the drive head, the
writing process leaves residual data outside the normal
boundaries of the track; this residual data is referred to
as the edge effect.

Magnetic microscopy is performed by using a device that
can sense very slight magnetic elds to directly examine
the surface of magnetic storage media. This allows the
entire surface of the media, including the track edges to
be examined instead of only the areas that are normally
accessible.

The basic tools to do magnetic microscopy can be assem-
bled relatively easily for around $100."* This, of course,
does not provide a full automated solution like those used
by large-scale data recovery services, but makes a good
starting point and exempli es the level of technology re-
quired to recover apparently overwritten data.

Footnote should be:

11J. Mueller, STM - A Project by Juergen Mueller. 2008.
http://www.e-basteln.de/index_r.htm.

Thank you, Steven.
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This paper outlines a recommended strategy for mitigating the insider threats that an orga-

nization faces in today’s cyber-based environment.

| teach information security courses: Who is more

dangerous? Is it the robber casing the bank to de-
termine its weak points to break in, or is it the disgruntled
bank employee with the combination to the safe? Obviously,
both pose asigni cant threat to the bank. However, the bank
more than likely has had a long-standing capability to iden-
tify, monitor, and deter would-be criminals from the outside.
On the other hand, the bank may nd it dif cult to identify,
monitor, and protect itself from wayward employees.

T he following is a question | often ask students when

An organizations insiders pose just as much of a threat to
its security posture than from the outsider threats. However,
many organizations tend to focus on the outsider threat with
very little attention paid to the insider threat. From a psy-
chological perspective, it is a more natural human tendency
to fear and mistrust outsiders than it is to be concerned with
the insider threats and the security risks they pose to the or-

ganization.! The natural fear of the unknown tends to lead
to unwanted media coverage about cyber intruders and the
ultimate impact to the organization, along with its stake-
holders and customers. As a result, an organizations secu-
rity strategy will typically place a greater emphasis on the
technological tools and administrative policies to mitigate
the outsider threats.

The emerging insider threat

Traditionally, the outside threat has received the majority of
attention. Many organizations rightfully concern themselves
with the external threats. It seems that there is always a new
story of an external threat in icting serious damage to an
organization.? As a result, public and private organizations,
including federal, state, local government agencies and aca-

1 Eric D. Shaw, Ph.D., Keven G. Ruby, M.A. and Jerrold M. Post, M.D., The Insider
Threat To Information Systems, Department of Defense Security Awareness Bulletin
(September 1998).

2 Ibid.
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demic institutions, have a good understanding how the out-
sider threat impacts their operations and have implemented
security programs to mitigate these threats. However, orga-
nizations do not always have a good understanding of their
insider threats. Organizations cannot overlook or underesti-
mate the threat from the inside.

Until recently the insider threat has not received the level of
attention that the outsider threats have garnered for a few
major reasons. First, as previously mentioned, organizations
tend to trust their insiders more than outsiders. However, the
occurrence and impact of insider incidents have signi cantly
increased over the past few years. Making matters worse is
the fact that the intent of an insider threat can be completely
innocent or absolutely malicious. For example, the two cas-
es of the Veterans Administrations loss of a laptop in May
2006 and a hard drive in January 2007 are good examples of
anon-malicious insider incident.® The 2007 incident affected
1.8 million people, in which I was one. It also illustrates the
point that organizations will to some degree attempt to cover
up the insider incident, as the VA delayed reporting both in-
cidents.

Second, insider incidents have signi cant rami cations that
extend beyond the affected organization. The impact of a
successful compromise from an intentional or unintentional
insider incident can cause negative publicity, loss of valuable
information, loss to a partner organization, loss of pro ts, and
eventually a loss of public con dence. Asa resultand in many
cases, organizations typically tend to keep these embarrass-
ing incidents to themselves to avoid bad publicity. However,
the risks posed from the insider threat have increased and
require organizations to take a structured approach to the in-
sider threat as they have done with the outsider threat, rather
than focusing on reactive damage control.

Under reporting also makes it dif cult to determine if the
number of incidents are increasing or decreasing. For ex-
ample, organizations tend to under report incidents of illicit
cyber activity signifying that the number of insider incidents
could be higher than what research and surveys represent.*
Whether reporting is accurate or not, the threat remains,
and the consequences of these insider incidents are having
a greater impact on organizations in today s globally-con-
nected, technology-savvy society and globally-competitive
market place.

At the macro level, the insider threat is based on a combina-
tion of social and technological components where individu-
als are empowered through information technology to make
signi cant changes in the political, social, economic, and
business arenas.® Basically, instead of large corporations dic-

3 Martin H. Bosworth, Veterans Administration Loses Data on 1.8 Million, www.
consumerAffairs.com (February 13, 2007) http://www.consumeraffairs.com/
news04/2007/02/va_hard_drive.ntml and Reuters, U.S. Says Personal Data on
Millions of Veterans Stolen, (May 22, 2006) http://www.washingtonpost.com/wp-
dyn/content/article/2006/05/22/AR2006052200690.html.

4 US. Secret Service and CERT/SEI, Insider Threat Study: Illicit Cyber Activity in the
Government Sector (January 2008).

5 Thomas Friedman, The World is Flat (New York: Farrar, Stratus, and Giroux, 2005).
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tating the norms of society as they may have done in the past,
it now appears that individuals armed with instantaneous in-
formation technology directly impact the security posture of
their company. People today are savvy users of information
technology and are empowered more than ever before as they
are always connected and understand how to use technolo-
gies to their advantage.

At the micro level, the insider is no longer the typical desk
worker entering data in a computer sitting inside the tradi-
tional security perimeter. The former typical insider now
has the tools and capabilities to instill signi cant harm to the
organization from virtually any location at any time of day.
Insiders are increasingly relying on remote access, especially
to access their organizations information, via VPN, Web-
mail, and other mobile digital devices.

Developing a mitigation strategy

Managing the insider threat has come to the forefront for
many organizations. Those responsible for protecting the
organizations information (i.e., CIO, CISQO, etc) are increas-
ingly being called upon to not only protect the organization s
data but also protect its reputation. The insider threat can
just as easily ruin an organization s reputation as an outsider
threat can. Developing and implementing an effective insider
threat mitigation strategy requires an organization to attack
it from a multi-dimensional, strategic perspective, not unlike
what is currently done for the traditional threat mitigation
strategies.

The McCumber Cube® is a good model that can be used to de-
termine an organizations risk based on speci c threat agents
and the vulnerabilities that these threat agents are likely to
exploit. For example, the McCumber Cube can be used as a
comprehensive model to determine the level of risk that the
human threat agent, speci cally, the insider threats, poses to
the organizations data and network. An insider threat miti-
gation strategy must address all components of the multi-
dimensional McCumber Cube. Moreover, the organization
will need to expand the security strategy beyond the typical
threats from external agents and their respective counter-
measures (i.e., boundary protection) to include the insider
threats.

Furthermore, an insider threat strategy should be incorpo-
rated into the organizations overall security strategy. How-
ever, due to the complex and dynamic nature of an organiza-
tions insider threats, the organization will need to institute a
structured and disciplined methodology for developing and
implementing an insider threat mitigation program.

People — the common denominator

An organization must understand the threat before develop-
ing a strategy to mitigate that threat. The previous section
described the changing nature of the threat from a strategic

6 Sean M. Price, Extending the McCumber Cube to Model Network Defense, ISSA
Journal (September 2008).
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perspective. The organization must take the strategic perspec-
tive of the insider threat and apply it to its own environment
at the operational level. At the operational level, the common
denominator for mitigating the insider threat is the people
who make up the organization, whether they are full-time
employees, contractors, custodians, or interns. The insider
threat can come from two major motivational areas: mali-
cious and non-malicious. Within each of these motivational
categories there are various levels as shown in Table 1.

Malicious Non-Malicious

Unof cial IT Guru Unof cial IT Guru
(IT Staff and Non-IT Staff) (IT Staff and Non-IT Staff)

Disgruntled Employee Complacent Employee
Terminated Employee New Employee
Personal Gain Untrained Employee

Table 1 — Major categories of insider threats

The non-malicious insiders tend to be dutiful, well-meaning
employees and are sometimes overlooked when it comes to
mitigating the insider threat. Some non-malicious incidents
perpetrated by well-meaning employees have received a high
level of media attention, as illustrated in the 2006 and 2007
VA cases. The non-malicious insiders, whether trained, un-
trained, new, or complacent, can unintentionally compro-
mise their organizations sensitive data.

On the other hand, the malicious insider threat needs to
be monitored and managed as well. According to the FBI
computer security surveys over the past few years, the mali-
cious insiders have been responsible for a relatively smaller
percentage of insider security incidents within their organi-
zation. Keep in mind, however, this survey is subject to the
under-reporting syndrome discussed above. At a minimum,
a qualitative look at incomplete quantitative data as it relates
to both the malicious and non-malicious insider threats must
be properly monitored and managed at all levels within the
organization.

Identifying the motivation or intent of an insider threat can
be very dif cult. Is that bank clerk a malicious or non-mali-
cious employee? The organization should have a threat pro le
in which to base its risk assessment. The organization must
understand who makes up its force structure to institute pol-
icies and processes to effectively mitigate the insider threat.
Determining each insider s motivation for exploiting poten-
tial vulnerabilities will always be a dif cult task for the orga-
nization. Effective security policies that address the insider

12

Figure 1 — Major building blocks

threat agent, supplemented with technological solutions, are
needed to help mitigate the risks from the insider threats.

An effective strategy

An effective security strategy and proactive security program
must address the insider threat, be enforceable, and provide
accountability for insiders at all levels within the organiza-
tion. It does not matter if the policies were violated uninten-
tionally or intentionally; J. the ultimate result is that they
expose the organization to potential credibility issues, em-
barrassment, legal and regulatory nes, and law suits. As a
result of its embarrassing insider incidents, the VA has insti-
tuted new measures to mitigate the insider threat.” The objec-
tive is to develop a strategy from a proactive stance, rather
than reactively recovering from an embarrassing and damag-
ing incident.

Figure 1 illustrates the major building blocks for developing
an insider threat mitigation strategy. Of course, a strategy
will need to be tailored to t the size and needs of each or-
ganization. However, the actual methods and processes for
developing and maintaining a mitigation strategy will also be
determined by the organizations particular threat situation
and available resources to mitigate the threats.

Form a team

A cross-functional team should be formed that can provide a
balance of broad strategic knowledge with experienced sub-
ject matter experts to develop and maintain an insider threat
mitigation strategy. An organization may have already formed
a cross-functional team to address many types of threats, in
which the insider threat is possibly one element of a com-
prehensive threat mitigation strategy. In any case, the results
from any cross-functional team need to be incorporated into
an overall comprehensive security strategy and plan.

Assess

Risk assessment is typically the rst process in any risk man-
agement methodology. The team should use the organiza-
tion s established risk assessment process to determine the se-
curity posture of the insider threat along with the associated
risk to the organization. The output of the assessment will
help identify appropriate countermeasures for mitigation of
the risks.

An insider threat assessment should be an integral part of the
organizations comprehensive security strategy. This is not a

7 Mary Mosquera, VA Has Made Progress in Data Security, Federal Computer \Weekly
(March 24, 2008) http://www.fcw.com/online/news/152027-1.html.
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Total Insider RISK = Insider THREAT X VULNERABILITY

Figure 2 — Insider risk analysis

new concept as illustrated with the very familiar risk equa-
tion in Figure 2. Insider risk is a function of the likelihood of
a given threat source employing a speci ¢ vulnerability and
the resulting impact of the incident on the organization. An
insider threat assessment should include the signi cant areas
where vulnerabilities can exist: (1) inside the perimeter, and
(2) outside the perimeter, matched with each employee pro-
le. A risk assessment, based on quantitative and qualitative
analyses should be used determine insider risk levels.

Table 2 describes a notional case study that identi es various
threat levels based on a particular insider in a given situa-
tion (i.e., employee pro le). In this scenario, the inside-the-
perimeter threat consists of the employee who traditionally
works within the organizations network security perimeter,
closely tied to the physical parameters determined by the
organizations security policies. On the other hand, the out-
side-the-perimeter threat consists of those employees who
typically have a need to work outside the traditional network
security boundary protection mechanisms, using mobile
digital devices, such as personal digital assistants and laptops
viawireless Internet connectivity or virtual private networks.
Each one of these has its own set of vulnerabilities.

A formal risk assessment should be done based on insider
threat levels, known vulnerabilities, probability of vulner-
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ability exploitation, previously-assessed
impact analyses, and documented ex-
posure factors. For example, referring
to Table 2, if a trained employee writes down his password
for privileged access to human resources (HR) information
and leaves it in his desk, then the threat level is considered
MEDIUM inside the perimeter, but HIGH outside the perim-
eter. For the outside-the-perimeter situation, the potential of
this vulnerability being exploited can be considered HIGHLY
LIKELY if this employee is using a password-protected de-
vice sitting in an airport lounge and referring to his password
written on a sticky note. However, inside the perimeter, the
vulnerability could be considered LIKELY; once again be-
cause there is some level of trust with the employees and the
desktop is within the protected perimeter.

This case study can also illustrate how the potential vulner-
ability can impact the organization s exposure factor. As with
the HR employee situation described above, inside the pe-
rimeter, the threat level can be classi ed as MEDIUM, while
the privacy data exposure is assessed at $X million dollars per
year. However, if the HR employee happens to have a privi-
leged password to a nancial system (i.e., hes an unauthor-
ized user with access), then the threat level would be con-
sidered VERY HIGH with a nancial exposure much higher
than $X million dollars.

From the example in Table 2, the threat level changes based on
the particular employee and operational situation. Obvious-
ly, the risk assessment pro-

cess is more complex than

Insider Threat Agent Risk Level Risk Level ; .
Human Resources Role EmployeePro le Inside Outside this case study shows, but it
Department Perimeter Perimeter provides a good illustration
ploy formulated using industry
A User General Low Medium best practices for assessing
User Functional (HR) Low Medium r'Sk. in a multitude of_user
environments. Table 3 illus-
User Unauthorized Functional (Finance) trates the assessment taken
B Privileged General Medium a step further and shows
— . how a possible risk level can
Privileged Functional (HR) Medium be calculated based on the
Privileged | Unauthorized Functional (Finance) ExtremelyHigh | ~case study. For the trained
HR employee with access
I New Employee HR to privileged information,
A User General Medium the impact of data exposure
onal i could be considered HIGH,
User Functional (HR) IE with a threat likelihood of
User Unauthorized Functional (Finance) MODERATE. According to
— ; Table 3, the risk can be char-
B Privileged General Extremely High acterized as MODERATE
Privileged Functional (HR) Extremely High for inside the perimeter. For
Privileged | Unauthorized Functional (Finance) Extremely High the same employee outsn_je
the perimeter as shown in
IIl'| Terminated Employee | Terminated Table 4, the threat likelihood
A User Unauthorized Extremelybigh | Ccould be considered HIGH,

with a risk level of HIGH.

B Privileged Unauthorized Extremely High

Table 2 — Insider threat agent threat levels (Notional example for an HR employee)
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INSIDE IMPACT
THE PERIMETER (based on business impact analysis/exposure factors)
Likelihood Threat will
Exploit Vulnerability = AL ety
HIGH ow | wooeear: |G
MODERATE
MODERATE Low MODERATE (OVERALLRISK)
Low Low Low LowW

Table 3 — Inside the perimeter risk level

OUTSIDE
THE PERIMETER

Likelihood Threat will
Exploit Vulnerability

IMPACT
(based on business impact analysis/exposure factors)

LOW MODERATE HIGH

HIGH Low MODERATE -
MODERATE Low MODERATE MODERATE
LOW Low Low LOW

Table 4 — Outside the perimeter risk level

Once the assessment is complete, an insider threat assess-
ment report (ITAR) should be developed and used to priori-
tize resources and procedures in an insider threat mitigation
plan (ITMP).

Too often, the organization focuses on
the exposure factors and impact to the
corporate bottom line and credibility.

hensive security strategy, plan, policies, and procedures after
a thorough review of current policies and procedures.

Review security strategy, policies, plans, and
procedures

Once an assessment has been completed with a clear un-
derstanding of the overall insider threat situation, the team
should review current policies and procedures to determine
the areas that require improvement or modi cation. It is pos-
sible that the ITMP and ITMS signi cantly impact the orga-
nizations current security strategy, policies, plans, and pro-
cedures. The review should focus on the results of the insider
threat assessment and apply appropriate policies and proce-
dures to reduce the insider threat. Too often, the organization
focuses on the exposure factors and impact to the corporate
bottom line and credibility.

An ITMS should capture the overall security posture of the

organizations insider threats along with its plan to mitigate

those threats. This is not unlike a plan of action and mile-

stones that is developed under the organizations certi cation
and accreditation process.

Insider THREAT X VULNERABILITY

Total Insider RISK =

Mitigation Countermeasures

Figure 3 — Insider risk mitigation

Plan

Once insider threats have been assessed and integrated with
the organizations comprehensive security strategy and plan,
the organization will need to develop and implement a miti-
gation plan based on previous security assessment reports,
business impact analyses, disaster recovery plan, and the
ITAR, to name a few. Speci cally, the ITMP should identi-
fy and prioritize appropriate mitigation steps to reduce the
overall insider risk as shown in Figure 3.

In some cases, the organization may not be able to quantify
or justify mitigating the threat. The organization may ig-
nore the particular risk, or it may transfer the risk through
outsourcing or insurance policy. However, when mitigation
is required, it should be done using a combination of multi-
dimensional methods, as described in the McCumber Cube.
Once the ITMP is complete, the ITAR and ITMP could be
combined into an overall insider threat management strategy
(ITMS). Depending on the organizations situation, the re-
sults can be directly integrated with or appended to an exist-
ing comprehensive security strategy or plan. In any case, all
results should be integrated with the organizations compre-

Implement

The strategy should be implemented
based on the resources and mile-
stones identi ed in the ITMS. The
ITMS can be seen as a source document for developing or
updating the organization s comprehensive security strategy,
identifying the who, what, where, and when for mitigating
the insider risk. Implementation should include critical man-
agement, operational, and technical methods to monitor and
enforce compliance for mitigating the insider threat.

In some cases, it may not be enough to just monitor, audit,
and enforce the current security policies. The security poli-
cies may need to be updated to monitor end-user actions and
trends using both manual and automated mechanisms. Some
tried-and-true manual methods, such as management and
supervision, independent audits, and education, awareness,
and training, can be applied to mitigate the insider threats.

Additionally, some automated mechanisms, such as access
control and identity management, may need to be expanded,
tightened, removed, or upgraded to effectively mitigate insid-
er threats. If the ITAR identi ed new insider threats or new
vulnerabilities based on current insider threats, then proper
management, policies, and technological controls will need
to be implemented to mitigate those threats and vulnerabili-
ties.
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Technology cannot replace proper
supervision, monitoring, and enforcement.

Monitor and enforce

When it comes to monitoring and enforcing policies, some-
times it is easy to focus on the technologies that have been
implemented to mitigate the threats. However, monitoring
and enforcing security policies also requires appropriate se-
curity policies backed up with trained management, staff,
and employees who have a good understanding how to make
deliberate, mid-course, or emergency corrections based on
historical and empirical analyses. Technology cannot replace
proper supervision, monitoring, and enforcement. Main-
taining a proactive management posture can only enhance
the use of technological tools, such as data monitoring, user
monitoring, and endpoint security, that can help mitigate the
insider threats.

Conclusion

With the emerging insider threats the organization must have
a strong monitoring and enforcement program to ensure its
information and credibility are protected, not just within the
traditional network security perimeter, but outside of the pe-
rimeter as well. Employees now have the capability to access
the organizations information internally and externally us-
ing email, instant messaging, virtual private networks, per-
sonal digital devices, Webmail, digital cameras, and thumb
drives, to name a few. While these new, user-friendly devices
have increased productivity for organizations, they have also
increased the number of avenues that employees have to ex-
pose the organization s data.

An effective insider threat mitigation strategy requires a bal-
ance of people, processes, and technology to ensure insider
threats are addressed appropriately and thoroughly. Technol-
ogy alone, which organizations tend to rely upon rst and
foremost, cannot address all potential insider threats. An
organization must understand its people, determine what
threat the employees pose to its data and resources, assess the
criticality of its data and resources, and then apply appro-
priate administrative, operational, and technical measures to
mitigate the insider threats.
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Anthony W. Buenger, Jr., CISSIP, CISM, is |
a senior information system security engi-
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Predicting, Detecting, and
Responding to Insider Attacks

By E. Eugene Schultz - 1ssA member, Los Angeles, USA chapter

Insider attacks are one of the least understood and inadequately mitigated security-related
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security professionals defend against the malicious insider.

equately mitigated security-related risks facing organiza-

tions today. The fact that the term insider isin and of
itself elusive only makes this issue and its many dimensions
more dif cultto truly understand. Although employees of an
organization are unquestionably insiders, whether (or per-
haps better said, the degree to which) the term insider ap-
plies to consultants, contractors, vendors, third-party busi-
ness partners, and others is usually to at least some degree
ambiguous. Many believe that anyone who is granted access
to an organizations computing resources and is, hence, giv-
en an account and password is an insider. If this de nition
is taken literally, however, users who are granted access to
a subscription website are insiders, even if they have never
worked for the organization that operates the website.

I nsider attacks are one of the least understood and inad-

Regardless of dif culties in de ning exactly what an insider
is, very few information security professionals debate the
meaning of the term insider threat. This term refers not
only to malicious actions by employees and others consid-
ered to be insiders, but also to a much wider set of potentially
undesirable risks, e.g., such as when a CD or USB drive is
inserted without any knowledge of its contents, or when an
email attachment from an unknown sender is opened, caus-
ing massive destruction of data.

The meaning of the term insider attack or insider misuse
also varies considerably. Tugular and Spafford® have de ned
malicious insiders as individuals who are capable of using
a computing system at an assigned privilege level, but who
use the system in a way that bypasses or exceeds this level,

1 T. Tuglular & E.H. Spafford, A framework for characterization of insider computer
misuse, unpublished paper, (Purdue University, 1997).

thereby violating their organizations information security
policy. Schultz and Shumway? de ne an insider attack as the
intentional misuse of computer systems by users who are au-
thorized to access those systems and networks. Einwechter®
views an internal attacker as an authorized user who instead
of meeting assigned responsibilities subverts system access to
take advantage of it in some way.

Predicting insider attacks

Ideally, organizations should be able to predict and then cir-
cumvent insider attacks, much in the same way that clandes-
tine government agencies are often able to identify and thwart
the actions of potential spies within their ranks by pro ling
them. Various predictive models of insider behavior, many
of which are empirically-based, have been proposed. These
models describe numerous kinds of insider attack-related
motives, behaviors, and symptoms, many of which are subtle
and thus easily overlooked* including:

1. Personality traits Several personality traits, namely in-
troversion and depression, weakness in dealing with stress
or con ict, and frustration with the workplace environ-
ment, are often found in individuals who commit insider
attacks.

2. Verbal behavior Those who engage in malicious insider
acts often tip off others that they intend to do so.

2 E.E.Schultz & R. Shumway, Incident response: A strategic guide for system and network
security breaches. (Indianapolis: New Riders, 2001) p. 189.

3 N.Einwechter, Preventingand detecting insider attacks using IDS, on-line document
(2002), http://online.securityfocus.com/infocus/1558.

4 E.E. Schultz, A framework for understanding and predicting insider attacks,
Computers and Security, 21 (6) (2002) , pp. 526-531.
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3. Across system usage patterns Correlated usage patterns
are patterns of computer usage (e.g., login attempts against
accounts for which a user does not have authorization to
access) across different computing systems. Although the
actions might not seem signi cant on any one system, a
pattern across numerous systems can reveal malicious
purpose on the part of perpetrators.

4. Negative work environments Negative/hostile work en-
vironments are also often associated with an increase in
the likelihood of insider attacks occurring.

5. Preparatory behavior  Preparatory behavior (e.g., re-
connaissance activity) can indicate that an insider attack
is imminent.

6. Meaningful errors Insiders typically make errors when
they launch attacks, and some of these errors often indi-
cate malicious intent before the insiders are successful in
engaging in malicious actions. An attacker may, for exam-
ple, mistype one or more letters of a malicious command
suchas rm —rf / *.* on a Unix host.’ Identifying
meaningful errors in near real time can enable security
and other staff to quickly stave off impending attacks by
taking defensive actions such as killing a perpetrator s re-
mote sessions.

7. Deliberate markers Insiders may leave small, intentional
signs (e.g., hostile comments in one or more system con-
guration les) that they have attacked a system or device
simply to make a statement. ldentifying such markers as
early as possible can lead to the ability to thwart further
attacks.

Additionally, motives for insider attacks can generally be
characterized as hostility, the desire for revenge, and/or greed.
In a study jointly conducted by CERT/CC and the U.S. Secret
Service, 57 percent of the insiders who committed IT sabo-
tage were disgruntled, 84 percent were motivated by revenge,
and 92 percent of all of inside attackers attacked shortly after
a negative work-related incident.® Insiders who have commit-
ted IT sabotage tend to be in technical positions (86 percent
of insiders who committed attacks held technical positions)
and also have had privileged system access (90 percent).

Given the growing body of knowledge produced by insider
attack research, it is now more than ever possible to construct
accurate pro les for individuals to allow prediction and spe-
cial monitoring of insider attack-related behavior. Serious
legal and privacy concerns have impeded using this kind of
pro ling, however. Clandestine government agencies are the
major exception to the rule.

5 In case you are not sure what that does: rm  rf / *.* causes the le system in a Unix or
Linux host to be recursively, starting with the root directory and working all the way
down, deleted a total wipeout of host.

6 D.M. Cappelli, A.G. Desai, A.P. Moore, T.J. Shimeall, E.A. Weaver, & B.J. Willke,

Management and education of the risk of insider threat (MERIT): Mitigating the

risk of sabotage to employers information, systems, or networks, (2007) www.cert.
org/archive/pdf/merit.pdf.
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for their employees, consultants and

contractors, insider attacks would be
considerably easier to identify.

Detecting insider attacks

Detecting insider attacks is usually an elusive and dif cult
task until the loss, damage, and/or disruption from the attack
becomes obvious. Insider attacks are launched by individu-
als who are generally authorized to access an organizations
computing resources, so much of their behavior in the course
of an attack will super cially appear to be normal. A simple
access toa le might constitute a very serious insider attack,
but intrusion detection systems (IDS) and intrusion preven-
tion systems (IPS) generally do not issue alerts when this type
of event occurs because the overwhelming preponderance of
such alerts would constitute false alarms. As stated previous-
ly, if organizations constructed pro les for their employees,
consultants and contractors, insider attacks would be con-
siderably easier to identify, but most organizations hesitate to
use such pro les.

The ability of IDS to identify externally-initiated attacks has
gotten considerably better over the last ve years or so, but
the same is not true for internally-initiated attacks. Not only
are many behaviors of internal attackers super cially in-
nocuous, but externally-initiated attacks generally involve
network traf c that goes through not only devices such as
routers and switches that serve as intermediate network hops,
but also devices (including IDS and rewalls) located within
external gateways as well as numerous devices within an or-
ganizations internal network. This increases the likelihood
that at least one device would detect externally-originated
malicious traf c. In contrast, many internally-initiated at-
tacks occur without any network traf ¢ whatsoever being
generated.

Despite limitations in the ability today s IDS to identity and
report insider attacks, several reasonably effective intrusion
detection methods exist.

Tripwire tools

Tripwire tools (available as commercial as well as open source
products) spot and report changes made in les, directories,
and registry keys and values in association with an insider s
efforts to install rootkits, back doors, or other types of ma-
licious code. An example is a new entry in the etc/init.
d/ directory in a Debian Linux host that starts a new service
that establishes a listener on an ephemeral port every time
the compromised host boots. Tripwire tools are designed to
detect and report this type of change as well as a wide range
of others.
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Anomaly detection IDS

An anomaly-based IDS can look for and
report deviations from known usage pat-
terns (date/time, CPU and memory uti-
lization, and so on) for each user. In one
case, a successful insider attack against
a Solaris host was detected and reported
because an anomaly-based IDS identi-

ed behavior that did not t the pro le
of a user who mostly used the host for
email access and Web browsing. When
someone logged into this users account
late at night and then started using the C
compiler to compile a program, the IDS
determined that this usage pattern devi-
ated too far from the users pro le and
thus sent an alert.

Data extrusion detection

Data extrusion detection methods look
for and report the presence of keywords
such as proprietary, business initia-
tive, and engineering research in le
transfers, IM sessions, postings to social
networking sites, and so on. Although
many methods of evading detection
based on this logic exist, data extrusion-
based methods are capable of identify-
ing insider attacks in which the motive
is to steal critical and/or sensitive infor-
mation. Similar detection methods al-
low critical les to be marked such that
if anyone other than users (e.g., data
owners) who are exempted from analy-
sis downloads or attempts to download
them, an alert is issued.

One of the best ways to detect insider at-
tacks is to use security information and
event management (SIEM) tools that ag-
gregate log data and then perform event
correlation analysis.” Audit data from a
wide variety of sources  rewalls, net-
work IDSs, servers, VPNs, and others

are conducive to pattern matching and
identi cation needed to discover insider
attacks. As opposed to detecting most
external attacks, detecting internal at-
tacks often depends on the discovery
and analysis of numerous small, subtle
clues, something for which event cor-
relation algorithms excel. Consider the
following examples:

7 A. Chuvakin, Log analysis vs. insider attacks, ISSA
Journal, November 2007, pp. 36  39.
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1. The fact thata le on a particular host has been accessed
may not in and of itself be very noteworthy. However, the
fact that a copy of that le was soon afterwards sent as an
email attachment would increase the level of suspicion in
connection with the rst action. If the address of the re-
cipient is someone not associated with a particular organi-
zation, the level of suspicion would be ever greater. An ef-
fective SIEM tool can easily identify and report this series
of events ( le download =>emailing le as an attachment
=> email is sent to external address). Conventional IDS
are in contrast not designed to detect chains of events such
as the one in this example.

2. An effective SIEM tool will readily identify and report
other types of subtle indications of insider attacks such
as failed login attempts on a variety of hosts within an
organization s network that are well-spaced over time. At-
tempting only one login on one host, then attempting an-
other login on another a half hour later, and then attempt-
ing still another login on yet another host a half hour
afterwards is a strategy that malicious insiders frequently
use to evade detection capabilities. Conventional IDSs will
spot only the individual login attempts, and given that
failed logins occur all the time, the login failures in this
hypothetical example would not in general be particularly
noticeable. In contrast, effective SIEM tools are designed
to detect and report the relationship between the distrib-
uted failed login attempts initiated from a single host.
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Responding to insider attacks

Because no risk that information security professionals face
is as great as insider-related risk, every effort to contain an
insider incident as soon as it is discovered must be expended.
In this vein, identifying every malicious action that the per-
petrator has performed up to the point of discovery is im-
perative in that different variations of insider attacks dictate
particular courses of action. For example, containment of
an attack in which malware has been installed in victim sys-
tems will be quite different from containment of an attack in
which no malware was used. Additionally, different organiza-
tions have different business drivers and risk appetites, both
of which very much affect the particular incident response
strategy that each organization should use. Still, effective in-
cident response for insider attacks will normally require fol-
lowing some or all of the following recommendations:®

e First and foremost, understand that you as an in-
formation security professional have not been em-
powered to carry on an investigation of one or more
persons who work for your organization. Human
relations (HR) and/or legal (but not information se-
curity) generally has the authority to conduct per-
sonnel-related investigations. In most cases, your job

8 Your organization should have high level provisions concerning handling insider
attacks in its information security policy and should also have detailed procedures for
responding to such incidents.
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