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PDF Forensics:  
Yrgszivmrk Q]H Ăpiw
By Ray Yepes – ISSA member, South Texas, USA chapter

A forensic analyst discovers a procedure for uncovering and analyzing recently accessed 

PDF documents.

During a recent criminal investigation, I was asked 
to conduct a forensic analysis on a computer 
which allegedly contained, or had contained, 

a highly classi�ed document. More speci�cally, accord-
ing to the federal search warrant, the investigation was to 
search the suspect�s hard drive for any evidence of a PDF 
�le named Highly_Con�dential.pdf.1 The federal prosecu-
tor alleged that this highly con�dential document con-
taining top secret information was stolen from a secured 
government mainframe, and that the existence of this �le 
(because of the uniqueness of the �lename), at any point in 
time was suf�cient evidence to prosecute the offender. The 
defendant, of course, argued that he was never in posses-
sion of such document. 

The evidence was provided in the form of a forensic image2 
of the offender�s hard drive. One of the �rst steps was to ob-
tain either a copy of the document in question in order to 
formulate keyword terms and/or calculate the unique hash 
value or a hash value of the �le to run it against the evidence. 
Due to the sensitive nature of such document, this request 
was denied; all I had to go by was the name of the document 
in question � Highly_Con�dential.pdf. Considering the limi-
tations, the next step was to proceed with an analysis and re-
covery of all existing and deleted PDF �les while employing 
commonly utilized forensic software, including the recovery 
of PDF �les from unallocated clusters. This analysis yielded 
no positive results. 

A keyword search was con�gured using the document�s name 
and possible variations (such as short name �Highly~1.pdf� 
or temporary instances) in case the document had been re-
named by the user or changed by an application process. Nor-
mally, an investigator can expect to �nd numerous remnants 

1	 Actual name of document has been sanitized for the purpose of this article. In ad-
dition, all exhibits are for representational purposes only and are not actual screen-
shots.

2	 A bit stream image copies every bit and byte on a hard drive including unused disk 
space and unallocated sectors.

located throughout the hard drive in areas such as the page-
�le, unallocated clusters, MFT records, �le slack, recycle bin, 
registry entries, directory entries, prefetch entries of execut-
able �les, etc.3  By simply opening a �le, numerous evidence 
fragments are created and left in portions of the hard drive. 
Interestingly the keyword search yielded only one result as 
shown in Exhibit 1. 

Based on forensic evidence, there was a positive hit for the 
�lename �Highly_Con�dential.pdf� found in the following 
path:

\Documents and Settings\username\Application Data\
Adobe\Acrobat\7.0\organizer70\þles.MYD
This result was intriguing as it is not the normal outcome 
one would expect, thus suggesting that perhaps an effort by 
the offender had been taken to conceal the records. Further 
analysis revealed that the offender had BCWipe4 software in-
stalled, which is designed to securely delete �les from disks 
and other media by wiping and overwriting the sectors where 
these �les were stored, making it nearly impossible to restore 

3	 Page�le or swap�le is used for virtual memory implementation; unallocated clusters 
� unallocated disk sectors used in a �le allocation table; MFT � Master File Table (a 
table of metadata); �le slack � data storage space that exists from the end of the �le 
to the end of the last cluster assigned to the �le; prefetch folder is used to improve the 
loading time of executable �les.

4	 www.jetico.com/bcwipe3.htm.
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any data that has been properly wiped. Some of the functions 
of this software allow the user to wipe the content of the re-
cycle bin, wipe recently used records, wipe free space, and 
wipe and encrypt the swap �le including directory entries for 
FAT and MFT records. This �nding would explain why only 
one entry resulted from the keyword search.  

The next step was to �gure out the purpose of �les.MYD. The 
�le path (See Exhibit 2) reveals it is associated with Adobe 
Acrobat 7.0 (not Acrobat Reader). Numerous phone calls to 
Adobe Systems Inc. technical support produced very little 
information. Further research on my part determined that 
�les.MYD was some sort of database �le. Examination of the 
Adobe Acrobat organizer feature (See Exhibit 3) showed that 
the �le maintains a list of recently opened documents, thus 
substantiating it is a database �le. Further research deter-
mined that the extension �.MYD� is associated with MySQL 
databases. 

It is important to 
note that common-
ly employed foren-
sic software could 
not decode the �les.
MYD �le. Exhibit 4 
shows that a typical 
analysis tool5 reveals 
snippets without 
properly identify-
ing or interpreting 
the data contained 
within the �le. It 
was imperative to 
decipher the obser-
vations. Otherwise, 
the �nding would 

not be submissible evidence in court. Even though the pros-
ecutor could dispute the fact that a �le with a very complex 
�lename was discovered on the defendant�s computer, no ad-
ditional argument could be sustained. Consequently, I felt it 

5	 EnCasefi was used for this example.

was imperative to decipher the observations. Otherwise, the 
�nding would not have enough weight in court.

In an effort to decipher the content of �les.MYD, I devised the 
following experiment. For the test environment two identical 
computer systems were con�gured with Windows XP, Service 
Pack 2 and Adobefi Acrobat 7.0 Standard edition. They were 
both loaded with a fresh computer image.6 A compilation of 
numerous �les.MYD �les was gathered which included a �le 
dating as far back as 2004. For the purpose of this article, 
a �les.MYD �le created on 02/12/06 was used. While look-
ing at the Organizer feature of Acrobat on a live machine, I 
observed that records are kept for up to twelve months (See 
Exhibit 3). However, after further experimentation, I noticed 
that all records were preserved, regardless of the date stamp. 
I changed the date and time properties for the test machine 
and was able to successfully access records dating back to 
2004. However, the organizer feature still displayed only 12 
months worth of records based on the date of the computer 
system. The information provided by Acrobat Organizer was 
very detailed � it provided and/or retained information such 
as last opened date, last modi�ed date, �lename, document 
path, etc. � information that could prove critical for the pros-
ecutor�s  case (See Exhibit 5). 

Clearly there was vital information to be found within the 
�les.MYD �le. It became critical to the investigation to be able 
to view and/or decipher the contents of this �le. Revisiting the 
forensic tools, I exported all �les located in the �organizer70� 
folder, including the ��les.MYD� �le, (reference Exhibit 2 for 
a listing of �les located in this directory), and copied them to 
the �organizer70� of the other test machine. To my surprise, 
copying the �les from one system to another did not work 
and the organizer displayed no �les and/or recent activity 

at all. Revert-
ing the above 
procedure, the 
original �les 
were restored 
back to the 

�organizer70� folder and then opened with Acrobat Organiz-
er � all �les and recent activity were displayed accordingly. 
After tweaking and trying this procedure several times, all 
attempts proved unsuccessful. I believe that perhaps the �les.

6	 Using Symantec Ghost Solution by Symantec Corporation.
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