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assigned the task of protecting an organization’s resources from threats.

ecent trends in the area of information se-
curity have created new and complex chal-

lenges for security of cers assigned the task of

protecting an organizations resources from threats.
Consider the following:

= A recent report from a major security vendor! sug-
gests that DoS attacks increased from 119/day to
927/day over the rst six months of 2005. Some or-
ganizations reported up to 1991 daily DoS attacks
in late 2006.

Microsoft utilizes a monthly cycle to submit
patches to x known vulnerabilities in their prod-
ucts. The distribution date is known as Microsoft
Tuesday. Attackers wait until the following day
to release exploits to new vulnerabilities, know-
ing that Microsoft will take considerable time to
analyze and respond to the new exploits. This way

1 Symantec http://smallbiz.symantec.com/press/2005/n050919a.html.

the attackers extend their window of opportunity
( zero-day Wednesday ).

Patches must be tested before being promoted into
production systems, demanding resources and time
every time a patch is made available.

During the rst hours after a new vulnerability has
been discovered, the time between virus/worm dis-
coveryand pattern le (signature) update is inversely
proportional to the number of attack acknowledge-
ment communications made to a vendor’s support
and research groups. By the time the signatures are
available, the virus/worm was able to attack hun-
dreds of thousands of vulnerable targets.

Counter surveillance attackers are mapping the
resources (sensor networks and honeypots) used
by security vendors and research communities and
poisoning them with false data. Consequently, the
effectiveness and response time of the information
gathering resources may be eroded.
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= Over the last three decades, the technical knowledge of
attackers has decreased to almost technical illiteracy,
while the sophistication and potential damage of attacks
increased to threaten all elements of any technological in-
frastructure. Communication and cooperation in the at-
tacker community is often superior to that which exists
among the defenders (government and industry). The ca-
pabilities of attackers are improved via information shar-
ing and extended testing of attack tools by members of the
black hat community.

Parallels between cyber attacks and
military warfare

Information security defense strategies should not be planned
solely in terms of military tactics, but some similarities to the
tactics employed in cyber attacks can be instructive.

According to Col. John R. Boyd, an American strategist and
author of many books about strategy and modern warfare,?
in order for an attack to succeed, it is critical that attackers
operate at a faster tempo than defenders, or better yet, get
inside the defenders observation-orientation-decision-ac-
tion (OODA) time cycle or loop. Col. Boyd makes this obser-
vation regarding air-to-air combat tactics and maneuvering
procedures; however, this observation could also be made
with regard to network security studies.

Cyber warfare has characteristics which Sun Tzu tried to
avoid in 400 BC. The Chinese tactician warned that the worst
type of con ict is the one fought inside an enemy s (or even
worse, our own) city the ght involves the civilian popula-
tion, disrupts commerce and trade, creates fear and instabil-
ity, and quickly becomes unclear and impossible to manage.
This is similar in many respects to the way cyber security at-
tacks impact our society today. The position of the defenders
is probably familiar to security professionals who have had

rst hand experience with cyber attacks affecting their inter-
nal operations.

Other parallels can be drawn between the new scenarios in
the realm of cyber security and traditional scenarios found
in military history. This is especially evident in asymmet-
ric warfare (i.e., guerilla or terrorist tactics against a superior
adversary):

= Attackers do not have suf cient nancial support to
create or introduce new technology. They use exist-
ing technology in innovative ways, nding aws and
using them against the defenders.

= Attackers operate alone or in small groups and are
mobile and exible in their tactics.

= Attackers mingle with the general population and
have greater mobility and speed than law enforce-
ment and other forces. The absence of consistent in-
ternational regulations and cooperation and coordi-

2 Defense and National Interest
htm.

http://www.d-n-i.net/second_level/boyd_military.
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In order for an attack to succeed, it is
critical that attackers operate at a faster
tempo than defenders, getting inside
the defender’s observation-orientation-
decision-action time cycle or loop.

nation between law-enforcement agencies adds to the
problem.

= Attackers strive to take the enemy by surprise, main-
tain the initiative, and leave before the defender is
ableto ght back.

= Attackers seek support and cooperation from the lo-
cal population either by sympathy or intimidation.
Although one might question the validity of this
premise in cyber security, the lack of investment in
security training and expertise and the reluctance to
communicate security incidents to law enforcement
actually support the attackers actions.

= Attackers are knowledgeable about the target envi-
ronment prior to the encounter. This is especially true
when elements within the defending organization are
collaborating with or conducting the attack.

e The attacker s information service is better than the
defender’s. In the current environment of cyber se-
curity, the defending organizations typically respond
in isolation and rarely communicate the attack to law
enforcement or other groups. The only information
services on the side of the defenders are public orga-
nizations and the media, which are shared with the
attackers.

= Attackers maintain command of the situation during
the whole engagement. The defending organizations
can rarely regain control during an attack  rst the
attack would need to be detected in real time, then
near perfect coordination of incident response pro-
cedures would need to be in place, and the response
team would need to be fully alert, trained and sup-
ported in the decision-making process. The cost of
maintaining such capabilities is overwhelming for
most organizations.

Technological trends

Current trends in the tools and devices that comprise the
technological environment should be considered before de-
termining the best defense strategy:

= Over the last decades the IT industry has experienced
a steady standardization of platforms (including op-
erating systems, of ce automation, email, network-
ing devices, web browsers and HTTP, application and
database servers). Generally the industry follows two



Cyber Warfare and Defense Strategies | Karen McNeil and Rafael Etges

Lots of young and talented people with
excellent technical education have
become unemployed and have
plenty of free time.
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or three industry leaders that dispute more that 90%
of the market, and entry-level or low-cost alterna-
tives that share less than 10%. This effect is due to
economic reasons, such as total cost of ownership,
support capabilities of vendors, credibility, and mar-
keting/media.

= At rst the standardization of platforms facilitated a
similar effect on attack tools and expertise; attack-
ers are specialized on the most used targets, which
represented at least 80% of the market. However, se-
curity vendors also learned to react quickly and im-
prove their products since platforms and threats
are standardized, security solutions are designed to
detect and prevent the most common attacks. More
intelligent solutions try to detect less common or new
attacks using behavioral analysis and heuristics.

New trends relative to targets have become apparent in the
past two years:

e Targeted attacks are hitting just a very small subset of
all potential targets, avoiding the standardized detec-
tion mechanisms that Iter and react to mass attacks,
and increasing the surprise effect on the victim.

= Semantic attacks are hitting the data and its mean-
ing,® and not the hard rules and security controls
mechanisms ( syntactic attacks). This is re ected
in worms that detect and deliver instant messaging
communications in the victims own language, at-
tacks coming from known contacts, or sending the
victim to a familiar-looking but malicious web site.

Defense strategies

So how does one defend against the cyber attacker with a lim-
ited budged, low visibility and support from senior manage-
ment and resistance from end users to follow recommended
practices?

Organizations must assume that every available service will
have vulnerabilities, and all vulnerabilities will have exploits.
Therefore, from a security standpoint, to have the minimum
amount of services as required by the business is the rst
mandate of any security of cer this will limit the costs of
threat monitoring, detection, patching and training associat-
ed with each service. For services that are deemed necessary,

3 Bruce Schneier discusses semantic and other attacks in his Crypto-Gram newsletter
http://www.schneier.com/crypto-gram-0010.html.
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The pro le may encompass variations of the motivations,
backgrounds and skill sets that comprise the attacker.
The pro le presented here focuses on the common his-
torical in uences of the technological environment that
fostered computer and networking skills during the
1990s in North America. The economy experienced a pe-
riod of steady growth and prosperity that lasted almost
a decade. In the 90s university graduates entered the
work environment without any concern for unemploy-
ment and seldom experienced layoffs. They built and
participated in the rst generation of e-commerce and
Internet applications. This generation quickly learned to
work, consume and socialize in networked environments
without the technophobia that was frequently present
in their 1970s and 1980s counterparts. Due to factors
outside the scope of this discussion, in the following de-
cade North American companies faced a less-favorable
economy and were forced to release part of their skilled
workforce back into the market. These professionals
possessed techno-savvy, knew well how organizations
function from the inside, and had not been required to
undertake any security awareness, ethical or regulatory
training during their careers.! Outside North America, the
Eastern European block and many other countries face a
similar situation: lots of young and talented people with
excellent technical education able to translate and, in
some cases, reverse engineer western software packages
to make them work in less favorable environments had
become unemployed and had plenty of free time.

What were their pursuits?
What provoked their curiosity? Greed?

Those who lled the attacker pro le have the advantage
of operating in an environment characterized by imma-
ture laws and regulations, and international boundaries
limiting law enforcement investigations. The increasing
availability of attack tools with user friendly interfaces
has enabled a subsequent generation of less talented at-
tackers, or just curious or bored IT professionals, to try
these tools within and outside their own organizations
or homes.

1 Tom Peltier, ISSA Speaker and Hall of Fame presentation delivered to the To-
ronto ISSA Chapter.

attendant vulnerabilities must be patched, but patching and
hardening alone is not enough. Establishing internal security
zones in the network and creating security chokepoints that
control communication points between different zones will
help to isolate a threat and contain some of the risks. How-
ever, implementing this strategy is not always feasible due
to incompatibility with the network topology, limited staff,
legacy systems, or business requirements that demand access
by everyone internally.
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Deploying several layers of complementary security or de-
fense controls is a strategy inherited from the military world,
where it is sometimes referred as elastic defense. The strategy
seeks to delay rather than prevent an attack, slowing down
the enemy as he advances, eliminating surprise and giving
time to the defenders to organize and react, and destroy the
enemy s supply or communication lines. It is especially ef-
fective when the attacker tries to quickly exploit a small area
over a large defensive line. Instead of deploying all available
resources to try to cover all defensive perimeter, resources
can react to an attack once the outer perimeter is breached
(the assumption that the perimeter will be breached is the
key to defense-in-depth thinking). The internal defenses
must be exible enough to change their focus, depending on
the attack location and characteristics. This concept is very
easily adopted in network and systems defense. Consider the
suitability of elastic defense in the network environment:

= The deployment of controls such as rewalls, intru-
sion detection and prevention systems (IDS/IPS),
monitoring and access controls comprise a collabora-
tive strategy. The border controls may keep amateurs
out, but talented and motivated attackers may get in-
side. It is the task of additional controls to detect and
respond to such aswell as internal threats.

= Security controlsshould be exible and mobile, useful
in more than one attack type or platform, or speci ¢
attack scenarios. In this sense a motivated and trained
human being is the best and most cost-effective secu-
rity control that can be deployed. Humans are much
more exible and intelligent than the best monitoring
system, and can adapt to unexpected attacks better
than any technology.

= Security events generated by devices and systems de-
ployed in separate points in the network topology and
application systems can be correlated and reviewed to
eliminate surprise and detect precursory activities of
an incoming attack.

It is safe to say that a border rewall will prevent no more
than 90% of all potential attacks, depending on the attack
type. The antivirus solution will detect a similar amount of
threats (90%). Even a well tuned IDS sensor will detect no
more than 85% of all possible attacks. Each one of these de-
fenses is designed to prevent different types of attacks. When
these protective defenses are layered, their effect is cumula-
tive, theoretically increasing defense effectiveness (recogniz-
ing that these defenses address different types of threats).
There are additional advantages to the defense-in-depth con-
cept:

e The number and distribution of security controls is
more important than the individual ef ciency of each
one.

= One can expect that several low cost and somewhat

less ef cient controls have a better combined effect

than a costly solution that provides slightly more ef-
ciency than other available tools.

Errors
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Threat Detection
Sensitivity vs. Accuracy

False
Positives

False
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Figure 1 —Traditional Tradeoff between Sensitivity and Detection Accuracy

= Different security controls are designed to detect and
prevent different types of attacks. The more complex
or sophisticated an attack is (e.g., multi-modular,
multi-phased attacks), the higher the chances of be-
ing detected by one of the diverse controls in place.

= As the overall defense ef ciency is distributed over
several layers of security controls, so is the reduction
of false alarms (false positives) in detection mecha-
nisms  without increasing the detection failure rate
(false negatives). The idea is simple: in any type of
detection or matching mechanism (e.g., biometric
authentication or intrusion detection systems), there
are both false positive rates (i.e., a false alarm, trigger-
ing the detection mechanism when it should not have
been triggered) and false negative rates (being silent
when an event should have been detected). With over-
sensitive mechanisms, more legitimate events will be
detected, but more false alarms will happen as well.
Under-sensitivity means the detection rate will be
lower, avoiding false alarms but causing more detec-
tion failures (i.e., letting events pass unnoticed). The
traditional objective is to nd the optimal sensitivity
point, sometimes referred as the crossover error rate,
where both rates are equal (Figure 1).

= If the detection capability is distributed amongst sev-
eral controls, the crossover rate is pushed back to the
lower part of both axes. One can expect less detection
errors and potentially lower complexity and costs.
This effect is due to the larger number of security
controls: the combined chances of capturing an event
(i.e., lower detection failures or false negatives) will be
increased, without increasing the individual chances
of false alarms (i.e., false positives). This is only true
because the focus is set in the combined detection ca-
pability, whereas false alarms happen in isolation.

= Organizations typically have low appetite for risks
involving false positives that impede availability and
productivity and hinder business operations. Nor can
organizations tolerate false negatives whereby threats






