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Factoring the PGl Security
Standard into Your
Compliance Program

By Richard Mackeyj, Jr.

The Payment Card Industry security standard is a benefit to credit card holders; yet, it

represents another compliance burden to companies accepting and processing payment

cards.
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compliance burden to companies accepting and pro-
cessing payment cards. It is not surprising that organizations
already faced with the challenge of complying with privacy,
corporate governance, and financial regulations find it hard
to accept another set of requirements from the payment card
industry. However, the news is not as bad as it sounds, at least
if you view PCI compliance as just part of your overall com-
pliance program.

T he Payment Card Industry security standard is a ben-

A compliance framework

Compliance, regardless of whether to a regulation or a con-
tract like the PCI Data Security Standard, is a process, not a
project. In other words, compliance is an ongoing activity
that has no definite end, requiring organizational commit-
ment and a consistent approach across the various compliance
requirements a company faces. This consistency of approach
can help organizations recognize where current processes (or
at least common processes) can be used to achieve compli-
ance with multiple regulations.

The most effective organizations establish a compliance pro-
gram based on a framework that repeats the following steps.

Assemble requirements

The first step is to recognize and document the requirements
of all of the regulations or contracts. This may seem like a
one-time event, but regulations and contracts (or current
interpretations) can change from year to year, and that may
change your requirements. In the case of PCI, the Data Se-
curity Standard describes your requirements at a high level.
However, the adequacy of depth and completeness of your
implementation will be left to the judgment of assessors/au-
ditors.

Establish metrics

This is where you capture the level you need to achieve in
the various performance areas of each regulation. For PCI,
some of the requirements are very specific (e.g., what must
not be stored, what must be encrypted, what must be pro-
tected by firewalls). Other areas, like your security policy,
are less specified. You will need to determine the level you
will need to achieve to comply and set that as the goal of your
program.

Assess your state

Once you know your goals, you will need to assess and cap-
ture your current state compared to the metrics you have es-
tablished. This information is helpful in two ways: it allows
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you to understand your goals for the current compliance pe-
riod and it allows you to track progress in a concrete way. For
PCI, there are two ways to assess your state:

e Hirea certified PCI assessor for a review of your prac-
tices in relation to PCI requirements

e Conduct an assessment yourself

It is probably worthwhile understanding the requirements
and building enough expertise internally to defend any state
that you feel should comply. However, it is prudent to have
your initial performance baseline established by an expert
with knowledge of the current interpretation of compliance
requirements in the industry for your class of organization.

Communicate your goals and state

One of the keys of a good compliance program is good com-
munication. That means publishing your goals and your state
so that all responsible parties can see and contribute to your
progress. In my experience with companies’ compliance ef-
forts, one of the most effective tools has been a Wiki — a web
application that multiple authors can read, edit, and contrib-
ute to. Wikis, or other tools like Microsoft SharePoint, serve
as excellent repositories for the regulations, requirements,
reports, status, project plans, and other communications
that make compliance work at a company. Conversely, if
your compliance state is held in disjoint plans and on various
whiteboards, you are much more likely to fail (or at least be
extremely inefficient).

Reinforce management commitment

The mark of a strong compliance program (i.e., one that
works) is its integration into everyday operations. This re-
quires management support. Management can not allow
compliance to repeatedly fall victim to “higher priority”
product development projects. In other words, the goals and
activities associated with compliance must be personal, and
organizational performance objectives and compensation
must be associated with them. This also means that compli-
ance must be everyone’s job to a certain extent. A major flaw
would be to regard compliance as the responsibility of “the
compliance people.” The result is an adversarial relationship
between groups where cooperation is discouraged rather
than encouraged. In short, everyone should shoulder some
of the burden and accept some of the credit and blame. In
the case of PCI, there is plenty of responsibility to go around.
Software designers, network and system administrators, pol-
icy makers, and management all have aspects of the security
standard that fall to them.

Consistency with security standards

If your organization already has other compliance activities
for regulations like SOX, HIPAA, or Gramm Leach Bliley,
chances are you have identified security standards to use as
control objectives. Organizations often use control objec-
tives from standards like COBIT and ISO 17799 (a.k.a. ISO
27002) to establish their metrics for compliance. COBIT is
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a broad IT governance standard that covers such diverse IT
activities as IT strategy and planning, managing costs, pro-
cedure development, administration, and testing as well as
dealing with security. ISO 17799 is an information security
management code of practice that is essentially a laundry list
of security practices. These practices are meant to apply to
virtually any type of organization in one way or another, but
the extent of applicability and the actual implementation of
practice may vary considerably from one organization to the
next as a result of a company’s size or its business focus. For
example, the required level of separation of duties for system
administration may be significantly different for a multina-
tional financial institution than it is for a small doctor’s of-
fice. That said, both organizations can use this standard to
help determine which practices are necessary in their busi-
ness and operational context.

In the area of security, both ISO 17799 and COBIT cover the
topics listed here:

e Security policy

e Organizational security

e Asset classification and control

e Personnel security

e Physical and environmental security

e Communications and operations management
e Access control

e Systems development and maintenance

e Business continuity

e Compliance

Consequently, these standards give any organization a good
set of requirements to maintain reasonable security practic-
es. Compare this broad list with the contents of the PCI Data
Security Standard and you will find that ISO 17799 covers all
of the requirements of PCI, albeit not to the depth and speci-
ficity of PCI. This means that if you are already using ISO or
COBIT, you have the practices you need to comply with PCI.

Incidentally, the final section of ISO 17799, Compliance, re-
quires that you understand your regulatory and compliance
requirements and put a process in place to ensure compli-
ance. If this seems circular, it is meant to be.

A comparison of requirements

The PCI Data Security Standard includes the following re-
quirements:

Build and Maintain a Secure Network

e Requirement 1: Install and maintain a firewall con-
figuration to protect cardholder data

e Requirement 2: Do not use vendor-supplied defaults
for system passwords and other security parameters

Protect Cardholder Data

e Requirement 3: Protect stored cardholder data
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e Requirement 4: Encrypt transmission of cardholder
data across open, public networks

Maintain a Vulnerability Management Program

e Requirement 5: Use and regularly update anti-virus
software

e Requirement 6: Develop and maintain secure systems
and applications

Implement Strong Access Control Measures

e Requirement 7: Restrict access to cardholder data by
business need-to-know

e Requirement 8: Assign a unique ID to each person
with computer access

e Requirement 9: Restrict physical access to cardholder
data

Regularly Monitor and Test Networks

e Requirement 10: Track and monitor all access to net-
work resources and cardholder data

e Requirement 11: Regularly test security systems and
processes

Maintain an Information Security Policy

e Requirement 12: Maintain a policy that addresses in-
formation security

PCI requirement 1 is covered in ISO 17799 in a number of
sections, but primarily in those dealing with Communica-
tions and Operations Management and Access Control. ISO
section 10.6 describes network security management and
section 11.4 discusses network access controls that include
use of firewalls and routers as well as how networks should
be segregated. If an organization implements the practices
described in the ISO standard, it not only allows it to meet
the requirement, but it will help it to understand the reasons
behind the requirements.

Requirement 2, removing defaults, is covered under ISO
Section 10, Communications and Operations Management,
Section 11, Access Control, and in Section 12, Information
Systems Acquisition, Development, and Maintenance. ISO
requires that organizations assess the security threats as-
sociated with applications and systems and ensure they are
configured appropriately. The standard specifically requires
organizations to remove default passwords.

Requirements 3 and 4 regarding the handling of sensitive
cardholder data are major themes that run throughout the
ISO standard. ISO describes the need for information risk
assessment, information classification, and strict procedures
for sensitive data handling. The PCI standard describes what
data may be stored (and not stored) and how they must be
encrypted.

PCI requirements 5 and 6 regarding vulnerability manage-
ment and development and configuration of secure systems
are the central topics of ISO Section 12 mentioned earlier. A
vulnerability management program is handled specifically in
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section 12.6 of ISO. Section 12 provides an excellent over-
view of how organizations need to take security into account
when acquiring systems, developing software and configura-
tions, and keeping an enterprise secure. These topics are key
to maintaining PCI compliance.

One of the most critical and dense sections of the ISO stan-
dard, Section 11 Access Control, addresses the access control
requirements 7 and 8 of the PCI DSS. ISO requires organi-
zations to restrict access to users on a need-to-know basis,
maintain unique user IDs, and control physical access to sen-
sitive information and computing facilities. The physical ac-
cess requirements are handled in ISO’s data handling section
and the section on physical security, Section 9.

The ISO and PCI standards both require security testing.
While PCI standards focus the requirement on those systems
that are involved in payment card storage and processing,
ISO requires an organization to identify testing targets based
on risk. The ISO-required risk assessment would certainly
identify payment systems as test subjects as well as any other
system that represented a business or regulatory risk. ISO
Section 15, Compliance, discusses compliance testing and
penetration testing, specifically.

ISO 17799 and COBIT point out how important security pol-
icy is. In fact, both standards are centered on the idea that
security is the product of good organization and governance.
Naturally, a good security policy and its supporting gover-
nance processes feature prominently in both these standards.
PCI, while more of a set of operational requirements rather
that a governance structure, acknowledges the importance
of good security policy and organization in its final require-
ment. In short, if you follow the guidance in ISO or COBIT
regarding security policy and organization (ISO 17799 Sec-
tions 5 and 6), you will be prepared to comply with PCI.

Summary

The PCI Data Security Standard represents a major step for-
ward in requiring parties that handle payment card data to
follow good security practices. From the consumer’s stand-
point, this is good news. Conversely, for companies that
handle payment card data, the PCI DSS is just another set of
requirements that will tie up resources and add overhead in
an already competitive business environment. However, if a
company already has a compliance framework in place and is
using a security standard like ISO 17799 for its control objec-
tives, it is likely that it is well on its way to PCI compliance.
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