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One of the biggest challenges organizations face today is managing users and complying

with regulatory requirements that enforce access controls and require audit trails of user

management activity.

ne of the biggest challenges organizations face today
is managing users and complying with regulatory
requirements that enforce access controls and re-

quire audit trails of user management activity. Speci cally,
organizations need to manage the lifecycle of user activity:

B Enable access for new users and terminate departing
users’ access

B Control what applications users can access
B Manage user access rights as their job roles change
B Provide logs and audit trails of the above actions

Organizations bene t as well by enabling users to manage
their own identity information and relieving overburdened
help desks with mundane tasks such as password reset, name
changes, etc.

The momentum behind identity management is the change in
scope of users. When organizations rst opened their appli-
cations to the Internet, most users were on the organization’s
campus and internal network. Firewalls were implemented as
a single point of entry. In addition, the organization needed
protection from malicious external users or internal users in-
advertently downloading viruses, etc., from the Internet.

Today, users comprise customers, partners and remote em-
ployees, using computers and mobile devices, who require
access to data and applications. Additionally, threats come
from within an organization, not only from without. Thus
security has migrated from the single, monolithic rewall at
the entrance to the network, to the addition of ne-grained
controls throughout the enterprise  authenticating, autho-
rizing and entitling users at the application and data level.

Firewalls are still a critical necessity, keeping undesired users
from accessing the organization's network. However, users
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with legitimate authority should be able to access data in a
controlled manner. Identity and Access Management control
who accesses applications and data, what they are entitled
to access, and provides an audit trail. Identity Management
comprises access control  policies that govern who can ac-
cesswhat and provisioning, which in conjunction with sep-
aration of duty and role management solutions, automates
the process of adding and removing users from systems.

Identity management

Identity management focuses on the management of user
identities and their access. The following concepts are within
the realm of identity management.

Provisioning

Provisioning meansgiving users something that enables them
to do their tasks: for example, creating a login identity for a
customer in a CRM system, providing a new employee an op-
erating system login credential, email address and assigning a
cubicle or providing a contractor with badge access to a labo-
ratory for six weeks. Provisioning typically takes place when
a new user is hired as an employee or contractor, an existing
employee changes job roles, a new application goes online for
customers or a new partnership is established requiring ac-
cess between organizations.

De-provisioning

De-provisioning is essentially the opposite: removing access
and identity information for users. For example, removing
all access to applications, buildings and networks for 5000
employees who were downsized on one day, denying badge
access to contractors after they completed their project,






