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General Membership: $95 plus chapter dues/year
Professionals who have as their primary responsibility information systems 
security in the private or public sector, or professionals who supply information 
systems security consulting services to the private or public sector; or IS 
Auditors, or IS professionals who have as one of their primary responsibilities 
information systems security in the private or public sector; Educators, attorneys 
and law enforcement officers having a vested interest in information security; or 
Professionals with primary responsibility for marketing or supplying security 
equipment or products. Multi-year memberships for General Members, 
are as follows:

2-Year Membership: $185, plus 2 years of chapter dues
3-Year Membership: $270, plus 3 years of chapter dues
5-Year Membership: $435, plus 5 years of chapter dues

Organizational Membership: $115/$90
Government agencies and private companies may purchase an Organizational 
Membership for a specified function being performed by an employee. This 
membership will belong to the agency or company, not the employee, and will 
be transferred to another individual as reassignments occur. When unassigned, 
this class of membership will have all rights and privileges of a General Member 
except the rights to vote and hold office. If a person is named or assigned to this 
membership and said person signs and complies with the Code of Ethics, that 
person will be able to vote and hold office.

Company Employees: $115, plus chapter dues/year

2-year membership: $205, plus 2 years of chapter dues
3-year membership: $290, plus 3 years of chapter dues
5-year membership: $455, plus 5 years of chapter dues

Government Employees: $90, plus chapter dues/year
2-year membership: $180, plus 2 years of chapter dues
3-year membership: $265, plus 3 years of chapter dues
5-year membership: $430, plus 5 years of chapter due

Central/South America
Argentina............................0
Brasil - SP........................30
Caracas - Venezuela.........10
Chile - Santiago ...............30

Europe/Africa
Brussels European ...........40
Irish................................100
Italy ..................................65
Netherlands......................30
Nigeria .............................30
Poland................................0
Southern Germany ...........30
Spain................................60
Switzerland.......................80
UK .....................................0

Asia/Middle East
Chennai............................10
Hong Kong.......................30
Israeli ...............................50
Osan/Seoul ......................80
Pakistan Central ...............20
Saudi Arabia.......................0

Singapore.........................10
Tokyo ...............................30

Oceania
Queensland ......................25

North America
Alamo (San Antonio)........20
Baltimore..........................15
Baton Rouge.....................25
Blue Grass (Kentucky)........0
Boise................................25
Buffalo Niagara.................25
Capitol of Texas................15
Central Alabama...............25
Central Florida .................25
Central Indiana.................25
Central New York................0
Central Ohio.....................20
Central Pennsylvania........20
Central Plains...................30
Central Virginia ................25
Charlotte Metro ................30
Chicago............................30
Colorado Springs.............25

Connecticut......................20
Dayton..............................25
Delaware Valley................20
Denver..............................25
East Tennessee.................35
Eastern Idaho ...................20
Eastern Iowa.......................0
Grand Rapids .....................0
Greater Cincinnati ............10
Greater Spokane...............20
Hampton Roads................30
Hawaii ..............................20
Heart of Texas...................10
Inland Empire...................20
Kansas City ......................20
Kentuckiana......................35
Lansing ............................20
Los Angeles .....................20
Mankato ...........................20
Memphis..........................20
Metropolitan Atlanta.........30
Middle Tennessee ............35
Milwaukee........................30
Minnesota ........................20

Montreal...........................20
Motor City (Detroit)..........25
National Capital 

(Washington DC) .......20
New England ....................20
New Jersey.......................20
New Mexico .....................20
New York Metro................40
North Alabama .................15
North Texas ......................20
Northeast Indiana .............10
Northeast Ohio .................20
Northeast Wisconsin ........25
Northern Indiana ..............10
Northern Virgina (NOVA)..25
Northwest Arkansas..........15
Northwest Ohio ................25
Oklahoma.........................30
Omaha..............................25
Orange County .................20
Ottawa ..............................10
Phoenix............................30
Pittsburgh ........................30
Portland ...........................30

Puget Sound (Seattle) ......20
Raleigh.............................25
Rochester (New York).......15
Sacramento Valley............20
San Diego ........................30
San Francisco ..................20
SC Midlands ....................25
Silicon Valley ...................30
South Florida ...................20
Southwest Florida ............25
South Texas......................30
Southeast Arizona ............20
Southern Maine................20
St. Louis...........................20
Tampa Bay........................20
Tech Valley of New York ...35
Texas Gulf Coast ..............30
Toronto.............................20
Tri-Cities (Tennessee) ......20
Utah .................................15
Vancouver ........................20
Western Oregon ...............20

ISSA Chapters & Annual Dues Changes/additions – visit our website – www.issa.org

ISSA Membership Categories and Annual Dues
Student Membership: $30

Student members are full-time students in an accredited institution of higher 
learning. This membership class carries the same privileges as that of a General 
Member except that Student Members may not vote on Association matters or 
hold an office on the ISSA International Board. There is no restriction against 
students forming a student chapter.

Trial Membership: Free
ISSA offers a free 90-day trial membership to enable you to acquaint yourself 
with the Association. This trial membership entitles you to all of the benefits 
offered by the International Association, including receiving copies of the 
ISSA Magazine, access to the ISSA International web site, and discounts to 
conferences and training events sponsored by the international Association. If 
you choose to become a Trial member, your information will be forwarded to the 
Chapter President of the closest local chapter in your area. You will be contacted 
by the local chapter and invited to attend the local chapter meetings. This trial 
membership does not entitle you to any benefits that are sponsored by the local 
chapter, including discounts to local conferences or educational events. To 
receive local chapter benefits, you must pay both the International dues and that 
particular Chapter’s dues.

During your 90 day FREE Trial, you will receive periodic notices asking you 
to become an official paid member of the Association. If you would like to 
continue receiving all of the benefits of an ISSA membership, you should send 
in your payment at that time. The benefits you receive as a FREE Trial member 
will be terminated if you have not paid your dues and become a member of the 
Association before the end of the 90 days.

CISO Executive Membership: $995
The role of information security executives continues to be defined and 
redefined as the integration of business and technology evolves. While these 
new positions gain more authority and responsibility, peers must form a 
collaborative environment to foster knowledge and influence that will help shape 
the profession. ISSA recognizes this need and has created the exclusive CISO 
Executive Membership program to give executives an environment to achieve 
mutual success. For more information about CISO Executive Membership, 
please visit the CISO website – http://ciso.issa.org.
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Risk Radar

BitDefender AntiRootkit – http://beta.bitdefender.com/login.php 

BlackLight – http://www.f-secure.com/blacklight/ 

GMER – http://martijnc.be/tools/mieeeeeeeeeeeeeeeeep/gmer.htm 

IceSword – http://202.38.64.10/%7Ejfpan/download/IceSword120_en.zip 

DarkSpy – http://www.rootkit.com/newsread.php?newsid=474 

RKDETECTOR –http://www.rkdetector.com/ 

RKUnHooker – http://rku.nm.ru/rkunhooker_v3/RkU3.31.150.420.rar

RootKit Hook Analyzer – http://www.resplendence.com/hookanalyzer 

RootkitRevealer – http://www.microsoft.com/technet/sysinternals/utili-
ties/RootkitRevealer.mspx 

Sophos Anti-Rootkit – http://www.sophos.com/products/free-tools/
sophos-anti-rootkit.html 

IceSword is the best analysis tool listed above, able to detect 
ports, processes, files, registry and more. For example, it 
color-codes suspected rootkit components and is able to de-
tect processes (shown above), ports, registry, file, and similar 
changes made by rootkits.

BitDefender is one of the fastest as a scanner.  If these pro-
grams fail to detect rootkits on a system, mounting the drive 
is a sure fire way to identify rootkit-protected changes on a 
compromised system.

Windows rootkits are increasingly common in the 
wild since December 2005.  Administrators are 
now battling rootkit codes on a daily basis and 

frequently do not have the skills required to properly identify 
and remove such code from a system.  This article provides a 
brief introduction to Windows rootkits and highlights free-
ware tools of great value to Windows administrators in bat-
tling rootkits in the wild.

Rootkits attempt to conceal the presence of code on a com-
puter.  This concealment may be legitimate or illegal.  For 
example, anti-virus software may use rootkit technology to 
undermine and detect a malicious rootkit installed on a com-
puter illegally.  The term rootkit stems from Unix systems, 
where an attacker traditionally installed modified programs 
or scripts (a kit) to maintain root on a computer.  Some re-
searchers also define rootkits as part of an ability to initiate 
an attack or compromise a computer.  Today most rootkits 
are developed for the Windows operating system, bundled 
with other malicious codes for criminal gain.

In December 2005 a significant spike of activity in the preva-
lence of Windows rootkit families took place.  At this time 
source code for rootkit functionality became popularized 
within multiple codes.  One of the first families to use it on 
a regular basis, with great success, is the Feebs worm family 
and several bots in early 2006.

Many administrators now need training on how to identify 
and remove Windows rootkits.  Early efforts arose with free-
ware products like Rootkit Revealer and BlackLight.  Today 
there are many products, of which some perform better than 
others.  Additionally, rootkits like Rustock are specifically 
designed to undermine most of the anti-rootkit programs in 
the wild.  As a result no single program “does it all” and a 
collection of scanning and analysis tools best enables an ad-
ministrator to identify potential rootkit code on a Windows 
computer today.

A list of freeware anti-rootkit programs for Windows is be-
low.  There are other programs also available, such as the 
anti-rootkit components of the Encase Enterprise product 
(commercial software), and private anti-rootkit programs 
not available to the general public.  Tools listed below are 
freely available and robust enough to deal with most Win-
dows rootkit incidents in the wild to date:

AVG Anti-Rootkit – http://free.grisoft.com/doc/5390/lng/us/tpl/v5#avg-
anti-rootkit-free

By Ken Dunham 

Rooting Out Rootkits
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IceSword detects an injected rootkit in Explorer.exe.
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