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uring the past years, many banks around the
D world have deployed strong authentication mech-

anisms to protect access to their Internet bank-
ing applications. In continental Europe and Asia, many
banks have chosen to distribute hardware tokens especially
designed for strong authentication. The primary motivation
for this deployment has been the growing number of attacks
targeted at obtaining customer credentials (e.g., user name
and password). In other words, the primary driver for strong
authentication is security. Typically the tokens are only used
to authenticate the customer requesting access to the Inter-
net banking application. After logon, subsequent banking
operations can be performed without additional authentica-
tion.

The need for strong authentication solutions that are both
user-friendly and low cost has resulted in a variety of new
devices. For example, traditional hardware authentication
tokens required the end-user to be authenticated by the de-
vice (e.g., using a PIN or fingerprint scanning) prior to use.
Quickly, however, hardware tokens not requiring the end-user
to authenticate himself to the device became very popular,
especially in Asia (see Figure 1). Credit card size tokens are
currently hot, and tokens that are voice-enabled for the visu-
ally impaired or blind are on the rise (see Figure 2). And the
cost of these devices is continually decreasing. Additionally,
many European banks have started reusing debit/credit card
infrastructures based on the EMV (Europay, MasterCard,
Visa) standard' for authentication — an end-user no longer
needs a personalized token, allowing banks to cut expenses

1 Integrated Circuit Card Specifications for Payment Systems, Books 1-4, Version 4.1,
May 2004, EMVco.
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Strong authentication mechanisms are now moving to the
next phase in their life cycle, and again security is the driv-
er. Recent attacks against Internet banking applications,? *
whereby man-in-the-middle crooks obtain and exploit user
credentials in quasi-real-time, have illustrated that banks
should move beyond mere user authentication at logon. Al-
though only few attacks are publicly reported, and though
these attacks have not caused large direct monetary losses,
banks fear that the attacks may ultimately undermine cus-
tomer trust in Internet banking.

Against this background, this article will describe a number
of best practices and guidelines for optimizing strong au-
thentication mechanisms. These recommendations are the
result of hands-on experience with Internet banking systems

2 “Trends Reports,” Anti-Phishing Working Group, http://www.antiphishing.org/in-
dex.html.

3 “Internet Security Threat Report,” Symantec, http://www.symantec.com/business/

theme.jsp?themeid=threatreport.
Images provided courtesy VASCO Data Security.
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around the world and are being incorporated into guidelines
of financial regulatory institutions. Of course, banks should
interpret these recommendations with their own specific se-
curity requirements in mind.

Theory versus practice

Internet banking applications require an authentic com-
munication channel between the end-user and server. The
authentic channel should assure both parties that the other
party is genuine. Additionally, it should assure that the mes-
sages received actually come from the other party and are not
modified in transit. In practice there are two authentication
channels:

e A channel between the end-user and his computer
o A channel between the computer and the server

In theory, establishing an authentic channel between the end-
user’s computer and the server is possible. Cryptographic
protocol suites such as SSL/TLS* serve precisely this purpose.
In practice however, establishing an end-to-end authentic
channel between the end-user and server is very difficult be-
cause of following reasons:

e The end-user's computer is not trustworthy — The end-
user cannot be sure that his computer will securely handle
his authentication credentials or messages (e.g., financial
transaction data). Spyware on the computer may intercept
the credentials and send them to a crook, alter the messag-
es exchanged between the end-user and server, or display
fake messages to the end-user. For example, the Sinowal.
CP® Trojan horse displays a fraudulent HTML page asking
for credentials when an end-user tries to connect to certain
bank websites. Asa consequence, the channel between the
end-user and his computer may be compromised.

e Authenticating the server is difficult for the end-user
— Current deployments of security mechanisms such as
SSL/TLS based on X.509 certificates® leave a gap between
authentication from a cryptographic point of view and au-
thentication from the end-user’s point of view. For exam-
ple, an end-user who does not verify the X.509 certificate
of a website may accidentally set up a connection with a
rogue website, although the authentication of the website
is sound from a cryptographic point of view. As a conse-
quence, the channel between the end-user’s computer and
the server may not be authentic. The success of phishing
attacks is partly due to this problem.

Strong authentication recommendations

The above-mentioned problems are a consequence of the
openness and flexibility of current computing systems, and

4 T. Dierks, et al, IETF RFC 4346, “The Transport Layer Security (TLS) Protocol,” Ver-
sion 1.1, April 2006, http://www.ietf.org/rfc/rfc4346.txt.

5 “Trojan-PSW:W32/Sinowal.CP,” malware description, http://www.f-secure.com/v-
descs/trojan-psw_w32_sinowal_cp.shtml.

6 R.Housley, et al, IETF RFC 2459, “Internet X.509 Public Key Infrastructure Certificate
and CRL Profile;” January 1999, http://www.ietf.org/rfc/rfc2459.txt.
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it is therefore very unlikely that a technical solution alone
will ever solve these problems. In order to combat current
and future attacks against Internet banking authentication
mechanisms, banks therefore cannot rely on a single security
measure. On the contrary, banks should implement a range
of complementary “defense in depth” security measures.
When implementing these measures, banks must consider
requirements other than security, user-friendliness for in-
stance, as well.

In the following, it is assumed that the bank has already de-
ployed strong authentication to validate end-users to the In-
ternet banking application.

Optimize one-time passwords

One-time passwords (OTP) offer better security than static
passwords for a number of reasons. The use of an OTP ren-
ders stolen credentials less valuable than traditional static
passwords because they can be used only once and have to be
used within a limited period of time. Secondly, they force the
thief to act within a limited time frame of seconds or min-
utes, making the attack much more complex. Finally, OTPs
break down the traditional business model of phishers.” In
this model, different individuals specialize in different types
of labor (e.g., spamming, collecting passwords, cashing), al-
lowing them to optimize their attacks. Exchanging informa-
tion between the different actors takes time, and therefore
phished one-time passwords may already be expired before
they can be used.

When deploying OTPs, banks should evaluate the security
properties of each type: challenge-based and time-based
one-time passwords are most appropriate for security be-
cause their period of validity is controlled entirely by the
bank and does not depend on the behavior of the user. Due
to time synchronization issues, however, the use of time-
based OTP requires a time window at the server-side. Banks
should take into account security requirements when deter-
mining the size of this time window: a larger time window
offers the thief more time to use a compromised password.
Challenge-based OTPs have the advantage that only a single
password is valid at a given moment; there is no “window” of
valid passwords. Counter-based OTPs have the disadvantage
of becoming invalid only when they are used to authenticate,
or when a password corresponding to a higher counter value
is used. This means that a thief who obtains such a one-time
password can use it to impersonate the end-user until the
victim logs on the next time.

Use electronic signatures

One-time passwords provide authentication of the end-user
at the moment he logs on to the Internet banking applica-
tion. However, they do not protect the authenticity of finan-
cial transactions that are conducted after logon. Therefore,

7 Christopher Abad, “The economy of phishing: A survey of the operations of the
phishing market,” First Monday, 10(9), 2005, http://www.firstmonday.org/issues/is-
suel0_9/abad.
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electronic signatures for the transaction data should be used
to ensure that modification or injection of transaction data
by an adversary can be detected.

These electronic signatures should not — due to the threat of
spyware — be computed by software on the end-user’s com-

puter but by malware-free hardware tokens.
N The end-user enters the transaction data onto
9 the token by hand or transfers the data via a
= connection (e.g., USB) with the computer (see
Figure 4). In the either case the token should
have a display to allow the end-user to review
the transferred data.

Figure 4 — USB token

A remaining threat to electronic sig-
nature mechanisms consists of a crook
convincing the end-user to sign a
fraudulent transaction (i.e., social en-
gineering). Banks should implement the
electronic signature mechanism in such that

a way that this threat becomes very unlikely. Otherwise the
electronic signature mechanism falls prey to the same kind of
weaknesses as the X.509 certificates for SSL/TLS. The follow-
ing guidelines describe the safe implementation of electronic
signature mechanisms.

1.

Different cryptographickeys should be used to com-
pute one-time passwords and electronic signatures.
Suppose a bank uses a challenge/response mechanism
for user authentication and an electronic signature
over a single data field for transaction authentica-
tion, and that the response and electronic signature
are computed using the same key and algorithm. If an
adversary subsequently provides the user with a chal-
lenge and a data field for a fraudulent transaction and
the end-user thinks they are both challenges, the end-
user will provide the adversary with a valid response
and electronic signature. The adversary can convince
the end-user to respond to both “challenges” by stat-
ing that the response to the first challenge was inval-
id.

The end-user should know as much as possible about
what he signs. The data (or at least part of the data) he
signs should have a clear meaning to him. This data
could be (part of) the beneficiary bank account num-
ber or a monetary amount. In this way, it is more like-
ly that the end-user will recognize fraudulent trans-
actions and not authorize them. Many banks ask the
end-user to sign a hash value of the transaction data
to minimize typing. However this hash value has no
meaning to the end-user and a thief might be able to
replace the hash value by a value representing a fraud-
ulent transaction; if the end-user signs this new hash
value, he effectively authorizes the fraudulent trans-
action. This is illustrated in Figure 5, whereby a genu-
ine end-user Alice is tricked into signing a transaction
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What are tokens, one-time passwords
and electronic signatures?

Atoken is an example of a client-side strong authentication product; it
is a small electronic device, typically containing a keypad and a screen.
The bank provides its customers using Internet banking with a token.

In order to operate the token, the customer typically has to authenti-
cate himself to the token. This ensures that the token cannot be used
by a fraudster when it is lost or stolen. Most tokens use 4- or 5-digit
Personal ldentification Numbers (PINs), although biometric protection
(e.g., fingerprint scanning) is possible as well. When the customer (or
fraudster) has failed to enter the correct PIN for the maximum number
of PIN entry attempts (e.g., 3 or 4), the token is locked and cannot be
operated anymore. The customer then has to start a procedure with
the bank in order to unlock the token.

The bank'’s customers typically use the token for two purposes:

o The customer can use the token to generate a one-time pass-
word. After the generation, the customer uses his user name
and one-time password to log on to the Internet banking ap-
plication. The one-time password can only be used once to log
on and expires after a certain amount of time, so that stealing a
one-time password has only limited value to a crook.

e The customer can use the token to compute an electronic sig-
nature over a financial transaction. In order to generate this
signature, the customer enters the transaction data (such as the
beneficiary bank account number or amount) into the token,
and the token generates the electronic signature (e.g., a 6-digit
numeric code). The customer subsequently sends the transac-
tion data and electronic signatures to the bank, and the bank
verifies whether the signature corresponds to the transaction
data. In this way, a bank can verify whether the transaction was
submitted by the genuine customer and not by a thief.

Strong authentication mechanisms such as one-time passwords and
electronic signatures are typically the result of a cryptographic op-
eration involving a secret cryptographic key. This cryptographic key is
shared between the token and an authentication server at the bank.

A one-time password is typically the result of a cryptographic opera-
tion involving the key and a variable parameter that is synchronized
between the token and the server. The cryptographic operation is typ-
ically encryption (using a block cipher such as 3DES or AES) or keyed
hashing (using a MAGalgorithm such as HMAGSHAT). There are three
types of variable parameters:

o The time, whereby both the token and server have a synchro-

nized clock.

o Acounter synchronized between the token and server, which
increases after a one-time password is generated.

¢ A challenge, which is a random number generated by the
server and sent to the customer. The customer enters this num-
ber onto his token to generate a response, which is then sent



Best Practices for Strong Authentication in Internet Banking | Frederik Mennes

back to the server. To prevent replay attacks, a challenge can be
used only once.

In case of time-based one-time passwords, the token typically gener-
ates a new password every 30 seconds, although different frequen-
cies are possible. In case of counter-based one-time passwords, the
token generates a new password when the user presses a button on
the token.

In case of time-based one-time passwords, the bank has to take into
account the natural drift between the clocks of the token and authen-
tication server. In order to compensate this unpredictable drift, the
authentication server accepts multiple one-time passwords at any
given moment. The list of valid passwords is often referred to as the
time window. Authentication systems using counter-based one-time
passwords face a similar problem: the counter value of the token may
differ from the value of the server. This may be due to a user often
pressing the button of his token. Therefore, the server maintains a
counter window in this case.

In the case of both time-based and counter-based one-time pass-
words, the token and authentication server synchronize upon each
successful authentication. In this way the drift between the token and
server remains relatively small. In the unlikely case that a token has
drifted so much that its one-time passwords fall outside the time or
counter window, the bank can start a resynchronization procedure.
This procedure consists of enlarging the time/counter window and
verifying a one-time password. After successful resynchronization,
the time/counter window is decreased to its normal size.

An electronic signature, on the other hand, is typically a Message Au-
thentication Code (MAC) computed over the transaction data, involv-
ing the secret key. A commonly used MAC-algorithm is the ANSI “Retail
MAC."" The electronic signature may also involve a variable parameter
(e.g., time or counter) to prevent replay attacks.

Both the token and authentication server need security controls to
protect the secrecy and integrity of the cryptographic key, especially
if the token has been lost or stolen. The token uses physical security
controls:

o Tamper resistance to make it unfeasible to extract the cryp-
tographic key

o Tamper detection and response — token may zero the key
upon detection of a tamper attempt

e Tamper evidence — sometimes it suffices that a tamper at-
tempt will just leave traces
On the authentication server, a key management infrastructure is
required to protect the keys. Finally, token-based authentication sys-
tems are often designed to allow “graceful failure” of the system, by
ensuring that compromise of the key of one token does not compro-
mise the entire system.

1 ANSI ASC X9.19, “Financial Institution Retail Message Authentication,” August
1986.
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chosen by the crook Mallory. In case of a phishing at-
tack, Mallory is a rogue website that executes a script
when Alice visits the website. Alternatively, Mallory
can take the form of spyware residing on Alice’s com-
puter which starts acting when it detects Alice is con-
necting to the bank’s website. (Figure 5)
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Figure 5 — Thief intercepting customer transaction

3. The end-user should see a clear difference between
the task of generating a one-time password and
the task of generating an electronic signature. He
should also know when the bank normally asks for a
one-time password or an electronic signature. In this
way, the end-user will be alerted when he expects to
be asked for a password but is asked for an electronic
signature instead.

Use transaction risk assessment

Electronic signatures are a preventive security measure. A
complementary approach to transaction authentication con-
sists of transaction risk assessment. This mechanism per-
forms statistical analysis of transactions at the server-side in
order to determine the level of risk of the transactions. In this
case, the bank creates a profile of the Internet banking be-
havior of every end-user. This profile may include informa-
tion about the time of the day the end-user normally logs on,
about the monetary amount that is typically transferred to a
given bank account, about the most frequently used destina-
tion bank accounts, etc. Using this profile, the bank monitors
transactions and tries to assess their level of risk. The bank
then decides how to handle each transaction based on a se-
curity policy.

Use multiple communication channels

Banks can use additional communication channels with their
customers to request approval of risky transactions, or to in-
form them of transactions that have been conducted. These
communication channels include, for example, telephone and
text messaging (SMS). The level of authentication required to
conduct transactions can be dependent upon the type or size
of the desired transaction, the physical and logical location
of the requestor, the method of access, what is accessed, or
needed permissions. In a banking context, it may be useful to
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communicate with customers through other communication
channels when conducting a high-risk transaction to validate
the request.

Educate the end-users

End-users remain the weakest link in the security chain.
Therefore, banks should pay much attention to educating
them on an ongoing basis. This education may include the
following:

e Banks should inform their customers that they will
never send emails asking them to log on to their ac-
counts

e End-users should never open emails from an un-
known sender

e End-users should only install software from a trust-
worthy source

e End-users should utilize firewall and anti-malware
defenses

Banks can encourage their customers to use security software
by cooperating with software vendors and negotiating that
the bank's customers obtain security software at a reduced
rate. This approach is already taken by a number of financial
institutions.® *

8 Barclays, http://www.barclays.co.uk
9 ABM AMRO, http://www.abnamro.nl
10 Firstrade, http://www.firstrade.com
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Conclusion

The level of sophistication of attacks against Internet banking
applications is increasing from phishing attacks to real-time
man-in-the-middle attacks. In order to maintain the end-us-
er’s confidence in Internet banking, banks must strengthen
the access control mechanisms of their Internet banking ap-
plications. More specifically, banks will have to move beyond
mere user authentication (at logon) and provide transaction
authentication as well. Different transaction authentication
mechanisms are available, the strongest of which consists of
electronic signatures (generated by a hardware token) com-
puted over the transaction data. When deploying this mech-
anism, banks should take social engineering into account
to prevent rogue transactions from being signed. Finally, it
should be noted that technological solutions alone will never
be the complete solution, and therefore banks have to address
user education as well.
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