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The Era of  
Rogue Security Software
By Rossano Ferraris

Welcome to the era of rogue security software – fake malware scanners tricking users into 

purchasing unnecessary software and getting new malware installed as well.

You go to a favorite website. You barely start reading 
when an alert �ashes saying your computer is infect-
ed with spyware, malware, or any number of viruses. 

The alert window looks just like a window you�d expect � not 
one of those �ashing and annoying popups � but it is real? If 
you proceed with the �offer� to clean your machine, you may 
lose a few dollars purchasing worthless software or a lot more 
when your credit card information is stolen. And reports of 
this activity are increasing daily.

Welcome to the era of rogue security software: fake malware 
scanners tricking users into purchasing unnecessary software 
and getting new spyware, malware or viruses installed as 
well. These products look like legitimate anti-malware pro-
grams, have legitimate end-user license agreements (EULA), 
and follow normal installation procedures. The programs for 
the most part are normal products (though worthless) with 
nothing malicious other than the insidious manner in which 
they �offer� their services, convincing users to purchase the 
software through deceptive and fraudulent practices. Some 
products actually do scan, identify and eradicate malware - 
malware they installed before the scan!1

It is not the intent of this article to list current rogue se-
curity software out there (spywarewarrior.com2 has an 
extensive listing) but to discuss the complex archi-
tecture in which these programs work. 

How does it work?
Rogue security software is typically in-
troduced by deceptive advertisements 
targeting normal and innocent websites. 
Most people assume that malware comes 
from �dodgy web sites,� but it is often le-
gitimate sites that get compromised.

1	 www.f-secure.com/sw-desc/rogue_antispyware.shtml.

2	 www.spywarewarrior.com/rogue_anti-spyware.htm.

The following is a typical scenario:

You visit a website.

After some time (from seconds to minutes) you get 
a bogus security warning popup window inform-
ing that your machine could be infected by hidden 
threats.

You are asked to run an online malware scan.

You accept and disturbing results come up after the 
scanning process:

An impressive number of detections

Dangerous presence of exploits and malware on 
your machine

You are asked to download the software.

You think, �yeah, it seems I am infected. I will down-
load the software.�

The rogue software is installed and immediately 
launches a local �full system scan� malware scan tak-

ing only few seconds.
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Figure 1 – Adware business model
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The fake local scan con�rms the presence 
of threats on your machine.

To remove the threats, you MUST PUR-
CHASE the software.

If you actually go through the purchasing 
process, there is no guarantee that your 
credit card and personal information will 
not be compromised as well.

The theory behind the scam
Instead of buying ad space directly, companies of-
ten hire a marketing agency to do their bidding. 
Those agencies might then turn to outside buyers 
specializing in Internet marketing. The buyers can 
split the funds even further, allocating some for 
banner ads � payment based on how many people 
view them; some for �pay-per-click� ads � payment 
based on the number of clicks for further infor-
mation; and some for �pay-per-sale� ads, in which 
publishers of Web pages get a commission for elec-
tronically referring buyers to the merchant.

In each of those cases, the Internet ad buyers might 
turn to advertising networks using thousands or 
even tens of thousands of so-called af�liates. The 
problem is that the networks and the af�liates � and the 
countless �sub-af�liates� working for the af�liates � have an 
incentive to generate the most viewers, clicks and buyers they 
can. That leads some to trick people into installing spyware 
that produces a never-ending stream of advertising offers. If 
an af�liate slips a deceptive piece of software into someone�s 
personal computer and persuades the owner to buy some-
thing, the transaction could be passed through three or four 
businesses � each taking a cut � before the af�liate network 
hands off the customer to the merchant. Security experts es-
timate adware generates $500 million to $2 billion a year in 
revenue for middlemen.3

Figure 1 presents some of the actors and relationships in the 
online advertising world as it operates in reality.4 These in-
clude the following:

Product and service vendors who have 
contracts with adware vendors and ad-
vertising brokers to distribute ads for 
their offerings

Adware companies who have multi-tier 
af�liate arrangements with other adware 
companies, software producers, website 
owners, and advertising brokers

Software makers and website owners 
who enter into bundling and distribu-

3	 �Big Firms� Ad Bucks Also Fund Spywares; Fortune 500 members are among the un-
witting backers of software that sneaks into computers,� Los Angeles Times (2005), 
www.benedelman.org/ppc-scams.

4	 Testimony of Ari Schwartz before the Senate Committee on Commerce, Science, and 
Transportation on Spyware ,(May 2005).
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tion agreements with adware companies and adver-
tising brokers, as well as with other software makers 
and website owners

Advertising brokers who serve as middlemen in the 
full array of af�liate arrangements

A real case-analysis
The following is a real case study analysis, highlighting in 
detail the steps mentioned earlier, of my interaction with a 
rogue security software called Malware Alarm� already de-
tected by some well known anti-spyware products.

In this incident, I visited the National Hockey League web-
site6 (Figure 2) and after some minutes I was prompted by 
an interesting popup window (Figure 3). The alert popup 

�	 www.malware-alarm.com

6	 www.nhl.com

•

Figure 2 – NHL website (this is an example of redirecting 
users to the rogue anti-spyware process.)

Figure 3 – Scan prompting alert
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window advised me to perform a malware scan looking for 
threats on my machine.

Curious, I clicked the OK button which redirected me to an-
other webpage called scanner2.malware-scan.com (Figure 4). 
The webpage started an automated online scan looking for 
threats and after a few seconds an interesting and disturbing 
result came up: dangerous threats found on my machine!

I sniffed the network connections between my local machine 
and the external websites and discovered (some 
code has been omitted or shortened):

www.nhl.com calls to m1.2mdn.net  
GET /879366/ÿashwrite_1_2.js HTTP/1.1 
Referer: http://www.nhl.com/ 
Host: m1.2mdn.net 
Connection: Keep-Alive

m1.2mdn.net with a parameter of 
ad.doubleclick.net calls to adtraff.com
GET /1612895/NHL_MediaMan_728x90_ÿash.
swf...imediaman.com...HTTP/1.1 
Referer: http://www.nhl.com/ 
Host: m1.2mdn.net 
Connection: Keep-Alive

GET /statss.php?campaign=pushmama... 
Referer: http://adtraff.com/swf/... 
Host: adtraff.com 
Connection: Keep-Alive 
Cookie: gI=YTo1OntzOjEy......DAiO30%3D

adtraff.com calls to blessedads.com  
GET /?cmpid=pushmama&adid=mg6 HTTP/1.1 
Host: blessedads.com 
Connection: Keep-Alive

adtraff.com calls also to prevedmarketing.com 
GET /?tmn=mwatmp&aid=pushmama... 
Referer: http://adtraff.com 
Host: prevedmarketing.com 
Connection: Keep-Alive

þnally to scanner2.malware-scan.com which does 
the fake scan 
GET /4_swp/window.js HTTP/1.1 
Referer: http://adtraff.com 
Host: scanner2.malware-scan.com 
Connection: Keep-Alive

The snif�ng has revealed that adtraff.com, blessedad.com 
and prevedmarketing.com are collaborating to redirect the 
user to the last host � scanner2.malware-scan.com � which is 
responsible for the fake scan.

This is how adtraff.com describes itself: �AdTraff.com is an 
online marketing corporation which offers its clients a wide 
range of options to help them communicate their products 
over the web in the most effective way. It tries to accomplish 
this objective by providing a full service of custom marketing 
research to various clients offering a better, more personal-
ized online experience for consumers, publishers and adver-
tisers. This company offers marketing research and business 
understanding using a variety of patterns across the Web�7

Once the scan-online terminated with the fake result, more 
popup windows started coming up inviting me to download 
and run a �le called _cHVzaG1hbWE_......_a2V5aW4_.exe 
(Figure 5).

I decided to continue on the process and clicked Run, which 
in turn started to download and install Malware-Alarm soft-
ware on my local machine. 

7	 adtraff.com

Figure 4 – Rogue security software website

Figure 5 – Invitation to download spyware scanner installer
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