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make the IP network ubiquitous. However, IP (Internet Protocol)

networking has also created a community of hackers who exploit
the vulnerabilities of the Internet’s host systems to wreak havoc. I'T managers
and cyber-security communities have been working furiously on thwarting
these threats. In addition, I'T managers and architects are concerned about
the number of attacks on the IP infrastructure, and spend a lot of their energy
and time on building defenses against them.

‘ Y oice is quickly joining the numerous applications that have helped

Market growth

The number of IP-PBX (Private Branch eXchange) ports, the ports used for
Voice over IP (VoIP), deployed in the enterprise has increased tremendously
in the last several years, mainly because their capital and operational expenses
are lower than those of traditional PBXs. Presence-oriented features, which
are not available with traditional PBXs, have also fueled the adoption of IP-
PBXs.

On the service provider front, there is an upsurge of VolP-based consumer ser-
vices, such as PSTN line replacement, that use broadband connectivity, as well
as an increase in the number of IP-based voice trunks to enterprises. Industry
analysts estimate that as of late 2005 there were over 4 million VoIP subscribers
in the US'. Skype has over 100 million subscribers around the world®. Analysts

1 “Report Sees 11 Million Cable VOIP Subscribers in 2007.” Cable Digital News, August 2, 2006. http:/blog.

cabledigitalnews.com/index.

ype achieves 100 million users.” April 26, 2006. http://about.skype.com/2006/04/skype_achieves_100_
million_use.html
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Figure 1. Basic VolP network architecture

also estimated that about 16 percent of the world’s international long-
distance voice calls are transported using VoIP*.

Issues in VoIP

VoIP systems are vulnerable not only at the IP layer but also at the
VoIP application layer. VoIP systems have two distinct channels
— signaling and media. VoIP signaling, used for session setup, con-
trol, and teardown, is based on the Session Initiation Protocol (SIP).
During call setup, the media capabilities for the session are negoti-
ated and UDP ports are provisioned for media transport over the
Real-time Transport Protocol (RTP) and for media control using the
Real-time Transport Control Protocol (RTCP). The signaling chan-
nel behaves like a client/server communication, whereas the media
channel appears as a full-duplex peer-to-peer communication. At
least two packet streams are needed for the media: one in each direc-
tion.

Because voice within LANS is engineered for quality, LANs are
considered trusted networks. An IP-PBX in an enterprise location
with its corresponding phones forms a trusted network system.
However, a multi-location enterprise may choose to network its IP-
PBXs over a private or public WAN!. If so, then VoIP end systems are
networked across enterprise-location trust boundaries. If these trust
boundaries are not secured, then the elements of the VoIP systems
may be susceptible to attack.

Signaling and media in VoIP have different characteristics and hence
different security requirements.

e Signaling and media may traverse different networks. Ser-
vice providers and enterprises typically deploy separate sig-
naling and media networks.

e Signaling and media have different intermediate systems.
Intermediate systems for signaling include service proxies
and softswitches, while media servers, media gateways, and
packet shapers are examples of media intermediate systems.

e Signaling and media may be independently secured. Even
though the signaling and corresponding media for a session
are correlated, because they may traverse different networks
they may be secured differently.

e Signaling and media have different quality characteristics.
Reliable delivery of signaling messages is more important

3 “Will VoIP Join the Telco Counterrevolution?” VoIP News, July 14, 2006. http://www.voip-
news.com/news/features/voip-telco-blocking-071406/
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than jitter and latency, whereas media is jitter- and latency-
sensitive. Latency is the delay experienced by the packet as
it traverses the network to go from one end system (phone
or gateway) to the other. Jitter is the variation in delay of the
packets arriving to the listener.

The “CIA” of security

The “CIA” principles of security are commonly considered in the
securing of IP-based networks and systems:

¢ Confidentiality
©0  Am I communicating with the right system or user?
O Can another system or user listen in?

e Integrity
O Has the communication been tampered with?

e Auvailability

O Can the systems that enable the communication be
compromised?

Confidentiality

Confidentiality in general has many different aspects, including au-
thentication, authorization, and encryption of the communication
channels. Authentication of an end system or end user can take vari-
ous forms, from very simple to very complex. The login and pass-
word combination is a simple authentication scheme; more complex
ones are based on biometric information and other identity verifica-
tion mechanisms.

Authorization of end systems or end users includes building access
control lists (ACLs) and is typically based on a limited-time or lim-
ited-access basis. Once a user is authorized, the user may be allowed
to access a service only for that session.

Masquerading of systems (also called “phishing” in Internet parlance)
is a major threat that is related to an abuse of confidentiality.

Integrity

Integrity involves ensuring that the message has not been tampered
with. Encrypting messages with public or private key exchanges is
one way of ensuring integrity. There are many encryption schemes
for both VoIP signaling and media. VoIP signaling encryption is
usually accomplished using Transport Layer Security (TLS), which
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is similar in principle to the secure HT'TP protocol for Web services.
IPSec can also be used to create a secure tunnel to carry VolP signal-
Ing streams.

Media encryption methods are Secure RTP (SRTP) and Secure
MIME (Secure / Multipurpose Internet Mail Extensions, or S/
MIME). An extension of RTP, SRTP carries media in VoIP sys-
tems. The media payload is encrypted and an authentication tag is
added, ensuring content integrity and authentication. S/MIME pro-
vides cryptographic security services such as authentication, message
integrity, and non-repudiation of origin (using digital signatures)
and privacy and data security (using encryption). S/MIME is used
to secure negotiation of capabilities between end systems without the
intervention of intermediate systems.

Availability

Most ongoing security work aims to protect systems from denial of
service (DoS) attacks, since high availability of VoIP network infra-
structure is a critical part of services delivery. Compromised systems
prevent the proper delivery of services. The very high availability of
the PSTN is a direct result of a closed SS7/C7 signaling network
and the lack of common expertise to exploit vulnerabilities in SS7/C7
networks. IP systems, on the other hand, are widely available, and
expertise exists to exploit vulnerabilities in most IP-based systems
—and VoIP systems are also susceptible to such exploits.

DoS attacks on VoIP systems can occur at both the IP layer and on
the VoIP application. Special protection must be given to the still-
evolving VoIP application layer, where common DoS attacks include
sending bogus, mangled, and incomplete call signaling messages.
These attacks consume resources that cannot then be applied to le-
gitimate calls. At the media layer, DoS attacks can include packet
flooding as well as media substitution — for instance, negotiating for
an audio stream but transmitting a video stream instead.

Nuisance attacks

In recent years, an increasingly large class of nuisance attacks such
as email- and fax-based spam has taken hold of most IP networks.
These attacks are a direct result of loose identity verification. VoIP
systems can easily be exploited in a similar way — these nuisance at-
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tacks are called SPIT (Spam over Internet Telephony). Strong au-
thentication mechanisms thwart these types of attacks.

End-to-end vs. hop-by-hop

The principle of end-to-end security addresses most Internet secu-
rity issues. That is, any client requesting a service from a server, such
as a Web server, negotiates a secure connection with the server. In-
termediate systems such as routers and firewalls cannot tamper with
this connection, and the client and server can securely transfer en-
crypted information. This method provides protection against replay
and man-in-the-middle attacks essentially by securing the channel
between the client and server machines. The application running on
the server still requires the end user to authenticate herself (using a
login/password) before being authorized to use its services.

However, telephony and VoIP systems need intermediate systems
that provide essential services, such as discovery of the remote ter-
minal or phone, and authentication of the source. When intermedi-
ate systems are present, the security has to be hop-by-hop; every hop
from caller to service proxy, from service proxy to service proxy, and
from service proxy to the person being called has to be secured. This
implies the need for multiple secure connections to establish a call
between two parties.

These multiple secure connections can traverse what is known as a
“trust boundary.” A trust boundary occurs whenever communica-
tion goes from one administrative domain to another one that has
different trust levels. Examples of this are an enterprise site connect-
ing to a service provider or an application service provider connect-
ing to a network provider. Typically, the demarcation point of an
administrative domain is placed at the trust boundary.

Securing the trust boundary

The trust boundary forms an important part of the network, since
the network can be secured at it. Enterprise I'T departments employ
firewalls at their trust boundaries to protect their internal networks
and insulate the DMZ from the public network to which the inter-
nal network connects. Firewalls play a significant role in providing
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Figure 2. Firewall at a trust boundary
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security because they use the principles of confidentiality (authenti-
cation/authorization) and availability.

However, traditional firewalls do not allow VoIP through. VoIP uses
dynamic and ephemeral ports for media; the firewall sees packets
destined to these ports as threats and blocks them. Techniques such
as STUN, TURN and ICE allow VoIP to traverse firewalls without

compromising configured security rules.

Components of a complete solution

As the above discussion makes clear, it is imperative that a complete
solution for VoIP security have the following capabilities:

1. To create a trust boundary for VoIP
2. To strongly authenticate end users and end devices
3. To encrypt both signaling and media at the trust boundary

4. To thwart DoS attacks at the demarcation point itself
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5. To securely manage the VoIP network elements

The Session Border Controller

To get around the limitations of traditional firewalls, some pioneer-
ing VoIP equipment makers have developed session-aware firewalls.
Such firewalls scan the VoIP signaling message and, based on the
negotiated media ports, dynamically open them to enable bidirec-
tional media transfer. These session-aware firewalls are called Ses-
sion Border Controllers (SBCs).

The SBC is placed at the trust boundary, and in fact asserts the trust
boundary. It creates the “edge” of the VoIP network for both enter-
prises and service providers. Thus placed, the SBC provides for “to-
pology hiding,” so there is no visual knowledge of the administrative
domain from outside the domain. The SBC also provides a trusted
front-end for devices that cannot encrypt signaling and media.

The SBC performs authentication and appropriate authorization
of end devices before allowing for media flows. The authentication
mechanisms can take into account user identity verification and the
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Figure 3. Layered security architecture necessary for a Session Border Controller.
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user’s privacy preferences. Once authenticated, the user is dynami-
cally added to the access control list (ACL) built into the SBC. The
ACL provides implicit authorization for members of the ACL to ac-
cess VoIP services through the SBC.

Admission control, one of the crucial functions the SBC provides,
allows for effective resource management, ensuring that resources
within the VoIP network are not overwhelmed. The SBC also pro-
tects against and thwarts DoS attacks on the VoIP domain by pro-
viding session rate and bandwidth management. This addresses the
availability part of security.

The SBC adopts a multilayered security architecture that addresses
confidentiality, integrity, and availability at all layers. Figure 3 above
shows one such architecture. The advantage of this layered protec-
tion architecture is that it splits the security policy into configuration
at each layer, which is more easily understood and managed.

Summary

VolIP security is currently seen as a hurdle to large-scale deployment
of VoIP in enterprises. Security is a multifaceted problem and needs
to be addressed at several layers and points in the network. Strong
security involves addressing confidentiality, integrity and availability.
Session Border Controllers provide a flexible and cost-effective solu-
tion for VoIP security by securing the trust boundary.
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